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Today’s Objectives

• Learning Objectives:
• Apply the COSO Enterprise Risk Management framework to the

management of compliance risk
• Map the elements of an effective compliance and ethics program to

ERM
• Understand how to apply the recently-published guidance from COSO

authored by SCCE
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Polling Question

Which best describes your role in your organization:
• Internal audit
• Compliance
• Risk management
• Other
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The Committee of Sponsoring Organizations (COSO) is a joint initiative 
established in 1985 to sponsor the National Commission on Fraudulent 
Financial Reporting.
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COSO’s Mission & Vision

COSO’s Mission is “To help organizations improve performance by 
developing thought leadership that enhances internal control, risk 
management, governance and fraud deterrence.”

COSO’s Vision is “To be globally recognized as an authority on 
internal controls and a thought leader on risk management, 
governance and fraud deterrence.”
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History of Framework Development

• 1992 – Internal Control – Integrated Framework (ICIF)

• 2004 – Enterprise Risk Management (ERM) – Integrated Framework

• 2013 – ICIF Updated Framework

• 2017 – ERM Updated Framework
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COSO ERM Graphic

• Consists of five components, supported by 20 principles
• Source – COSO, Enterprise Risk Management – Integrating with 

Strategy and Performance (June 2017)
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COSO ERM Principles

• Source:  COSO, Enterprise Risk Management – Integrating with 
Strategy and Performance (June 2017)
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COSO ERM – Key Definitions

• Enterprise Risk Management – The culture, capabilities, and 
practices, integrated with strategy-setting and its performance, 
that organizations rely on to manage risk in creating, preserving, 
and realizing value.

• Risk – The possibility that events will occur and affect the 
achievement of strategy and business objectives

• Severity – A measurement of considerations such as the likelihood 
and impact of events or the time it takes to recover from events
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COSO ERM
The Role of Risk in Strategy Setting

• Source – COSO, Enterprise Risk Management – Integrating with Strategy and 
Performance (June 2017) 10
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Polling Question

Does your organization utilize the COSO Framework for Enterprise Risk 
Management in the management of risk?
• Yes
• No
• Not sure
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Internal Control

• Defined by COSO as:
• A process, effected by an entity’s 

board of directors, management, 
and other personnel, designed to 
provide reasonable assurance 
regarding the achievement of 
objectives relating to operations, 
reporting, and compliance
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13

COSO Internal Control Framework (2013)
Three Objectives

Five Components
(supported by 17 Principles)

At Various Org. Levels

Copyright © SCCE & HCCA

Relationship to The IIA’s Three Lines Model (2020)
• Formerly the “Three Lines of Defense” model, until 2020 revision

• Assists in identifying structures and processes that ensure the achievement of objectives 
and facilitate strong governance and risk management

• Governing body

• Management

• Internal audit

• External assurance

• Permits CCO (or CRO) to have a direct reporting line to the governing body (similar to
Internal Audit)

• Identifies compliance-related responsibilities at:

• Governing body

• 1st line roles

• 2nd line roles 14
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• Source:  The IIA’s Three Lines Model
15
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The IIA’s Three Lines Model

“The Third Line” 
Independent assurance and advice.

“The Second Line” 
Expertise, support, monitoring and challenge to assist in 

managing risk; Development, implementation and improvement 
of risk management practices; Analysis and reporting.

“The First Line” 
Management of risk in connection with providing products 

and services to clients; Establishing and maintaining 
internal controls to ensure compliance.

Internal
Audit

Management

Management
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Polling Question

Does your organization use the COSO Internal Control Framework  and/or the 
“Three Lines Model”?
• COSO Internal Control and Three Lines Model
• COSO Internal Control only
• Three Lines only
• Neither
• Not sure
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Relationship to 
Compliance & Ethics Programs

• Elements of an effective compliance and ethics program already share numerous 
characteristics with the ERM and IC frameworks, and the Three Lines Model, most 
notably:
• A focus on, and a process for, identifying and assessing risk
• Development of a governance structure, policies and procedures
• Importance of culture 
• Value placed on communications and reporting
• An expectation of continuous improvement in the program
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Elements of Compliance & Ethics Programs

1. Standards and procedures
2. Governance, oversight, and authority
3. Due diligence in delegation of authority
4. Communication and training
5. Monitoring, auditing, and reporting systems
6. Incentives and enforcement
7. Response to wrongdoing
8. Risk assessment
9. Continuous program improvement
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15 Minute Break
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GOVERNANCE & CULTURE

1. Exercises board risk oversight
2. Establishes operating structures
3. Defines desired culture
4. Demonstrates commitment to core values
5. Attracts, develops, and retains capable individuals
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1. Exercises Board Risk Oversight

COSO ERM Considerations:
• Accountability and responsibility
• Skills, experience, and business knowledge
• Independence
• Suitability of ERM
• Understand organizational bias
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ERM Principle 1
Applied to C&E Programs
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2. Establishes Operating Structures

COSO ERM Considerations:
• Operating structure and reporting lines
• ERM structures

• Committees

• Authority and responsibilities
• ERM within the evolving entity

• Tailored to the organization

24

23

24



12/15/2020

13

Copyright © SCCE & HCCA

ERM Principle 2
Applied to C&E Programs
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3. Defines Desired Culture

COSO ERM Considerations:
• Culture and desired behaviors
• Applying judgment
• Effect of culture
• Aligning core values, decision-making, and behaviors
• Shifting culture
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ERM Principle 3
Applied to C&E Programs
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4. Demonstrates Commitment to Core Values

COSO ERM Considerations:
• Reflecting core values throughout the organization
• Embracing a risk-aware culture
• Enforcing accountability
• Holding itself accountable
• Keeping communication open and free from retribution
• Responding to deviations in core values and behaviors
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ERM Principle 4
Applied to C&E Programs
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5. Attracts, Develops, and Retains 
Capable Individuals

COSO ERM Considerations:
• Establishing and evaluating competence
• Attracting, developing, and retaining individuals
• Rewarding performance
• Addressing pressure
• Preparing for succession
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ERM Principle 5
Applied to C&E Programs
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STRATEGY & OBJECTIVE-SETTING

6. Analyzes business context
7. Defines risk appetite
8. Evaluates alternative strategies
9. Formulates business objectives
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6. Analyzes Business Context

COSO ERM Considerations:
• Understanding business context
• Considering external environment and stakeholders
• Considering internal environment and stakeholders
• How business context affects risk profile
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ERM Principle 6
Applied to C&E Programs
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7. Defines Risk Appetite
COSO ERM Considerations:
• Applying risk appetite
• Determining risk appetite
• Articulating risk appetite
• Using risk appetite

Key Definitions:
• Risk – The possibility that events will occur and affect the achievement of 

strategy and business objectives
• Risk Appetite – The types and amount of risk, on a broad level, an 

organization is willing to accept in pursuit of value
• Tolerance – The boundaries of acceptable variation in performance related 

to achieving business objectives 35
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ERM Principle 7
Applied to C&E Programs
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8. Evaluates Alternative Strategies

COSO ERM Considerations:
• Aligning strategy with core values and risk appetite
• Understanding the implications from chosen strategy
• Making changes to strategy
• Mitigating bias when evaluating alternative strategies
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ERM Principle 8
Applied to C&E Programs
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9. Formulates Busines Objectives

Mission, Vision, and Core Values

Strategy

Business Unit Objectives

Performance Measures (with related 
targets and tolerance for each)

39
Adapted from  Risk Appetite –Critical to Success: Using Risk Appetite to Thrive in a  Changing World,COSO , May 2020
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9. Formulates Business Objectives

COSO ERM Considerations:
• Establishing business objectives
• Aligning business objectives with strategy
• Understanding the implications from chosen business objectives
• Categorizing business objectives
• Setting performance measures and targets
• Understanding tolerance
• Performance measures and established tolerance
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ERM Principle 9
Applied to C&E Programs
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15 Minute Break
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PERFORMANCE

10. Identifies risk
11. Assesses severity of risk
12. Prioritizes risk
13. Implements risk responses
14. Develops portfolio view
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10. Identifies Risk

COSO ERM Considerations:
• Identifying risk
• Using a risk inventory
• Approaches to identifying risk
• Framing risk
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Identifying Risk
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Polling Question

Does your organization use data tracking and cognitive computing to assess 
risk?
• Data Tracking
• Cognitive Computing 
• Both Data Tracking and Cognitive Computing
• Organization does not do a risk assessment
• Not sure
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ERM Principle 10
Applied to C&E Programs
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11. Assesses Severity of Risk
COSO ERM Considerations:
• Assessing severity at different levels of the entity
• Selecting severity measures

• Qualitative
• Quantitative
• Frequency

• Assessment approaches
• Probabilistic approaches
• Non-probabilistic approaches

• Inherent, target, and residual risk
• Depicting assessment results
• Identifying triggers for reassessment
• Mitigating effects of bias in assessments
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11. Assesses Severity of Risk
COSO Definitions:
• Inherent Risk – The risk to an entity in the absence of any direct or 

focused actions by management to alter its severity
• Target Residual Risk – The amount of risk that an entity prefers to 

assume in the pursuit of its strategy and business objectives, 
knowing that management will implement, or has implemented, 
direct or focused actions to alter the severity of the risk

• Actual Residual Risk – The risk remaining after management has 
taken action to alter its severity
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ERM Principle 11
Applied to C&E Programs
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Depicting Assessment Results
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12. Prioritizes Risks

COSO ERM Considerations:
• Establishing the criteria
• Prioritizing risk
• Using risk appetite to prioritize risks
• Prioritization at all levels
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ERM Principle 12
Applied to C&E Programs
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13. Implements Risk Responses

COSO ERM Considerations:
• Choosing risk responses

• Accept
• Avoid
• Pursue
• Reduce
• Share

• Selecting and deploying risk responses
• Considering costs and benefits of risk responses
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ERM Principle 13
Applied to C&E Programs
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14. Develops Portfolio View

COSO ERM Considerations:
• Understanding a portfolio view
• Developing a portfolio view
• Analyzing the portfolio view
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Polling Question

How is compliance risk assessed in your organization?  
• As part of the organization’s ERM assessment
• Compliance does its own assessment of compliance risk
• Internal audit assess compliance risk as part of it risk assessment
• ERM, Compliance and IA each do an assessment of compliance risk
• Not sure
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ERM Principle 14
Applied to C&E Programs
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15 Minute Break
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REVIEW & REVISION

15. Assesses substantial change
16. Reviews risk and performance
17. Pursues improvement in enterprise risk management
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15. Assess Substantial Change

COSO ERM Considerations:
• Integrating reviews into business practices
• Internal environment
• External environment
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ERM Principle 15
Applied to C&E Programs
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Example Application of IIA’s 
Three Lines Model
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16. Reviews Risk and Performance

COSO ERM Considerations:
• Integrating reviews into business practices
• Considering entity capabilities
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ERM Principle 16
Applied to C&E Programs
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17. Pursues Improvement in ERM

COSO ERM Considerations:
• Pursuing improvement

• New technology
• Historical shortcomings
• Organizational change
• Risk appetite
• Risk categories
• Communications
• Peer comparison
• Rate of change
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ERM Principle 17
Applied to C&E Programs
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INFORMATION, COMMUNICATION & REPORTING

18. Leverages information and technology
19. Communicates risk information
20. Reports on risk, culture, and performance
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18. Leverages Information and Technology
COSO ERM Considerations:
• Putting relevant information to use
• Evolving information
• Data sources
• Categorizing risk information
• Managing data
• Using technology to support information
• Changing requirements
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ERM Principle 18
Applied to C&E Programs
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19. Communicates Risk Information

COSO ERM Considerations:
• Communicating with stakeholders
• Communicating with the board
• Methods of communicating
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ERM Principle 19
Applied to C&E Programs
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Polling Question

How is compliance risk primarily communicated to the board in your 
organization? 
• CCO periodically meets with the board/board committee
• ERM periodically meets with the board/board committee
• IA periodically meets with the board/board committee
• Through General Counsel
• Through Executive Management  
• Combination of the above
• Not sure
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20. Reports on Risk, Culture, and Performance

COSO ERM Considerations:
• Identifying report users and their roles
• Reporting attributes
• Types of reporting
• Reporting risk to the board
• Reporting on culture
• Using key indicators
• Reporting frequency and quality
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ERM Principle 20
Applied to C&E Programs
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15 Minute Break
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WHAT DOES ALL THIS MEAN FOR THE
COMPLIANCE & ETHICS PROGRAM?
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Polling Question No. 1

Will the publication of this guidance increase the level of 
scrutiny placed on an organization’s compliance and ethics 
program by Internal Audit?
• Yes
• No
• Not sure
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Polling Question No. 2

Will the publication of this guidance increase the level of 
scrutiny placed on an organization’s compliance and ethics 
program by the external auditors?
• Yes
• No
• Not sure
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Polling Question No. 3

Will this guidance help organizations in meeting expectations of 
enforcement (e.g. DOJ) and regulators regarding compliance & 
ethics programs?
• Yes
• No
• Not sure
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Polling Question No. 4

Will the publication of this guidance lead to a greater focus on 
internal controls over compliance, including the auditing and 
monitoring function?
• Yes
• No
• Not sure
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Polling Question No. 5

Will the publication of this guidance assist in the benchmarking 
of compliance & ethics programs across organizations?
• Yes
• No
• Not sure

84

83

84



12/15/2020

43

Copyright © SCCE & HCCA

Polling Question No. 6

Which group will benefit the most from this guidance?
• Compliance professionals
• Internal auditors
• Risk professionals
• Senior management
• Members of the board of directors
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QUESTIONS ??
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THANK YOU !!
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