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Data Security and Privacy
Under Compliance Spotlight

By Dr. Adriana Sanford

ultinationals and their supply chains are confronting a number of challenges
I- I as privacy concerns step into the compliance spotlight. Employers are being
encouraged to appoint data protection officers to implement their global

privacy programs, monitor compliance and raise awareness in connection with the cross-

border data transfers that accompany international assignments, marketing strategies,
internal investigations, legal actions and other business activities.

The complex frameworks of global legal requirements, (including more restrictive EU
legislation with heftier penalties in the not so distant future) make it imperative that
corporate legal departments and global supply chain leaders have a more sophisticated
understanding of data information risk. Since the current economic downturn elevated
the importance of supply chain collaboration, companies can no longer financially afford
to track only their top 25 suppliers, as the legal expenses associated with a massive data
breach can become insurmountable.

Companies working with significant web applications and highly connected supply
chains must vigilantly manage every step of the information life cycle to ensure adequate
protection along the supply chain and supporting systems. Managing supply chain
interdependence includes implementing proper data security policies, procedures and

ISM' protocols, as well as hardware and software systems.

P— Suppliers Can Be Your Weak Link

QA Many corporate cybersecurity attacks come through third parties, such as suppliers,

SuppIy e doment that handle personal and confidential information, often stealing credentials from those



suppliers. Criminal hackers operate using anonymous net-
works, encrypted communications and virtual currencies
in private forums referred to as “darknets.” A comprehen-
sive report by RAND Corp. and Juniper Networks Inc.
shows that hackers from the U.S., Russia and Ukraine
hawk computer exploits for as much as US$300,000 on
an underground market fueled by digital currencies like
Bitcoin'.

The aftermath of these retail breaches leads to the absorp-
tion by banks of fraudulent charges made on the compro-
mised payment cards, the cancellation and reissuance of
compromised payment cards, lost profits and lost business
opportunities. According to G. Robert Blakey, J.D., the
foremost authority on the Racketeer Influenced and Cor-
rupt Organization Act (RICO), a company that fails to
promptly protect its customers’ privacy inevitably bears
responsibly for such losses from customers’ banks, or
alternatively, faces RICO class actions for treble damages.

According to Molly Snyder, a spokesperson for the nation’s
second largest general merchandise retailer, Target, cyber-
intruders gained access to the company’s system by using
stolen credentials from a third-party vendor.” Hackers
uploaded exfiltration malware to move the stolen credit
card numbers to several staging points throughout the
United States, making it difficult to track, before routing
the information to computers in Russia. Target has
recently made several changes to its technology and
security roles, including revising its process for analyzing
potential security leaks and separating the responsibility for
assurance risk and compliance. Additionally, the company
is accelerating its transition to chip-enabled cards or smart
cards, which are more popular in Europe than the U.S.

Compliance With U.S., Foreign Laws and
Regulations

The EU is on track to increase its privacy protections
with an updated EU Data Protection Regulation, which,
if approved by the European Council this summer, would

become effective in 2016. In addition to the EU, a number
of other countries have recently enacted privacy legisla-
tion.” More than 89 countries have laws and regulations
protecting data privacy.*

Today, in-house counsel must be familiar with these ini-
tiatives for cross-border data transfers, as companies must
not only comply with local laws, but also often with the
privacy laws of the jurisdictions where the individuals
identified in the data reside. If, for example, a UK. sub-
sidiary of a U.S. multinational plans to transfer data to its
corporate headquarters in connection with an internal
investigation, the U.K. subsidiary must first ensure local
data protection authorities that adequate measures have
been complied with.? Because U.K. laws have adopted a
proceed-at-your-own-risk approach, the data exporter
would not be required to obtain prior approval, but sanc-
tions could be imposed if authorities later determined
the exporter did not take appropriate steps to ensure
adequate protection.®

Furthermore, according to Washington, D.C., attorney
Bruce Zagaris,” U.S. multinationals should not only be
careful to abide by the EU directive, but also by each of
laws of the EU countries. Under the current EU system,
each EU member has a data protection czar with respon-
sibility for implementing the law. Also, there are civil and
criminal penalties for violations. The U.K. Information
Commissioner’s Office, for example, has the authority
to fine companies up to £500,000 for noncompliance
with the U.Ks Data Protection Act. In addition, the EU’s
initiatives to tighten cross-border data protection viola-
tions are in the wake of the Snowden disclosures of U.S.
mass surveillance.

It is imperative that corporate officials identify any of their
smaller or less significant suppliers that may have previ-
ously fallen off their radar, as they could become easy
targets for cyberattacks, as well as any servers that may be
owned by subcontractors in foreign countries. Companies
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should check whether these businesses have a history of
data security breaches (such information is available by
consulting industry sources), as well as request recent third-
party audit reports on their data security systems to ensure
that appropriate safeguards are in place to protect personal
information. The Privacy Rights Clearinghouse a nonprofit
based in California that offers a chronology of data breaches,
is an example of a privacy monitoring organization.

Consider an International HR Manager

For companies that outsource the functional side of their
human resources department to foreign countries, or where
EU employees are sent on foreign assignments to non-EU
member countries, business and supply chain leaders should
consider an international human resources management
(IHRM) department, alongside the data protection officer.
The IHRM department facilitates selecting, training and
effectively managing these expatriate employees and their
sensitive data. An IHRM function could prove to be vastly
beneficial, especially when a company’s employees are
in countries where personal data information must be
managed according to several data protection czars. Pro-
viding IHRM a seat at the management table would help
businesses in handling other issues of strategic importance,

n addition to maintaining legal compliance, ensuring the

security of your supply chain is crucial to safeguarding your
company'’s intellectual property, reputation and relationships
with its customers and suppliers.

There are several recent examples of security breaches in the
supply chain. In addition to the examples Dr. Sanford lists,

in March 2014, a malicious app that steals users’ passwords
and credit card information was pre-installed on Android-based
tablets and smartphones. The devices were produced by four
different manufacturers and, while it's evident the breach
occurred somewhere in the supply chain, investigators are still
determining where and how the supply chain was compromised.
Without a doubt, such breaches affect customers, company
reputations, mobile device manufacturers and app developers
— with both short- and long-term effects.

More and more, we're seeing cybersecurity breaches take
place, and no industry is immune to these attacks. A recent
article in The Washington Post states that cyberattacks are on

as well, such as host government relations.

After all, a single point of failure in one application can
potentially give corporate hackers access to sensitive data
— and customer data could potentially be hosted on any
of hundreds of servers owned by suppliers’ subcontractors
around the world.

Dr. Adriana Sanford recently was nominated by W.P.
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than 1,600 MBA and undergraduate students at W.P. Carey
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ASU after two decades of real-world experience serving
as primary U.S. legal counsel and in-house counsel to U.S.
and foreign companies and banks. She has six years of law
school education, including a dual LL.M. from Georgetown
University and a law degree from the University of Notre
Dame. She is also fluent in French, Spanish and Portuguese.

the rise and healthcare data is the biggest target. It's important
to remember that the responsibility of cybersecurity rests on
the shoulders of many within an organization. It cannot be rel-
egated to one department. IT, supply chain, finance and HR are
all functions that must work together to combat this growing
issue affecting business in such a paramount way.

While this may seem daunting when analyzing supply chains
spanning multiple countries and suppliers, there are several
sources to help you get started. The National Institute of Stan-
dards and Technology (NIST) at the U.S. Department of Com-
merce published the National Supply Chain Risk Management
Practices for Federal Information Systems, outlining practices
to help mitigate supply chain risk. While this report focuses
on federal information systems, it offers solid advice for any
company. This is your opportunity to take the lead by meeting
with your business partners and asking questions to get the
discussion started.

M.L. Peck is senior vice president at ISM.
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