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Learning Objectives

• Discuss hot topic compliance risks present in higher education and understand 
how these risks could impact your institution

• Understand what TCNJ and other institutions are doing to measure program 
quality and effectiveness

• Learn how to create action plans after self, peer, or consulting reviews 
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Agenda

Who? • Polling the Room

Why? • Federal Sentencing Guidelines for Organizations §8B2.1

How?
• Assessment Processes and Tools 

Next?
• Follow-Up, Action Plans, and Analysis  



Who?
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Polling the room

• Mentimeter Link
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Compliance program stage of life

• What stage of life is your 
compliance program in? 

terrible twos  elementary  

#adulting early bird special 

new born  terrible twos  elementary  

teenager #adulting early bird special 



8

Institution type

• Is your institution public, 
private, or other?
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Compliance assessment

• Have you assessed your 
compliance program?
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Support and resources

• Do you feel like you have 
support and resources to 
do an assessment of your 
program?
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Program assessment concerns

• What are your biggest 
concerns surrounding your 
compliance program 
assessment?
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If your compliance program was a superhero…

• Is your program more 
Batman or Ironman?
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Defense model - Definitions 

Institute of Internal Auditors’ Three Line of Defense Model
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What does this even mean?
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Quick reminders

• Compliance and Ethics Programs are programs designed to assure 
compliance using mechanisms to prevent, identify, and correct wrongdoings 
within an institution. 

• Leadership may include, but is not limited to, board members, audit committee 
members, the president of the university, provost or other authority management. 

• Standards and procedures may include, but are not limited to, the standards of 
internal and external controls put in place to limit the likelihood and impact of risk 
conduct. 

• Organization/Program = Your institution 
• Size depends on the scope of your campus. Some institutions may have a scope 

of 3 different campus locations, hospitals or professional schools.  Smaller scopes 
may meet the requirements with less formality and fewer resources than what 
would be expected for larger institutions. 



Why?
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U.S. Federal Sentencing Guidelines for 
Organizations, §8B2.1

T H E  U N I T E D  S TAT E S  S E N T E N C I N G  C O M M I S S I ON - E F F E C T I V E  C O M P LI AN C E  AN D  E T H I C S  P R O G R AM  

• The Guidelines in 2004:
• Set out a uniform sentencing policy for convicted defendants in the United States 

federal court system
• Reflect that the organization (the institution) holds a degree of responsibility for the 

actions of its employees, even if the institution was not aware or approved of their 
actions

• The Guidelines in 2023:
• Focus on both the “rules” and “compliance” AND the role of ethics and culture
• Place greater responsibility on leadership and oversight
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U.S. Federal Sentencing Guidelines for 
Organizations, §8B2.1

T H E  U N I T E D  S TAT E S  S E N T E N C I N G  C O M M I S S I ON - E F F E C T I V E  C O M P LI AN C E  AN D  E T H I C S  P R O G R AM  

• Meeting the Guidelines may result in benefits such as:
• A reduced sentence to institutions convicted of a federal crime if that organization can 

demonstrate that notwithstanding the violation, it had an effective Compliance and 
Ethics Program in place

• Outlining the appropriate punishment for an organization that is convicted of a crime 
(e.g. community service, probation, fines, etc.)

• Prosecutors considering lowering the level to which an organization can demonstrate 
its commitment to producing a workforce culture committed to compliance
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Compliance officers
FAC T  V E R S U S  F I C T I ON
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U.S. Federal Sentencing Guidelines for 
Organizations

F S G - E F F E C T I V E  C O M P L I AN C E  AN D  E T H I C S  P R O G R AM  

In order to have an effective compliance and ethics 
program an organization shall: 
1. Exercise due diligence to prevent and detect 

criminal conduct; and 
2. Otherwise promote an organizational culture that 

encourages ethical conduct and a commitment to 
compliance with the law 

Compliance programs shall be reasonably designed, 
implemented, and enforced so that the program is 
generally effective in preventing and detecting criminal 
conduct. 
Federal Sentencing Guidelines Elements 
The elements are a basic outline for an effective 
compliance program, but no single program fits every 
institution because of scope, structure, and mission. 

• Your compliance program isn’t 
perfect? NO PROBLEM!
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Federal Sentencing Guidelines Elements
F S G - E F F E C T I V E  C O M P L I AN C E  AN D  E T H I C S  P R O G R AM  

1. Designing program structure and oversight with 
high level personnel  

2. Implementing polices and procedures
3. Conducting training and education 
4. Conducting internal auditing and monitoring 
5. Developing effective reporting lines of 

communication
6. Consistently enforcing standards with disciplinary 

mechanisms 
7. Responding to offenses with corrective action
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U.S. Department of Justice (DOJ)
E VAL U AT I O N  O F  C O R P O R AT E  C O M P L I AN C E  – U P D AT E D  M AR C H  2 0 2 3

The March 2023 document is meant to assist 
prosecutors in making informed decisions as to 
whether, and to what extent, the compliance program 
was effective at the time of the offense and is 
effective at the time of a charging decision or 
resolution, for purposes of determining the 
appropriate

1. form of any resolution or prosecution;
2. monetary penalty, if any; and 
3. compliance obligations contained in any 

corporate criminal resolution (e.g., 
monitorship or reporting obligations). 

• DOJ does not use any rigid formula to assess the 
effectiveness of corporate compliance programs.

• DOJ notes that individualized determination in each 
case that considers various factors including, (e.g., 
scope, structure, and mission) 

• There are, however, common questions that may be 
asked in the course of making an individualized 
determination.

1. Is the compliance program well designed?
2. Is the program adequately resourced and 

empowered to function effectively?
3. Does the compliance program work in 

practice?

Microsoft Word - 2023.03.03 - Revised ECCP (revised3) (justice.gov)

https://www.justice.gov/criminal-fraud/page/file/937501/download


How?
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What did TCNJ do? 
T C N J  S E L F - AS S E S S M E N T 

• Received the charge

• Gained top-down buy-in

• Developed a self-assessment tool

• Achieved full Cabinet participation

• Compiled data and assess internal awareness

• Requested assistance from an industry peer

• Received a peer assessment

• Reviewed the assessment

• Created an action plan based on the information from the self and peer assessment

• Rise, Wash, Repeat
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TCNJ Self Assessment Tool 
W H AT  D I D  T C N J  D O ?
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TCNJ Self Assessment Responses   
W H AT  D I D  T C N J  D O ?
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Compliance Maturity Model 
C AR N E G I E  M E L LO N  U N I V E R S I T Y F O R  T H E  D E PAR T M E N T  O F  D E F E N S E  

• Capability Maturity Models have been developed not just for compliance 
programs but for many other fields and areas. 

• Compliance Maturity Models provide:
• A useful means for assessing your compliance program against recognized standards

• A method for identifying “next steps” required to advance your compliance program

• A process for measuring progress against internal and external benchmarks

• A tool that can be used to measure progress in specific compliance areas and projects or your 

overall compliance program

Capability Maturity Model (CMMI) (tensteppm.com)

https://www.tensteppm.com/open/A5.1CMMI.html
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On the cutting edge: emerging issues and best practices 
for ensuring effective compliance program

M AY 2 0 2 3

Authored by: Robert Roach, Jordan Segall, and Scott Kahn 
1. Ad Hoc: Procedures are usually informal, incomplete and inconsistently applied -

Newborn
2. Fragmented: There are some compliance controls in place, but they are not consistent 

across the organization. Often limited to certain areas or managed in “silos” (e.g., 
Finance, FCPA, etc.) - Terrible Twos

3. Defined: Compliance controls and procedures are documented and standardized 
across the organization - Elementary/Teenager

4. Mature: Compliance procedures are an integral part of business processes and 
periodic reviews are conducted to assess effectiveness of the program - #Adulting

5. Optimized: Regular review and feedback are used to ensure continuous improvement 
towards optimization of compliance processes; elements are often automated, which 
are more effective at preventing compliance failures and ultimately less costly than 
manual controls focusing on detection - Early Bird Special

On the cutting edge: Emerging issues and best practices for ensuring effective compliance programs | COSMOS Compliance 
Universe (compliancecosmos.org)

https://compliancecosmos.org/cutting-edge-emerging-issues-and-best-practices-ensuring-effective-compliance-programs-3
https://compliancecosmos.org/cutting-edge-emerging-issues-and-best-practices-ensuring-effective-compliance-programs-3
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On the cutting edge: emerging issues and best practices 
for ensuring effective compliance program

M AY 2 0 2 3

• Authored by: Robert Roach, Jordan 
Segall, and Scott Kahn 

• Developed a set of CMM templates 
following the Federal Sentencing elements 
of an effective compliance program. 

• Template on the right assess the first FSG 
element - Designing program structure 
and oversight with high level personnel  

On the cutting edge: Emerging issues and best practices for ensuring effective compliance programs | COSMOS Compliance 
Universe (compliancecosmos.org)

https://compliancecosmos.org/cutting-edge-emerging-issues-and-best-practices-ensuring-effective-compliance-programs-3
https://compliancecosmos.org/cutting-edge-emerging-issues-and-best-practices-ensuring-effective-compliance-programs-3


What to look for?
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Critical Risks in Higher Education
2 0 2 3  C H AL L E N G E S

1. Insufficient data privacy and 
cybersecurity procedures 

2. Inaccurate external reporting 
practices 

3. Noncompliance with institutional 
polices for procurement card usage

4. Ineffective conflict of interest, ethics, 
and compliance reporting processes 

5. Noncompliance with the Americans 
with Disabilities Act 

6. Insufficient minors on campus policies 
and practices 

7. Untimely Title IX investigations

6. Noncompliant environmental health and 
safety programs

7. Noncompliance with FERPA/privacy 
regulations 

8. Poor Financial Competency 
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Key Performance Indictors (KPIs)
B E S T  P R AC T I C E S

• Create or review your compliance charter to evaluate if it can answer the DOJ’s 3 
questions

• Establish key performance indictors to measure data points overtime and create a gap 
analysis 

• Examples include: 

Number of plans 
mitigated to improve 
risk and control 
environment

Internal 
Audit 

Findings 

Count and timelines of 
Title IX investigations. 

Title IX 

Count of organizational 
disclosures and number 
of management plans. 

Conflict of 
Interest 

Disclosures Number of surveys and 
reports, reported to 
external agencies (e.g., 
accrediting, ranking, 
governmental) and the 
accuracy used to 
report. 

External 
Reporting 
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Higher Education Compliance Alliance (HECA)
B E S T  P R AC T I C E S  AN D  R E S O U R C E S   

• Compliance Matrix that lists key federal laws and regulations governing colleges and 
universities

• Publicly available matrix that includes a brief summary of each law, applicable reporting 
deadlines, and links to other resources 

compliance-matrix.xlsx (live.com)

https://view.officeapps.live.com/op/view.aspx?src=https%3A%2F%2Fwww.higheredcompliance.org%2Fwp-content%2Fuploads%2Fexport%2Fcompliance-matrix.xlsx&wdOrigin=BROWSELINK
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Resources
B E S T  P R AC T I C E S  AN D  R E S O U R C E S  

• EVERYONE IN THE ROOM!
• EVERYONE AT THIS CONFERENCE!
• Society of Corporate Compliance and Ethics (SCCE) 
• Association of College and University Auditors (ACUA)
• Association of College and University Policy Administrators (ACUPA)
• National Association of College and University Attorneys (NACUA)  
• University Risk Management and Insurance Association (URMIA)



Baker Tilly US, LLP, trading as Baker Tilly, is a member of the global network of Baker Tilly International Ltd., the members of which are separate 
and independent legal entities. © 2023 Baker Tilly US, LLP.

Questions?
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