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Higher Education Insights

www.bakertilly.com/industries/higher-education

Cybersecurity Insights

www.bakertilly.com/specialties/cybersecurity

Connect with Baker Tilly

Agenda

- Cybersecurity challenges

- Regulatory and compliance requirements

- Challenging requirements

- Addressing challenges and requirements
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Learning objectives

At the end of the workshop, participants will:

• Understand the latest CMMC developments and how it impacts higher education

• Gain insight into your specific questions on CMMC and how it impacts your institution

• Takeaway a list of challenging CMMC requirements and potential solutions

Cybersecurity challenges
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Threats

Hacktivists Terrorists

Nation
States

Insiders

Phishing/
Social 

Engineering
Cloud

Supply Chain
Internet

of Things (IoT)

Crypto-
jacking

Ransomware
Legacy
Tech/

SW Vulns.

Criminals

Botnets

DDOS

Legacy
Technology
& Software

Vulns.

Risks

Reputation

Damage to 
brand/negative 

publicity

Damage to 
individual 

faculty/researcher 
professional 

standing

Competitive

Loss of intellectual 
property

Damage to 
relationships with 

partners (e.g., 
research sponsors, 
other institutions)

Operational

Loss of time spent 
to respond

Loss of ability to 
operate or 

continue work

Financial

Cost of response 
for incidents

Loss of future 
funding

Regulatory

Cost to address 
requirements

Cost of fines, 
sanctions
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Legacy perceptions

• My funding, my way
• Data will be published, no need for security
• Regulations are guidelines, not requirements
• Do it “cheaper” buying/building own systems
• Mandatory training is useless

Researchers/PIs

• Institution must be 100% compliant
• Research data should be treated the same as 

sensitive/confidential enterprise data
• Researchers should follow policies/procedures
• Only certain research covered by IRB or export 

controls really needs protections

Support professionals (e.g., IT)

Regulatory and compliance requirements
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Example items where research data security requirements show up

Contracts and 
subcontracts

Grants and sub-
awards

Cooperative 
agreements

Data Use 
Agreements (DUA)

Data Management 
Plans (DMP) Data Licenses Human Subject 

Protocols
Technology Control 

Plan (TCP)

Confidential & Non-
Disclosure 

Agreements 
(CDA/NDA)

Material Transfer 
Agreements (MTA)

Memoranda of 
Understanding 

(MOU) with External 
Parties

Business Associate 
Agreements (BAA)

Examples of regulatory requirements

Federal Acquisition Regulation (FAR) 52.204-21: Basic Safeguarding

Department of Defense FAR Supplement (DFARS) clauses: 252.204-7012, 7019, 7020

Department of Defense Cybersecurity Maturity Model Certification (CMMC)

National Security Presidential Memo (NSPM) 33

Department of Justice Cyber Civil Initiative

Export Controls (EAR/ITAR)
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Public 
Information

Non-public Information Classified 
Information

Federal Contract 
Info. (FCI)

Controlled Unclassified Info. (CUI)

DoD CUI
(CDI or CTI)

No minimum 
security 
requirements, as this 
is information to be 
shared with the 
public. 

Minimum security 
requirements in non-
federal systems: basic 
safeguarding 
requirements (FAR 
clause 52.204-21)

Minimum security 
requirements in non-federal 
systems: Safeguarding 
covered defense 
information (e.g., DFARS 
252.204-7012 includes 
NIST SP 800-171)

Non-DoD 
CUI

The National Industrial 
Security Program 
(NISP) was established 
by Executive Order 
12829 to ensure that 
the cleared U.S. 
defense industry 
protects the classified 
information in their 
possession while 
performing work on 
contracts, programs, 
bids, or research and 
development efforts.

CMMC applies to FCI & CUI in DoD work

DFARS Interim Rules 
7019, 7020

Effective 12/1/20

FAR Case 2017-
016 for CUI still in 

progress

Minimum 
security 
requirements in 
non-federal 
systems: NIST 
SP 800-171

FAR/DFARS

CMMC Version 2.0

Change Version 1.0 (old – no longer applies) Version 2.0

Levels • Five (1 basic up to 5 advanced) • Three (1 foundation up to 3 expert)

Maturity • Process required at levels 2 thru 5 • Processes eliminated

Controls • Lvl 1 = Subset of NIST SP 800-171
• Lvl 2 = Subset of NIST SP 800-171
• Lvl 3/4/5 = NIST SP 800-171 + more

• Lvl 1 = Subset of NIST SP 800-171
• Lvl 2 = NIST SP 800-171
• Lvl 3 = Level 2 + NIST SP 800-172

Certification • Required for all levels • Lvl 1 = Self-assessment
• Lvl 2 = Self-assessment or 

Assessment by C3PAO, based on 
CUI types

• Lvl 3 = Assessment by DoD
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CMMC updates

DoD

Version 2.0 
released with 

new assessment 
and scoping 

guides

Lack of FY21 
pilot 

procurements

Program moved 
from 

undersecretary 
for acquisition 

and sustainment 
to DoD CIO

CMMC AB

New permanent 
staffing

New training for 
V2.0

NSPM-33

Research 
security 
program 
elements

Foreign travel 
security

Export control 
training

Research 
security 
training

Cybersecurity

Cybersecurity 
awareness 

training

Identity and 
access controls

Limit and 
monitor internal 

and external 
connections/net

works

Control non-
public info 

Protection of 
scientific data 

from 
ransomware

Protect against 
malicious code

Periodic scans 
of systems

Certification 
with 

representation
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Work closely with other federal agencies, subject matter experts and its law enforcement partners 
throughout the government.

Hold accountable entities or individuals that put U.S. information or systems at risk by knowingly providing 
deficient cybersecurity products or services, knowingly misrepresenting their cybersecurity practices or 
protocols or knowingly violating obligations to monitor and report cybersecurity incidents and breaches

Use the False Claims Act to pursue cybersecurity related fraud by government contractors and 
grant recipients

Department of Justice civil cyber-fraud initiative

Export controls compliance program elements

Management commitment

Risk assessment

Export authorization

Recordkeeping

Training

Audits

Handling export violations and taking corrective actions

Build and maintain your ECP

Elements that map/align to other regulatory cybersecurity requirements
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Challenging requirements

Challenge: getting started

• Who will “own” the CMMC program?
• Who are the stakeholders?
• Who manages compliance?

People

• Who buys/builds solution?
• Cloud? On-premises? Special equipment?

Technology

• Who funds the program?
• Who sustains the funding?

Process
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Challenges: data

Identifying regulated 
data

Over-marking of data 
by sponsors

Distributed IT 
systems that collect, 

transmit, process, 
store regulated data

Limited use and 
acceptance of data 

privacy/flow 
technologies 

Similar, but varied, 
research data 

security protections 
requirements

Future certification 
requirements limits 

use of approved 
systems

Challenge: scoping systems with CMMC research data 

Does the system in 
question process, 
store or transmit 
regulated data?

Does the system 
provide security / 

support services to 
regulated systems?

Does the system exist 
in the same 

environment* as the 
regulated systems?

No

Yes Yes Yes

In scope
(CUI Assets or 

Specialized Assets of 
certain type)

In scope
(Security 

Protection 
Assets)

Limited scope
(Contractor 

Risk Managed 
Assets)

Out of 
scope

* Note – System can only be considered appropriately isolated from the regulated environment, if the system 
cannot access or connect to the regulated environment, typically through network controls/limitations (e.g., 
different segments, subnets or virtual networks) 

No No

21

22



12

Challenge: relationships between all the components

Requirements

Controls

Systems

Processes

Data

• FAR/DFARS
• CMMC
• NSPM-33

• NIST SP 800-171
• CMMC Level 1/2
• NSPM-33

• Secure enclave
• Administrative systems
• Infrastructure/network

• Governance
• Pre-award
• Post-award
• Training

• CUI
• Export controlled
• FCI
• Intellectual property

Typical examples

Challenges: future requirement trends

Compliance 
Convergence

Representations 
(CMMC, NSPM)

International 
relationships

Conflicts of 
interest/

commitment
Supply chain

Export controls

Cybersecurity
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Addressing challenges and requirements

People response: governance stakeholders 

Information Security

Information Technology

General Counsel

Procurement

Privacy

Risk Management

Public Safety / Env. Health

Support Focus
Faculty/Researchers/PIs

Research Leadership (Provost, VP/VC)

Deans/Dept. Heads

Institutional Review Board

Library

Tech Transfer/Commercialization

Research Admin/Compliance/Integrity

Research Focus
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Process response: key elements

Culture and values (Tone at the top)

Risk assessment and management

Policies and standards

Outreach and education

Monitoring and evaluation

Audits and investigations

Improvements and changes

Technology response: key elements

Multi-factor authentication

Anti-malware/virus/ransomware

Network segmentation

Security event monitoring

Collaboration tool controls
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Contact us

Mike Cullen
mike.cullen@bakertilly.com

Subscribe to receive higher education alerts and 
event invitations:

connect.bakertilly.com/subscribe

Subscribe to our Higher Ed Advisor podcast:

connect.bakertilly.com/higher-ed-advisor-podcast

Connect with us

29

30



16

The information provided here is of a general nature and is not 
intended to address the specific circumstances of any 

individual or entity. In specific circumstances, the services of a 
professional should be sought. 

Baker Tilly US, LLP trading as Baker Tilly is a member of the 
global network of Baker Tilly International Ltd., the members 

of which are separate and independent legal entities. 

© 2022 Baker Tilly US, LLP

Disclosure
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