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OPTIMIZE IT COMPLIANCE 
PROCESSES TO MEET NEW DATA 
PRIVACY CHALLENGES 

Ralph Villanueva CISA CISM PCI-ISA PCIP ITIL CIA CRMA CFE

IT Security and Compliance Analyst

Diamond Resorts

18th Annual Compliance and Ethics Institute 2019, National Harbor, Maryland

Key takeaways

 The audience will learn the common data privacy requirements across 
several legislations such as the GDPR and the California Privacy Act, 
and understand the interrelatedness of IT compliance and data privacy

 The speaker will demonstrate how IT compliance processes can be 
leveraged to meet data privacy requirements

 Audience will pick up techniques to make their organizations more data 
privacy compliant upon returning to the office
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About Ralph Villanueva

 Relevant IT certifications such as CISA, CISM, ITIL Foundation v3, PCI-
ISA and PCIP

 Relevant audit certifications such as CIA, CRMA and CFE

 Combined IT compliance and audit work experience of almost 20 years 

 Believes that YOU can make a difference in meeting data privacy 
challenges

READ THIS?
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DREAD THIS?

EXPERIENCED THIS?
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ENCOUNTERED THIS?

How do you get to the data privacy prize?
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Understand place of data governance and privacy

Corporate 
Governance

Information
Technology 
Governance

Data 
Governance

Know the data privacy principles

Notice

Choice

Data 
Minimization

Use 
Limitation

Security & 
Access
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Know the data privacy players

Data 
Subject

Data 
Controller

Data 
Processor

Appreciate the data privacy environment

External Internal

Collection

Processing

DisclosureRetention

Destruction

11

12



7

Internal Controls & External Requirements

People Process Technology

Overlap of controls and privacy requirements

Overlap of controls and privacy requirements

Internal 
Controls

External 
Requirements

Segregation of duties

Authentication measures

Least privilege access control
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Overlap of controls and privacy requirements

Overlap of controls and privacy requirements
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Overlap of controls and privacy requirements

Overlap of controls and privacy requirements
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Overlap of controls and privacy requirements

PCI

GDPR

ISO 
27001Internal Controls

• People
• Process
• Technology
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Overlap of controls and privacy requirements

IC

• Access control -
user access be 
commensurate to 
job functions and 
responsibilities

PCI-DSS

• Req#07 -Restrict 
access to 
cardholder data by 
business need to 
know

GDPR
• Article 5.1 (f) 

Processed in a 
manner that ensures 
appropriate 
security……including 
protection against 
unauthorized or 
unlawful processing

Overlap of controls and privacy requirements

IC
• Information 

security policy –
set of policies that 
ensures protection 
of organizational 
information 

PCI-DSS
• Req#12 – Maintain 

a policy that 
addresses 
information 
security for all 
personnel

GDPR
• Article 28.3 (b) –

ensures that 
persons 
authorized to 
process personal 
data have 
committed 
themselves to 
confidentiality…
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Overlap of controls and privacy requirements

IC

• Identify and 
document 
compliance with  
regulatory and 
contractual 
requirements

ISO 27001

• A.18.1.1 –
Identification of 
applicable 
legislation and  
contractual 
requirements

CCPA

• 1798.100 (a) – A 
consumer shall have 
the right to request  
that a business that 
collect’s a consumer’s 
personal information 
disclose to that 
consumer the 
categories and specific 
pieces of personal 
information the 
business has collected.

Overlap of controls and privacy requirements

IC

• Customer data 
protection policies

ISO 27001

• A.18.1.4 – Privacy 
and protection of 
personally 
identifiable 
information

CCPA

• 1798.120 (a) A 
consumer shall have the 
right, at any time, to 
direct a business that 
sells personal 
information about the 
consumer to third parties 
not to sell the 
consumer’s personal 
information.
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Overlap of controls and privacy requirements

IC

• Customer data 
protection policies

ISO 27001

• A.18.1.4 – Privacy 
and protection of 
personally 
identifiable 
information

NRS

• NRS 603A.210 (1) A 
data collector that 
maintains records which 
contain personal 
information of a resident 
of this State shall 
implement and maintain 
reasonable security 
measures to protect 
those records….

Leveraging IT compliance processes to 
meet data privacy requirements
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 Identify key privacy regulation provisions

 Classify those into people, process or technology 
requirement

 Look into your framework, policies and procedures

 Map those to the provisions

 Identify gaps and collaboratively work to bridge those

Leveraging IT compliance processes to 
meet data privacy requirements

And here’s some additional advice

Overcoming roadblocks to your compliance initiatives

27

28



15

And one more

The sweet spot in your compliance recommendations

Thank you very much
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