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Intending to encourage and 
protect whistleblowers, Congress 
created the Sarbanes-Oxley Act 
in 2002. The Act defines whistle-
blowing procedures, provides for 
anonymous reporting, and estab-
lishes penalties for retaliation, 
thus giving the illusion of protect-
ing the whistleblower.1  In 2008, 
eight out of ten companies had a 
whistleblower policy in place, but 
only half of them reported that 
their policy was effective.2 

Society benefits from whistle-
blowing. Stopping fraud saves 
money and increases trust that 
wrong-doers will be detected 
and punished. In fact, the cost 
of undetected fraud, based on 
the opinions of 1,843 anti-fraud 
experts, was estimated to be, on 
average, about 5% of an orga-
nization’s annual revenues. In 
addition, “tips” by employees were 
a significant source of fraud detec-
tion, accounting for more than 
three times more than any other 
form of detection.3 Whistleblow-
ers uncovered and detected more 
fraud within their companies than 
the paid professionals.4 

So, if programs are in place 
and the benefits of these programs 
have been documented, why are 
employees so reluctant to sound 

the alarm? Clearly, blowing the 
whistle is complex and people fear 
retribution, job loss, and damage 
to career and reputations. Even 
with laws, regulations, and anti-
retaliation programs in almost 
every state, speaking out is just 
too dangerous. In addition, poten-
tial whistleblowers may not know 
exactly how or when to do it.

Whistleblower definition
The definition of a whistle-

blower is complicated. Most 
definitions include these elements: 
“An employee who discloses infor-
mation that s/he reasonably believes 
is evidence of illegality, gross waste 
or fraud, mismanagement, abuse 
of power, general wrongdoing, or a 
substantial and specific danger to 
public health and safety.”5

Although the congressional 
provisions of Sarbanes-Oxley 
Act (SOX) of 2002 were written 
to protect whistleblowers, many 
argue that they are inadequate. 
Section 86 of SOX specifies that 
internal whistleblowing is an 
appropriate channel which allows 
the organization to rectify mis-
conduct confidentially within the 
organization, but many organiza-
tions do not have a mechanism for 
such in place. In addition, there 

are numerous hurdles, including 
who is covered and who is not 
(e.g., some organizations cover 
“applicants” and some do not); 
the numerous and brief timeline 
requirements; and the notifica-
tion process (e.g., who, specifically, 
needs to receive the report). It is 
also significant to note that SOX 
does not protect workers who go 
to the media.1

Although motivations of 
whistleblowers are frequently 
scrutinized, published studies 
have reported whistleblowers to be 
motivated by strong ethical prin-
ciples and integrity.4,6,7

Still, getting employees to 
report wrongdoing has a long way 
to go. Results of a 2007 business 
ethics survey demonstrated that 
unethical behavior is common.8 
The 93 employees who responded 
to the survey reported:

Is whistleblowing effective for an 
organization?
By amy Block Joy, PhD

aMy Block Joy



www.corporatecompliance.org 888 277 4977 +1 952 933 4977 December 2011 ComplianCe & ethiCs professional 21

continued on page 22

•	 25% said they had observed 
unethical behavior within the 
organization.

•	 11% said they had felt pres-
sured to participate in unethical 
behavior.

•	 13% said that they did not feel 
that they could report unethi-
cal behavior without fear of 
reprisal.

•	Only 66% said they believe 
that unethical behavior in the 
company would be detected and 
punished.

There is some good news. 
The 2009 Business Ethics Survey  
found that trust in leadership and 
a strong ethical culture from the 
top management to the workforce 
reduced misconduct and increased 
the reporting of wrongdoing by 
employees.9 

Whistleblowing policy 
To try to determine the effec-

tiveness of whistleblowing in an 
educational setting, a preliminary 
survey of 61 public and privately 
funded universities across the 
United States was conducted by 
the author. This purpose of this 
review of whistleblowing poli-
cies was (1) to identify resources 
available to university employees; 
and (2) to find ways to encourage 
the reporting wrongdoing by the 
workforce. 

One limitation of this prelimi-
nary whistleblower policy survey 
was its small sample size (approxi-
mately 1.4% of university and 

colleges across the United States), 
so caution must be used in inter-
preting the results. The university 
websites were reviewed over ten 
consecutive days in June 2011. The 
sites were selected quasi-randomly 
using Google to identify a univer-
sity in each state and territory of 
the United States.

The survey was conducted in 
two phases. Phase I was the iden-
tification of resources by reviewing 
websites at 55 publicly funded insti-
tutions, one per state and territory, 
and six well-known private institu-
tions. An hour was spent on each 
site looking for information on:
•	Written whistleblower policy
•	Hotline
•	 Anonymous reporting 

procedure
•	Written whistleblower retalia-

tion policy
•	 Information on ethics
•	Written ethics policies
•	 Ethics tutorials, classes, and 

manual
•	Ombuds or Compliance/

Ethics Office
•	 Resources for staff and students
•	Contact person

After 61 websites were 
reviewed, an e-mail was sent 
to the contact person identi-
fied on the site, requesting them 
to complete a brief 10-question 
survey (Phase II). The purpose 
of this questionnaire was to com-
pile additional information and 
comments on resources and best 
practices. Respondents were given 

four weeks to reply, and those who 
did not reply were sent a reminder 
during week three.

The majority of contacts listed 
on websites were from Internal 
Auditing (65.7%) and Compliance 
Offices (28.6%). The remain-
ing 5.7% were from an Ethics or  
General Counsels Office.

Of the 61 questionnaires sent 
by e-mail, six institutions’ ques-
tionnaires were returned with the 
message “failure to deliver.” Of the 
55 delivered, 21 people responded 
to the brief questionnaire. This 
calculates to a 34.4% response rate 
for the original sample (N=61).

The number of websites that 
had written whistleblower policies 
posted on the site was the same 
as the number of sites that had 
hotlines or some other process to 
report wrongdoing. In the 61 sites 
reviewed, 47.5% of the institutions 
had posted policies and a whistle-
blower hotline. The remaining 
52.5% did not have a hotline or any 
identifiable policy on their websites.

All institutions with a hotline 
also had a process for anonymous 
reporting and a whistleblower pro-
tection policy against retaliation, 
which was posted on the website. 
Of the surveyed  institutions with 
hotlines, 4.9% have the infor-
mation available in English and 
Spanish (or had multi-lingual staff 
available at the help-line). Clearly, 
many states do not have the infor-
mation or the process available in 
other languages.
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Looking only at the sites with 
hotlines, the majority (72.4%) used 
a third party for anonymous report-
ing. Of those, 51.7% used Ethics 
Point, 20.7% used Global Compli-
ance, 7.0% used Network, 17.2% 
used an internal process, and 3.4% 
used an “other” process, which com-
monly was to post the 800 number 
of the state auditor’s hotline.

The review also looked for 
posted ethics policies. Almost 
one-third (32.8%) of the websites 
had clearly identified and written 
ethics policies posted. The remain-
ing 67.2% did not appear to have 
an identifiable ethics policy. Of 
those with ethics policies on 
their website, about one-third 
had an ethics tutorial, class, or 
online education process in place. 
Another 7.7% indicated that these 
resources were “in development.” 

It is quite possible that sites did 
have an ethics policy available, but 
that it was not clearly identifiable. 
Of the sites that did, most institu-
tions used a unique and distinctive 
name, such as:
•	Code of Conduct 
•	Campus Ethics
•	Code of Ethics 
•	Compliance Corner
•	Code of Ethical Conduct 
•	 E-Policy
•	 Standards of Ethical Conduct
•	Doing What’s Right
•	Code of Business and Fidu-

ciary Conduct 
•	 Institutional Compliance
•	 Principles of Responsible 

Conduct 

•	Compliance Resource Center
•	 Business Conduct Policy 
•	Center for Ethics
•	Code of Business Conduct 
•	 Principles of Reasonable 

Conduct
•	Commitment to Honest and 

Lawful Conduct 
•	 Auditors as Educators

Questionnaire responses
Twenty-one contacts responded 

 to the author’s brief questionnaire 
with comments on resources and 
ideas on ways to encourage the 
reporting of wrongdoing. They 
also provided information on 
whistleblower “tips.” The annual 
average total number of tips was 
27.5, with a range of 0 to 148 and 
a median of 18. The respondents 
said they received tips from the 
hotline as well as tips called or 
e-mailed directly to the contact 
person. 

The respondents reported 
that, on average, 90%-100% of 
tips were investigated. Of those, 
32% were substantiated with a 
range of 0%-70% and a median 
of 16%. Survey respondents 
reported that some tips were not 
investigated because they were 
not specific enough, were not 
verified, were unfounded and/or 
frivolous, or the caller was unwill-
ing to participate further.

In addition, the survey respon-
dents reported that those not 
investigated were handled by the 
following processes: referred to 
management, elevated to Human 

Resources, procedural changes 
identified and corrected, or closed 
after preliminary investigation.

Initially, the idea of collecting 
information on the number of tips 
was for the purpose of attempting 
to get a measure of the effectiveness 
of having a whistleblower program. 
However, none of the respondents 
provided any indication that they 
believed that the number of tips 
was a useful measure of either 
wrongdoing or reporting. For 
example, interpreting the result of 
zero tips in a year may not indicate 
zero wrongdoing. Instead the zero 
may be a reflection of the unwill-
ingness (or inability) of employees 
to report wrongdoing.

Are employees willing to 
report fraud?

The statement “Studies show 
that only 3% of risk events are 
being captured by traditional 
whistleblower hotlines,” is posted 
on the EthicsPoint website (www.
ethicspoint.com). Encouraging 
the reporting of wrongdoing has a 
number of associated risks, includ-
ing fear, retaliation, intimidation, 
threats, gossip, alienation, isola-
tion, job loss, demotion, career 
risk, and reputational risk, as well 
as a personal toll on health and 
finances.6,7,10

In addition, there are a number 
of unknown and unpredictable 
events that can take place, including 
the institution’s response. Ques-
tions such as: Will the institution 
investigate? Will they prosecute? 

http://www.ethicspoint.com
http://www.ethicspoint.com
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Will the whistleblower be inves-
tigated? Trust in the institutional 
response is an important issue that 
is often unaddressed. And if the 
whistleblower expects others to 
come forward, then they might 
want to consider the statistics that 
show this to be unlikely.4,7,10

The 2009 National Business 
Survey reported an increase in whis-
tleblowing. However, they also found 
an increase in retaliation against 
those who reported misconduct.9

Respondents to the brief whis-
tleblower policy survey provided 
insight into the possible use of 
resources to encourage employees 
to report wrongdoing. In address-
ing the question, “Can resources 
encourage employees to report 
wrongdoing?” 61.5% reported a 
“Yes, with constant messages”; 
another 7.7% reported “Yes, but lim-
ited”; 7.7% reported that they “hope 
so”; and 23.1% reported “No.”

Resources can assist institutions 
only when employees know about 
and use them. Educating employ-
ees on policies, procedures, and 
expectations is a good step toward 
improving the detection and report-
ing of wrongdoing. In addition, 
trusting that a senior manager with 
a sense of shared ethical values will 
investigate and prosecute wrongdo-
ers sends a powerful message. 

Many institutions had exten-
sive resources to explain and 
clearly define categories of wrong-
doing (e.g., fraud, embezzlement, 
conflict of interest, scientific mis-
conduct, misappropriation, theft of 

government property, and unethi-
cal behavior.). One useful way to 
help employees through the maze 
of anonymous hotline reporting 
was a Frequently Asked Questions 
(FAQ) to explain the step-by-step 
process. Using the FAQ to explain 
and clarify the types of informa-
tion needed by an organization 
helps  provide a better response for 
investigative purposes. 

Comments made by respon-
dents identified other useful ideas, 
including having a policy that 
requires employees to report miscon-
duct; increasing employee awareness 
by constant messages (e.g., bro-
chures, newsletters, and reminders 
on magnets); policy directives sent 
via e-mails; and using a tutorial to 
educate employees on the institu-
tion’s ethical standards.

Resources on ethics
Only 32.8% of institutions 

reviewed had a written ethics policy 
on their website. These higher-edu-
cation institutions had extensive 
resources, including guidelines, 
handbooks, classes, tutorials, 
and articles on ethical standards. 
Clearly these institutions spent 
time developing ethical tools for 
employees, students, and others on 
the expectations of the organiza-
tion. In addition, three institutions 
also had links to an Ombuds Office 
and an official authority to provide 
guidance before reporting. Having 
someone who is independent, confi-
dential, neutral, informal, provides 
explanation of policies and services, 

reports to a high-level official, and 
can help to resolve conflict is an 
important asset to any institution 
that wants to deter wrongdoing.11 

Conclusion
Education is needed to improve 

effectiveness. To get employees to 
report wrongdoing, the workforce 
must know what it looks like. Edu-
cating employees in the policies, 
procedures, and ethical standards 
of the institution is a significant 
step toward improving the detec-
tion and reporting of wrongdoing.

The author’s preliminary 
survey identified many impor-
tant educational tools available in 
higher-education settings, includ-
ing written and posted ethical 
standards, whistleblower policies 
and procedures, clear written and 
posted definitions of wrongdoing, 
and ways to increase the market-
ing of the message. In addition, 
having resources available is not 
enough—training of employees is 
essential for them to be able to step 
forward and “do the right thing.”

Takeaway Lessons
•	Organizations save money when 

fraud is deterred and detected.
•	 Society benefits from organiza-

tions that have a strong ethical 
environment.

•	 The workforce is a powerful ally 
that needs education and training.

•	Organizational ethics must be 
consistently communicated.
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•	 Employees are motivated to do 
what’s right and want to work 
for ethical organizations.

•	 Ethically minded organizations 
are more credible to employees 
and society.

•	Having a tangible ethics pro-
gram provides evidence of a 
culture of integrity. U
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