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ETHICS HAS A HUMAN FACE

Friendship, perception, and setting
boundaries
BY PAUL P. JESEP

M

any folks form non-romantic friendships in the
workplace. Long-term relationships are often made
in places where the most time is spent. Sometimes
these relationships continue long after the individuals stop working
for the same organization.
Human dynamics is complicated with many components.
Greater attention to office friendships will go a long way toward
nurturing a healthy organizational culture.
Friendship
People bond in a work environment for a variety of reasons. It’s
life and there’s nothing wrong with it, until it impacts department
or organizational morale. These friendships, among many possibilities, may enable complacency toward poor performance or
encourage looking the other way when it comes to bad conduct.
Many years ago, I witnessed the chief operating officer (COO)
repeatedly ignore the improper behavior of her long-time friend,
the chief executive officer (CEO). The CEO engaged in sexual
harassment and the COO insisted she never witnessed or heard
anything about it. Unfortunately, the board of directors was as
much to blame for not having a better understanding of internal
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relationships as the abuser and enabler for
their bad deeds.
Friendship in the workplace need not
be about dating. Companies seem to have
handled this natural workplace occurrence
far better than platonic friendship. Often
there are clear prohibitions regarding a
supervisor and a subordinate dating. In other
cases, no level of dating is permitted.
In my experience, platonic relationships
can pose a greater challenge. They’re not
clear cut. You can’t prohibit people from
socializing outside the workplace. You can’t
stop them from building bonds of trust and
collegiality. In fact, it is healthy to build
these bonds. It can make for a stronger
team spirit.
Yet they can also create conflicts. These
conflicts are not limited to folks in senior or
middle management. Frontline staff can be
faced with them on a regular basis, whether
a friend-coworker uses company time to
study for a night class or spends too much
time on Facebook.
Although conflicts stemming from
friendship can occur at every level, senior
and mid-level conflicts are the most problematic, because they potentially impact an
organization on a much larger level.
It should be no surprise to any leader
or manager in a decision-making role that
playing favorites in handing out assignments
is detrimental to one’s personal and professional reputation.1 Once you compromise a
reputation for fairness and objectivity, you
have nothing left — and the impact on morale
can be devastating. There are times to recuse
oneself in a decision-making process. And if
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you don’t, be sure the decision and the reasoning behind it is well documented.
Perception
You may recall playing the children’s game
at a birthday party where you stand in a line.
The child at one end is given a phrase or word
to tell the kid next to him. She then tries to
repeat it as accurately as possible, and down
the line it goes. More times than not, the word
or phrase ends up being dramatically altered.
Or maybe you’re a Harry Potter fan. Initially, movie goers perceived Prof. Severus
Snape was out to hurt Harry Potter, but as the
last movie in the series shows, perception is
not reality.
This is experienced too often in the
workplace. Workplace urban legends can
start in the oddest ways. Friendships can be
misinterpreted by those with concerns and
make it nearly impossible to bring about a
needed change.
A legitimate complaint about a compliance
matter, for example, may be viewed as getting
ignored because of a workplace relationship.
In fact, contrary to the perception, there may
be labor laws involved and the internal investigative process requires time. Frequently,
staff must be reminded of the importance
of patience.
In addition, gossip needs to be managed
as best as possible. Don’t think you’ll stop it.
Its critical, however, that organizations take
a proactive approach to it. Otherwise, it will
spread like wildfire. The code of conduct and
reminders in the monthly newsletter can help.
No one should be allowed to perceive
that someone is on anyone’s side, other than
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furthering organizational goals in a fair
and transparent manner.2, 3 Never be shy
or complacent about taking on the perception of bias.

relationship. Sometimes it’s a good idea to
remind someone you both have a duty to the
organization, and you’re being paid to help
fulfill the company’s mission and values.

Boundaries
Attempting to define boundaries regarding platonic friendship in personnel policies
might be a bit difficult. It’s a good idea, however, to remind senior leaders and mid-level
managers, as part of their annual training,
of their duty to the organization’s values and
mission. Discretion needs to be exercised in
the sharing of certain information with an
office buddy.
It’s necessary to engage in a firm pushback if the “office” wife or husband is
annoyed. One friend who is a professional
should have the maturity to understand there
are things not to be shared with the other.
It does not matter if the two socialize at the
other’s house on weekends. If discretion and
confidentiality are a problem, reconsider the

Conclusion
Workplace friendships are not usually
addressed in the context of ethics and compliance. Individuals need to take ownership of
their own behavior, and organizations need to
give workplace friendships more consideration
in order to broadly set ethical parameters. n
Paul P. Jesep, JD, MPS, MA (pjesep @ gmail.com) is a
New York attorney, personal chaplain, and author of
“Lost Sense of Self & the Ethics Crisis: Learn to Live
and Work Ethically.”
ENDNOTES
1 Paul P. Jesep: “Your personal and professional reputations are everything”
Compliance Today, August 2016.
2

See “Managing Perceptions” CBS News Moneywatch; May 2, 2007.
https://cbsn.ws/2M9IPgf

3

See Manasi Bhat: “Perception vs. Reality in the Workplace,”
CareerTrend.com; July 5, 2017. http://bit.ly/2nrxlWM
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Culture and Ethics:
A marriage made in the workplace
BY JANE TURLO, MBA, CHC

C

ulture is the foundation of a company; it can make or
break performance, employee loyalty, branding, and
reputation. Changing a culture is not easy; it takes
time, fortitude and lots of work. Buy-in from staff, leadership,
and colleagues is key to a successful transformation. Because
culture is a company’s foundation, ethics is the underpinning of
a healthy culture. Ethics serves as a barometer to how staff and
leadership conduct themselves and what the organization stands
for. The following will underscore my experience of how culture
and ethics intertwine to shape strong work environments.
Much of the information you will read is a conglomeration of
my experience and what has worked for me over my 15 years of
leadership practice. I have been exposed to many cultural issues
throughout my career, but the longest running and most challenging is when organizational trust has been compromised. When
trust is absent, the company is brittle. This creates room for apathy,
disloyalty, and a high potential for a compromised reputation,
which can directly affect financial performance. Addressing a trust
issue is delicate but needs immediate action, because it is important
to stop what is causing the mistrust and prevent further damage.
Although immediate action is critical, designing a plan and gathering pertinent information are key to buy-in and long-term success.
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When teeing up for a cultural change
that involves trust issues, the very first thing
that needs to happen is to observe the environment. Leaders can get a lot of information
when they listen, observe, and hear what
staff have to say. As leaders, we don’t know
everything, so tapping into resources such as
long-term employees, newer employees, and
your leadership team can unveil a plethora of
opportunities. Taking time with colleagues
can also shed light on cultural norms that
are heavily engrained. Not to say the glaring
issues won’t stand out immediately, but looking and listening goes a long way and will
serve leaders well before starting the work of a
cultural shift.

n
MEETING WITH ALL STAFF TAKES
TIME, BUT IT IS IMPERATIVE TO GET
A THOROUGH SENSE OF WHAT THE
CURRENT STATE IS LIKE.
In a company with serious trust issues, I
first start closing the gap by meeting with my
leadership team collectively; this gives all of us
a chance to get to know each other. I continue
these meetings monthly, and I also incorporate
a weekly one-on-one with each of my direct
reports. Secondly, I meet with the entire organization or work unit, whatever the case may
be. This gives me the opportunity to explain
my leadership style and my expectations
of them as their leader; plus, it gives staff a
chance to ask questions and provide feedback.
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Next, I spend the first three to six months
watching and listening, while taking note of
what I see and hear. This gives me an opportunity to formulate my own opinion of how the
culture is functioning. In addition, I develop
a short set of questions to ask staff. I ask the
questions in an interview-style meeting, one
on one; I take time to hear the comments,
and this helps me craft a plan. Meeting with
all staff takes time, but it is imperative to get
a thorough sense of what the current state is
like. If the company is too large to make that
a feasible task, choose a good mix of employees from each work unit, staff from various
levels in the organization, and senior leadership. It is important the sample size is large
enough and the representation encompasses
the organization as a whole. A survey can be
sent out, but again, I prefer to meet in person,
because it affords me the opportunity to get to
know folks.
When interviewing staff, there is always a
risk that you will not hear the complete truth,
mostly because there is fear of retaliation. It
is important to emphasize during the interview process that retaliation is not acceptable
in the organization. It is important for them
to understand that, as leaders, we need their
help to understand the current state, as well as
perceptions of the environment; gaining this
knowledge is one way effective changes will
materialize.
Upon completion of interviews, observations, and general meetings, I roll the data
into a high-level summary and categorize the
top concerns. I usually choose the top three
priorities based on feedback and ranking. I
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choose only three, because I want to be realistic about what can be accomplished; I want
to make sure the work is effective and, if
there is an early win, a fourth initiative can
be selected. In addition, early wins can spark
engagement and momentum along with trust.
Before the work begins, I share the results
with my leadership team, so everyone understands the current state and perception of the
current state. I also discuss what everyone’s
role is in helping with the culture change. I
then communicate to staff that there will be
cultural change work beginning; I help them
understand what that means, define expectations around being a staff member in this new
culture, and inform them of how they can
participate. However, before actual work can
be effective, I usually team up with Human
Resources to ensure my leadership team has
tools, training, and coaching to prepare them
to be active and productive in creating a
change in the culture.
A variety of leadership characteristics and
general attributes can contribute to healthy
ethical cultures, and it is imperative that team

members share these or are willing to learn
how to exhibit these qualities. Respectful,
direct, and truthful communication can be
the beginning of filling the trust gap. When
leadership demonstrates respect and clear,
transparent communication, staff will begin
to trust. When consistent, healthy behavior is
constantly revealed in different situations that
arise, staff will begin to see that the leader’s
pattern is “for real” and trust starts to build.
For example, if leadership says they will follow
up, but never does, eventually the bar is set
low, trust deteriorates, and apathy sets in. On
the contrary, if leadership makes claims to
change certain things and it comes to fruition, trust builds. If there are barriers to these
changes, then leadership needs to be transparent about what those are and again, trust
builds. When staff see their leadership exhibiting consistent healthy behaviors, it allows
staff to not only begin to enhance their trust,
but to also adopt those behaviors. In addition,
it allows leadership to weed out the staff who
will not promote or are not capable of contributing to a healthy cultural shift.
As leadership continues to promote communicative interactions, discerning how
emotionally intelligent (EI) the organization
is, is another key characteristic. A leader who
is emotionally intelligent will strive to enhance
the EI of their leadership team and staff. In
my opinion, being emotionally intelligent
means that a leader takes nothing personally,
fosters growth in others, and understands
and empathizes while creating accountability.
When I was a new leader, I read the book, The
Four Agreements, and not only did it help me in
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my personal life, but it truly made me a better
leader. The book identifies the four agreements as: (1) Be impeccable with your word;
(2) Don’t make assumptions; (3) Don’t take
anything personally, and (4) Always do your
best.1 If you really look at these agreements
and think about what they represent, they
create a recipe for not only strong leadership,
but healthy employees. When a team has the
right tools and can put what they learn into
practice, knowing they can trust each other as
well as leadership, a transition will happen. In
some of my past leadership positions, I have
used this book as a coaching tool.
Once the right training and ongoing mentoring has been established for the leadership
team, the work can begin to foster trust, open
communication, and accountability. These
items domino into business operations and,
in my experience, have broken down barriers
between work units. The growth of your leadership team, staff, and organization is fluid,
so there should be an ongoing evolution. Like
anything that is worth the work, cultural shift
work takes years — yes, years. The cultural
shift work I have participated in has taken on
average two to three years. Gaining individuals’ trust takes time and energy, so think of
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it this way: It took many years for the culture
to be compromised, so it will take ample time
to bring it back to a healthy state. However,
small wins will arise along the way, and those
are important to acknowledge and celebrate.
Outcomes will differ across organizations; in one of my leadership jobs I came
into a broken, unhealthy, fearful culture and
started the work I outlined above. With determination, a great leadership team, and staff
that was craving change, we transformed the
culture into a stable, engaged, healthy, collaborative foundation. The organization became
more profitable, more operationally sound,
and much more stable. There were employees
who could not or would not become a part
of the culture we were working toward, so
we parted ways. This notable change took
about three years, but when you have engagement and buy-in, the work will continue for
years to come.
Now, I understand there are many other
elements that contribute to a sound culture,
but I do believe that if an organization’s culture incorporates open communication and
healthy, mature perspectives, then the whole
organization will thrive. When a company
flourishes, anything is possible; and when
anything is possible, fear is released and
growth happens. n
Jane Turlo (Jane @ janeturlo.com) is CEO at Seattle
Radiologists, APC in Seattle, Washington, USA.
www.janeturlo.com | LinkedIn: http://bit.ly/in-JaneTurlo
ENDNOTES
1. Don Miguel Ruiz, The Four Agreements. 1997; San Rafael, CA: Amber-Allen
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The Goldilocks Principle and the
proper HERO: Perspective on the
ethics and compliance mission
BY CARL R. OLIVER, PHD

T

he Goldilocks Principle has been applied in the fields of
astronomy, biology, communication, economics, engineering, mathematics, and psychology. The concept of
“just right” is easily understood. If used in business ethics and compliance, it would say some companies’ programs are “too simple,”
some are “too hard,” and some are “just right.”
Too simple
Which business ethics and compliance programs are “too simple?”
When I spoke with Jamal Ahmed, he was vice president and
chief ethics officer at a $2.5 billion engineering company with an
ethics program that had twice earned an “A” rating from Transparency International. He pointed directly to the answer when I asked
him, “If you could change one thing about business ethics, what
would it be?” He said, “How people view or define business ethics.”
College students in my Introduction to Business Ethics course
frequently tell me they came to the first class comfortable with
beliefs that were simplistic. Many people come to the business
world with a definition of business ethics and compliance that
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is too simple. “For example,” said Ahmed,
“sometimes when we investigate a complaint
received through our hotline, we are asked,
‘Why is this an ethics issue?’ This is because
the person asking the question does not see
any violation of ethics, because the matter
at hand is not about theft, embezzlement, or
non-compliance with company policies or
government regulations.”

n
“...BUSINESS ETHICS IS MORE
THAN FOLLOWING RULES; IT IS
ABOUT DOING THE RIGHT THINGS
REGARDLESS OF THE RULES.”

Ahmed went on to describe what would be
“just right.”
My goal is to have all business leaders

embrace the idea that business ethics is
more than just not being fraudulent or

non-compliant with laws and regulations.
To me, business ethics is doing the right
things in everything we do. That includes

how we behave with or treat our employees,

customers, suppliers, consultants, and all
others that we deal with in everyday work

life. We strive to have a business environment based on ethical values, not on just

following rules. One cannot have an ethical
business environment without following
rules. However, business ethics is more

than following rules; it is about doing the
right things regardless of the rules.
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It is easy to see companies today with
ethics programs that are too simple. They
may post corporate values on the Internet, but
their employees don’t know or live the values,
and don’t even know where to find the list of
values. Too many companies, including very
large financial corporations, operate their
ethics and compliance programs simplistically,
in truth focused merely on compliance.
Too hard
Which ethics and compliance programs
are “too hard”?
The news media today report stories
demanding that people be taught “ethics,” and
what they mean is, “teach people the rules,
then catch and punish anyone who violates
them.” Members of Congress and agencies of
the Executive branch sometimes express similar expectations that major U.S. corporations
can and should avoid ethics violations. The
Sarbanes Oxley Act of 2002 said if executives
could have known of a problem, then they
should have known.1
It even seems natural to a good manager,
at some point in the evolution of a company’s business ethics program, for the vision to
become one of flawless company ethics: eliminate ethics failures entirely. Why be satisfied
with an ethics program that merely reduces
or minimizes ethics failures? Classic examples to justify the total elimination approach
include: How many newborn babies do we
allow an obstetrician to drop by mistake?
How many nuclear weapons do we allow to
explode by mistake?
Social psychologist Karl Weick and associates studied a similar concept they called
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High Reliability Organizations (HROs). They
focused on organizations like the U.S. Navy,
where aircraft carriers are nuclear powered
and potentially armed with nuclear weapons.
In that environment, the reliability of people
and equipment must be super high, because
even a single failure could cause a devastating physical catastrophe. HROs must create
processes and cultures that effectively address
the enormous physical risk and make the organization safe.
Weick said HROs are not entirely failure
free, but they organize to detect problems in
the making and stop them from occurring, if
they can. If they cannot stop them, then they
must at least minimize the damage.2
HERO
Following Weick’s lead, could such a concept
be applied to business ethics?
A High Ethics Reliability Organization
(HERO) would believe the morality of its
people must be super high, because even a
single failure could cause a devastating ethics
catastrophe. It is hard to dismiss such concern
when we see the serious impact ethics breaches
had in failures such as Enron, Arthur Andersen, Wells Fargo, and subprime lenders.
The HERO concept has natural appeal.
It offers an attractive vision of great business
ethics and the way people want to live. When
I speak to groups, I often ask, “Does anyone
here not want to be ethical? Does anyone here
want to work for an unethical company?”
During more than 20 years, I’ve had only
two people raise their hand. One was a man
who had worked for me in the past. When
he saw that I saw his hand raised, he called

out, “Just pulling your chain!” — just kidding.
The other person was a member of Rotary
International, an organization famous for its
strong ethical cornerstone called the Rotary
Four-Way Test. This was a Rotary breakfast
meeting. Other Rotarians seated at his table
immediately asked him, “Why are you raising
your hand?” He replied, “I just wanted to see
what would happen.” — just kidding.
So, what would happen if I changed the
question a bit? What if I asked, “Does anyone
here not want to work for a HERO, a company
committed to having zero ethics failures?”
Would anyone seriously raise a hand? Yes,
actually. Some people would object, because
they see and fear a downside.
A downside of the HERO concept — a
risk — is the specter of perfectionism. Taken
to extreme, any mistake would evoke blame
and punishment. People don’t like that environment. That is an ethics and compliance
program that is “too hard.”
“Just right” and the proper HERO
“Just right,” the middle ground between “too
simple” and “too hard,” responds to people’s preference for companies that pursue
excellence, take appropriate risks, learn from
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mistakes, and avoid blame or punishment of
reasonable risk-takers.3
If we are going to apply the HERO concept successfully, we must search for a proper
HERO. The HERO concept emerges as
realistic and proper only if it is divorced from
perfectionism. Although no company should
encourage or even allow employees to violate
laws, employees face enough gray areas not
clearly resolved by law that necessitate they
must make judgment calls — and “judgment”
inherently means they are taking a risk.
When a person is found culpable of an
ethics error, the “hanging tree” should not
be the only remedial option. This reality is
supported by collateral evidence developed
by a task force appointed by the American
Psychological Association (APA) to examine zero tolerance policies developed in the
1980s to stop drug use and curtail unruly and
violent behavior in schools. Those policies
required severe punishment of any misbehavior and allowed no mitigation based on the
student’s intent. A child caught taking aspirin
for a headache was punished as severely as
one spiking punch with methamphetamines.
The APA task force recommended keeping
the zero tolerance standard, but tailoring the
response to the specific infraction and developing interventions that prevent violations in
the first place.4
When he was CEO of Northrop Corporation, Kent Kresa made that clear: “Ethics
is not about policing. It is about creating the
kind of climate in which people are encouraged to make the right decisions in the first
place.”5 Corporate ethics programs need to be
seen by employees as a mentoring function
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rather than a policing function. Design business ethics to help people make good, ethical
decisions in the first place, and thereby prevent their wrongdoing, eliminate their ethics
failures, and eliminate the need to punish
anyone. Capitalize on the good values and
good will that the majority of employees
bring to the job.
Ethics is a tool leaders can use to build
mentoring relationships and a trust system
throughout their organization. A proper
HERO concept must recognize that any company will constantly face a potpourri of small
errors and problems, and provide processes
to detect, investigate, correct, and learn from
them. A proper HERO is a learning organization, not a tyrant. Removing an employee
from a job sometimes is necessary, but mentoring is culturally preferred and deserves to
be maximized. Our primary concerns should
be envisioning the right thing to do and
making it happen.
A “just right” ethics and compliance program does not have to be “perfect,” but it does
need to be very, very good. The proper HERO
concept requires: (a) a culture of safe, open
communication up and down the ranks, plus
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(b) supportive, protective company processes
that help employees make a good decision
in the first place. A proper HERO will
quickly surface problems so the full resources
of the company can correct them while
they are small.
Two famous stories illustrate the proper
HERO corporate culture. The sourcing of
the first appears reliable and the story probably is true. Stanford professor Jeffrey Pfeffer
reported some years ago that the Men’s Wearhouse company policy was to not routinely
fire employees caught stealing. Instead, they
have a discussion about obligations and offer
employees a second chance — an opportunity
to develop their own human potential. Those
employees emerged as some of the company’s
most loyal and most effective.6,7
The second story was reported as hearsay by psychologist Edgar Schein, so we can
only imagine it is true. IBM president Tom
Watson, Jr., summoned to his office a young
executive whose bad decisions had cost IBM
several million dollars. Upon arrival, the
young executive said, “I suppose you want
to fire me.”
“Not at all,” replied Watson. “We have just
spent a couple million dollars educating you.”8
The CEO of a Fortune 100 company
once confided that he sometimes lies awake
at night worrying that an ethical lapse by
just one employee — and there were more
than 100,000 employees in that company
at the time — would jeopardize the survival
of the entire corporation. As my colleague
Frank Daly says, that is a perverse example
of employee empowerment. The power of one
employee can be enormous.

Just 15 years earlier, under a predecessor
CEO, that corporation’s survival was jeopardized by five employees’ misconduct. Two
went to jail. The company survived by closing
a 2,000-employee division and paying more
than $17 million in fines and remediation.
That ate all profit the company had earned
from sales totaling more than $100 million.
We may never entirely solve the CEO
sleep problem. Employees encounter myriad
ethics issues every day. Mistakes likely will be
found. But a proper HERO “just right” ethics
program can open safe channels for employees to speak up when they see an issue, get
help from others in handling it, and make the
best decision they can in the moment. If that
decision proves to be a mistake, then a “just
right” ethics program can detect, investigate,
and correct the problem while it is small, and
undertake to ensure a process is in place to
prevent recurrence of similar problems. n
Carl R. Oliver (oliveca @ earthlink.net) is Senior Lecturer
at Loyola Marymount University in Los Angeles, CA.
ENDNOTES
1 Sarbanes-Oxley Act of 2002, § 302(a)(4).
2. K arl E. Weick and Kathleen M. Sutcliffe: Managing the unexpected:
Assuring high performance in an age of complexity. 2001; San Francisco, CA:
Jossey-Bass.
3. J anet L. Szumal: Organizational Culture Inventory:Iinterpretation and
Development Guide. 2003; Plymouth, MI: Human Synergistics.
4. A
 merican Psychological Association: “Zero tolerance policies are not as
effective as thought in reducing violence and promoting learning in school,
says APA task force” Press release, August 9, 2006. https://bit.ly/2LKBMJY
5. K ent Kresa: A message from the chairman and chief executive officer.
Standards of Business Conduct. 2001; Century City, CA: Northrop Grumman
Corporation.
6. Jeffrey Pfeffer: Personal communication, undated.
7. C harles A. O’Reilly and Jeffrey Pfeffer: Hidden value: How great companies
achieve extraordinary results with ordinary people. 2000; Boston, MA:
Harvard Business School Press.
8. E dgar H. Schein: Organizational culture and leadership (4th ed.). 2010;
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Crossing the ethical chasm of data –
A compliance perspective

BY RAIMUND LAQUA, PMP, P ENGD

C

ompliance, in many ways, is about doing the right thing
at the right time in the right way. Collecting evidentiary
material is an important aspect in providing assurance,
and for many companies, it is a way to improve compliance.
This evidence often comes in the form of data and plenty of
it. Companies measure, gather, and store data of all kinds and in
increasing amounts. In fact, as companies continue their digital
progression, the amount of data is expected to balloon.
All this data will be analyzed, and patterns will be discovered.
This will help in updating our system models and processes to
make them more efficient. Recent advancements in artificial intelligence and machine learning will take this to even higher levels
and discover patterns that we currently cannot see, and all of this
can be used for improvement.
However, even with these advancements, what this data will
never be able to tell us is how things “ought” to be. In other words,
data cannot be used to determine what is right.
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Ethical chasm of data
There is an ethical chasm between the world
of facts (or data) and the world of values (or
ideas). This chasm divides the world of what
“is” from the world of what “ought to be” and
is known as the “Is-Ought Problem” or more
commonly “Hume’s Guillotine,” named after
the Scottish philosopher David Hume.

There is always a tension between the
world of ideas and the objective reality we
observe. We are always making judgements as
we update our understanding of how the world
works. The question is, “In which direction do
these updates occur?”
In a fashion, we construct a “model” for
how we understand the world and then validate that model using our observations. This
is the concept introduced by German philosopher Immanuel Kant’s contribution to Hume’s
analysis called, “synthetic–a posteriori.” In
other words, we can deduce cause-and-effect
relationships from the real world and use them
to update our construction of how the world
works, based on statements of ideas. However,
observations are not used to derive the ideas in

a logical sense; they only describe them. And
therein lies the rub.
In the world of facts, we have statements like “Dogs bark” and “Apples taste
good.” These are things we can only know
by observation. These do not directly add
knowledge to our ideas of how the world
works. They are facts that are true because
we observed them.
In the world of ideas, we have other
statements like “All triangles have three
sides,” and “All bachelors are unmarried
males.” These are things we know by definition without observation. These are called
tautological statements and are true because
of reason not based on empirical facts.
However, when we consider things like
mathematics, we have both. There are things
we consider universally true, such as 7 + 5 =
12, without observation based totally on our
ideas of mathematics. However, at the same
time, we don’t know for sure that it is true
until we actually count and discover that it is
true in reality. This is the foundation for scientific inquiry which, as we know, is always
preceded by a hypothesis — an idea looking
for a descriptive account.
Why is this important to compliance?
How we think about data impacts how we
design and use management systems to support achieving compliance outcomes.
Management systems are models for
how things get done. These are designed
based on ideas, concepts, and categorizations of things in the real world that we are
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concerned about. How true a model is will
depend on several factors that include:

§§ Resolution — the level of detail
§§ Fidelity — how faithful the model is at
representing reality

§§ Effectiveness — how accurate the model
is at predicting outcomes

n
NO MATTER HOW MUCH DATA
ANALYSIS WE DO, WE CAN NEVER
DISCOVER FROM DATA HOW THINGS
OUGHT TO BE.

It is important that we apply the scientific
method to update our models so that they
become “truer” in the sense that they are
more universally true across all dimensions.
Validating outcomes is the act of proving our hypotheses. As an example, we can
posit a hypothesis that increasing people’s
awareness of hazards reduces safety incidents.
According to our models, this is true, and
we have evidence that it has been true in
the past under certain conditions for specific
companies. However, what we don’t know for
certain is that this is true for all cases under
all conditions.
Verification, on the other hand, is the
act of confirming that we followed the correct process for our experiment (so to speak).
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Many companies only spend time verifying
procedures when they also need to prove
(perhaps, continually) their hypotheses and
update their models accordingly.
Here’s the point: The models we use to
better understand the world are based on
value judgments. Humans have the capacity
(or as Kant calls them, ontological categories)
to understand our observations of the world.
Now back to Hume, you cannot deduce these
categories based on the world of facts; you
cannot create an “ought” out of an “is.” This
may seem surprising, particularly to those
who believe that you can look at nature and
derive moral imperatives. This thinking suffers from the “naturalistic fallacy,” which
argues that just because something is found
in nature doesn’t mean that it is good.
No matter how much data analysis we
do, we can never discover from data how
things ought to be. In the words of Gandalf,
from The Lord of the Rings, when it comes to
crossing the ethical chasm between what is
and what ought to be, “You shall not pass!”
Bridging the gap — some have tried
John Searle (an American philosopher)
argues that one way to cross the ethical gap
is through promises. The act of promising, by
definition, places the promiser under obligation. By speaking forth the words, “I promise
to pay Mary five dollars,” one creates an
“ought” (moral action) from an “is.”
The most predominate argument given
on how to cross the gap is to appeal to a goal
or purpose (telos). The argument follows,
that if you have a goal A, then you “should”
do B, which has been observed to lead to
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A. The “should” is created from the goal,
which is an “is.”
One problem is that you first need to
come up with the goal, which requires an
“ought.” Also, if you have not yet observed a
path that leads to your goal, you never know
what you “could” do, let alone “should” do.
Neither of these approaches seem to be
sufficient to cross the is-ought chasm, because
they both require ethical decisions, either
to make a promise or to set a goal. Both
of these are critical to meeting compliance
obligations, and neither can be derived from
data analysis.
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Take caution with how you use your data
Big data, machine learning, and artificial
intelligence will no doubt be applied in earnest to discover patterns and ways to improve,
exploit, or even just understand what we
observe. However, we need to take caution
in using these insights to create normative
statements on how things ought to be or
should be. The latter belongs to the realm of
values, which is entirely reserved to humans,
not machines.
This is exactly why compliance needs to
be careful. Data can help us to achieve our
goals, but cannot tell us what these goals
ought to be. You can use data to verify that
actions were taken to support moral values.
However, you cannot do the opposite, and
use data to determine what these moral values
should be. n
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The integration of organizational,
clinical, and professional ethics in
healthcare: A role for moral agency
BY PETER A. DEPERGOLA II, PHD, MTS

R

ecent upheavals in healthcare distribution in the United
States have underscored numerous conflicts that exist
between traditional business goals and the ends of established and traditional professions. As a result, healthcare workers
inescapably find themselves acting in dual roles: on the one hand,
as clinical professionals dedicated to the care of individual patients;
on the other, as employees of healthcare businesses, some of which
aim, and all of which (to some extent) do, profit from the aforementioned exchange between provider and patient.
Hence, clashes between competing obligations in healthcare
are prominent, and the result has transformed medicine into one of
the most controversial “businesses” of the contemporary age. Tensions, frustrations, and conflicts within and between individuals
who struggle to carry out traditional obligations have demanded
an ethics that confronts the problem of maintaining professional
integrity in the absence of traditional autonomy.
Such an organizational ethics aims to develop and evaluate the
organizational mission of a particular system, to create and subsequently foster positive ethical climates within the organization
that support and forward its mission, to develop comprehensive
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decision-making models for ensuring such
support as reflected in activities within the
organization, and to serve as a moral advocate,
evaluator, and arbiter of organizational and
professional behavior.
In the context of healthcare, organizational ethics, in its simplest form, serves to
articulate, apply, and evaluate the coherent
and consistent values and moral stances of
the healthcare organization by which it is
defined. In the effort to secure transparency,
dignity, and propriety, organizational ethics
in healthcare necessarily consists of processes
to address ethical issues associated with business, economic, and administrative areas of
healthcare organizations, as well as with clinical, professional, educational, and contractual
relationships that affect the general operation
of the organization as a whole. In this way,
serving as the individual health system’s moral
compass, organizational ethics informs the
mission, vision, and values of its clinical and
professional practice.
Organizational ethics in healthcare
Organizational ethics is a relatively new
moral enterprise. As mentioned above,
organizational ethics, at its core, can be
understood as the articulation, application,
and evaluation of the values and moral
stances of the organization by which it is
defined. This effort serves to secure transparency, dignity, and propriety within the
organization, and consists of processes to
address ethical issues associated with business, economic, and administrative areas, as
well as with professional, educational, and

contractual relationships that affect the general operation of organization as a whole.
The moral climates within individual
organizations therefore consist of shared
understandings of the broad and ubiquitous
characteristics of a system that affects a broad
range of critical decisions. Such climates
define the organization through its internal
and external relationships. Organizational
ethics are also articulated in both value and
mission statements of individual systems,
organization codes of ethics, policies delineating ethical issues and the protocol with which
they correspond, and through the fostering
of attitudes and activities that are representative of the organization as a whole. Hence,
organizational ethics focuses on the ethical
dimensions of “midlevel phenomena.” This
includes the motives, the nature and quality of
the actions, and the effects such actions have
on individual organizations.
The primary moral agent in organizational
moral matters is the organization itself, which
is neither an individual entity nor a complete
social system. Precisely as an organizational
system, it is a subunit of a larger society that
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is composed of individual persons who play
various roles, and is authorized and supported
by society to function for specific purposes.
As such, the organizational ethics of individual systems are oriented toward the society
of which it is a component, toward other
organizations, institutions, and corporations
with which it is interrelated, and, finally,
toward individuals — both those who serve the
organization and those whom the organization serves.

n
THESE STANDARDS AIM TO IMPROVE THE
QUALITY OF HEALTHCARE PROVIDED TO
THE PUBLIC THROUGH THE APPLICATION
OF “ETHICAL GUIDEPOSTS”...

Hence, although organizations are not
“individuals” in the strict sense, and are not,
therefore, moral “persons,” they still act as
moral agents by:

§§ setting goals which are specified
explicitly in their respective
codes of ethics;

§§ deliberating and thereby “acting” in the
process of decision making;

§§ being normatively evaluated by

other organizations with which they
interact; and

§§ being held accountable on all poles of

normative evaluation — as agents, on the
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nature of actions in question, and by the
effects of such actions.
If organizational ethics is a relatively
new moral enterprise, organizational ethics
in healthcare is one newer still. In 1995, The
Joint Commission on Accreditation of Healthcare Organizations (JCAHO) added a section
on “Organizational Ethics” to its accreditation
standards for all healthcare organizations.
These standards focus the attention of individual health systems on a particular set of
issues that had previously gone unaddressed
by the typical regulatory tools in healthcare.
According to the JCAHO standards, accredited healthcare organizations are those that
have developed and instituted an organizational code of ethics that addresses a number
of specific activities inherent to the individual
healthcare system, including those pertaining to billing, patient transfer, marketing,
and the like. Moreover, accredited healthcare
organizations must explicitly address ethical
issues in contractual obligations and professional relationships, both within the beyond
the bounds of the individual health system.
These standards aim to improve the quality of
healthcare provided to the public through the
application of “ethical guideposts” that guide
business and govern the practice of healthcare
while maintaining accountability to the communities served.
A robust organizational ethics that
complies with JCAHO standards therefore
addresses the challenges of how to prioritize and enforce limits in a manner that is
clinically sound, ethically justifiable, and
politically acceptable. As such, it strives to
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provide principled standards for distributive
justice, and thereby serves as a moral beacon
for related healthcare organizations. An exemplary organizational ethics in healthcare thus
possesses a set of values that:

§§ emphasizes care of the sick and the
promotion of health;

§§ involves essential stakeholders in the
identification and management of
its values, particularly in the event
of conflict;

§§ transparently and forcefully states the

values to which it commits and by which
it guides itself; and

§§ cooperates and abets only with those
who live by its values.

Other central ethical obligations include
communicating the understanding of its values
to its entire staff; recognizing that the entire
scope of its practices critically influence patient
care; fostering trained observation of potential and actual threats to and conflict among
its core values; deliberating about conflicts
of value in light of how similar events were
resolved in the past; and ensuring that it acts
on its values through intentional behavior.
Organizational ethics in healthcare acts
as the heart of the individual health system,
circulating blood that oxygenates the entire
organization with a common purpose and a
set of shared values that foster commitment. In
absence of such a strong organizational ethics,
healthcare cannot escape confusing the market

as the source of its value and as the arbiter of
its conflicts.
Organizational ethics of clinical practice
Clinical ethics is fundamentally concerned
with the clinical practice of medicine and with
the ethical problems that arise in the treatment
and care of patients. As such, it is intimately
tied to professional and medical ethics (traditionally understood), theoretical bioethics,
and critical social theory. As a distinct subfield
of bioethics, it is primarily associated with
safe practices at the bedside, particularly the
rights of patients to be primary agents in the
determination of the course of their medical
care. In securing this goal, clinical ethics has
necessarily relied heavily on a major tenet of
professional medical ethics for its principal
guidance. Like professional medical ethics,
clinical ethics shares as its governing ideal
attention to the care of the individual patient
and support of the patient’s individual autonomy. However, unlike professional medical
ethics, it is explicitly multi-disciplinary, insofar as it encompasses concerns related to public
health, health policy, law, and social issues
that affect science, medicine, and ethics.
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Clinical ethics focuses on individual
patient rights as opposed to the obligations of
the physician. Practitioners of clinical ethics
have traditionally been medical professionals
who are most familiar with the language and
issues of clinical medicine. More recently,
however, non-clinicians, such as philosophers and theologians, including academically
trained bioethicists, have become familiar
enough with the clinical setting to professionally concentrate on the moral issues that
arise within it, and in considering the reality
of team care in modern medicine, which integrates practitioners from a multitude of diverse
professions.
Clinical ethics supports a number of
established avenues to address moral concerns
in clinical practice, including networks that
function as academic hubs for specific groups
and particular geographic areas. Consultants who serve as clinical ethics advisors to
patients, families of patients, and clinicians
may be employed by extra-organizational
contract or by the clinical ethics programs
of individual healthcare systems. This latter
employment possibility has been the more
frequent historically.
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As clinical ethics has developed, it has
adopted the language of bioethics, and has
looked to law, public policy, social work, and
other social professions that influence the
emerging phenomena of healthcare to expand
its knowledge base for evaluating complex
clinical practices. As a result, healthcare professionals have found themselves constrained
in their clinical practice by codes that place
opposing emphases on one or another key
value. Clinical ethics acknowledges that differing professional perspectives involved in
clinical practice are important, and attempts to
balance the disparities of power among them.
Hence, clinical ethics proves an essential
forum within which to deliberate differences of ethical judgment among members
of common, though professionally diverse,
clinical teams.
When issues arise
Problems in clinical ethics are important for
organizational ethics in multiple ways. First,
clinical ethics issues almost always have
organizational implications. In the course
of resolving a typical clinical ethics case,
structural problems often develop, whether
issues pertaining to staffing, problems with
the approved method of procedure, or the
absence of a policy vital to the guidance of
clinical judgment. Superior clinical ethics
will note these problems and accordingly
direct attention toward appropriate organizational components. Second, clinical
problems often possess an organizational
correlate. Confidentiality, disclosure, and
informed consent are as important to organizational well-being as they are to individual
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patients in clinical encounters. Insofar as
organizations are viewed as moral agents,
they are subject to many of the ethical
expectations that society rightly has of individual healthcare providers. Finally, some
clinical ethics issues have organizational
causes — perhaps due to as yet unconsidered
augmentations in administrative policy,
reflecting shifting organizational priorities
and/or values, without adequate information,
education, discussion, or negotiation.
Clinical ethics shares with professional
ethics a value that is part and parcel of
healthcare organizations as providers: the
primacy of the patient. Hence, clinical and
professional ethics cannot operate without
consideration of the organizational implications of particular attitudes and activities of
systemic decisions. In this way, the practice
of clinical and professional ethics is inextricably embedded in, though not reducible
to, the practice of organizational ethics, and
must be comprehensively integrated into a
substantive organizational moral climate.
Like clinical ethics, organizational
ethics is not just the application of abstract
philosophical theories. Rather, it is a
principle-based approach that employs
procedural mechanisms to address ethical
problems that arise in organizations that
provide healthcare. Many such problems are
not questions about how to appropriately
apprehend or apply clinical or professional
ethical obligations, but surface when clinical
and professional ethical obligations conflict or produce recommendations which
seem incompatible with organizational
ends. Viewed in this light, the integration

of organizational, clinical, and professional
ethics becomes clearer.
The care of vulnerable populations
One of the most significant moral challenges
faced by contemporary healthcare organizations is how to address and meet the needs of
its sickest and most vulnerable patients while
simultaneously allocating limited resources to
the entire populous. Healthcare organizations
thus face difficult, pressing value conflicts
in deliberating over the numerous aspects of
caring for vulnerable groups. The moral obligation to care for society’s most vulnerable
members flows forth from a sense of communal solidarity — caring for the community
as a whole, including each of its members,
regardless of personal, social, or economic lot.
Such solidarity presumes an emotional bond
founded on compassion between all members
of an individual community. Whether the
moral value of caring for vulnerable groups is
based on the emotional concept of solidarity or
the refined philosophical principles of justice,
the ethical obligation of healthcare organizations to rigorously protect and adequately treat
vulnerable populations is self-evident.
Much less clear, however, is the method
by which to address the tension between the
option of allocating healthcare resources to
the least advantaged and the option of allocating resources to maximize average health
outcomes — a heartily utilitarian concern.
These competing ethical values form the basis
for considering the respective approaches of
healthcare organizations to the care of vulnerable groups. As in other moral domains,
organizational ethics obligations emphasize
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procedural elements of clinical policy and professional decision making, supported by broad
normative obligations of justice.
Applied in the current context, it can be
argued that healthcare organizations frame
their commitment to the care of vulnerable
populations, which in turn is made manifest
in the practice of clinical and professional
ethics. Central clinical and professional moral
obligations in healthcare organizations committed to the well-being of vulnerable groups
include an explicit mission to care for underserved populations in statements pertaining
to organizational goals; demonstration of a
broad sociological understanding of health;
and possession of specific community outreach
mechanisms to obtain input from vulnerable
groups that may subsequently cultivate programs meeting their needs.
Other central ethical obligations include
possessing an underlying goal of preserving
and protecting the dignity of individuals under
the care of the healthcare organization; using
specific financial strategies to support the care
of vulnerable groups; creating organizational
decision-making processes which encourage
the participation of multiple stakeholders in
the event of value conflicts; and creating of
delivery system structures which consciously
and explicitly address the idiosyncratic needs
of vulnerable populations.
Successful clinical and professional ethics
in healthcare organizations are able to adequately meet the socioeconomic needs of the
population being served. Honoring organizational moral codes in clinical and professional
ethics requires appreciating unique cultural
and structural barriers that interrupt access to
care for vulnerable groups.
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The confidentiality of personal health
information
Confidentiality is a deeply held value in
clinical and professional ethics, and an
indispensable pillar of the clinician-patient
relationship. Healthcare is immeasurably
improved when patients feel secure confiding sensitive medical information to their
caregivers. In the present context, the term
confidentiality is understood as the collection,
use, and disclosure of personal health information by healthcare organizations and their
affiliated clinical practitioners.
Personal information of all sorts is currently recorded electronically and passes
through seemingly impenetrable barriers to
enable exemplary medical care. The struggle to define organizational, clinical, and
professional boundaries between respect for
individual privacy and the collection of health
data for the purposes of excellent patient
care has led to widespread debate over how
competing ethical values can be appropriately balanced. However, even when personal
health information is shared with others for
good reasons, organizational moral questions
remain concerning the appropriate level of
security needed to protect individual patients.
Applied in the current context, it can be
argued that healthcare organizations frame
their commitment to the confidentiality of
personal health information, which in turn
is made manifest in clinical and professional
ethical practice. Confidentiality policies of
successful organizations with strong clinical
and professional ethics include:

§§ input from multiple stakeholders,

such as physicians, employers, payers,
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researchers, public health officials,
and the like;

§§ clarity in communication to stakeholders,
providing adequate justification for the
proposed rationale; and

§§ requiring that the organization share

personal health information with
partners who explicitly commit to
the same level of sensitivity regarding
confidentiality.

Other central ethical obligations include
visible appreciation for different types of
medical information with corresponding sensitivity to it; balancing legitimate interests in
the effort to obtain information; prioritization
of risk to individuals of leaking clinical information; provisions for adequate training of
personnel in policies and procedures pertaining to confidentiality; possessing mechanisms
for ongoing reflection which includes input
from stakeholders; and incorporating flexibility for handling complex cases.
Successful clinical and professional ethics
in healthcare organizations are therefore able
to adequately meet the privacy needs of the
population being served. Honoring organizational moral codes in clinical and professional
ethics requires appreciating the sensitive
nature of confidential information that might
otherwise disrupt fiduciary relationships.
Conclusion
If the conclusions above have proved persuasive — namely, that clinical and professional
ethics practiced within individual healthcare
organizations cannot, in most, if not all, cases,

be deemed morally licit unless they are complimentary of the organizational ethics of the
corresponding healthcare system — then the
implications for organizational moral agency
are significant. To be sure, the misunderstanding of role and role morality within healthcare
organizations and the morally underwhelming
state of contemporary healthcare delivery is
a genuine and growing fear. But rather than
allowing it to terminate progress, this pattern
can instead serve to remind us that, while the
business of healthcare is important, its clinical and professional ethics, grounded in and
informed by its overarching organizational
ethics, is more important still. n
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Due Diligence: A tool for compliance
with corporate ethics

BY RITU INSAN DAHIYA

T

he aftermath of the frauds and bankruptcies at Enron
and WorldCom led to a rapid increase in regulatory
requirements for businesses. In response, companies
began to embrace an approach called enterprise risk management
(ERM), which assesses risk in a comprehensive, company-wide
manner. ERM gathers together information on risk to create a
larger picture, which allows organizations to uncover risks that
affect multiple departments and address them together. Furthermore, consolidating risk reporting enables companies to
create standards and more efficient processes for recognizing and
mitigating risk. This is a departure from the less cost-effective
“silo” approach used by businesses, which leaves separate departments and business segments to deal individually with their own
specific tasks.
Performing risk-based due diligence on intermediaries has
become a critical practice for companies to confidently mitigate
third-party risks. Assigning the appropriate level of due diligence
for the company’s third parties requires assessing risks objectively
and systematically. In order to build a credible and practical risk
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model, company executives must understand
how the company operates across its business
units, regions, and subsidiaries.
While debate remains around how much
due diligence to conduct and how often, there
is no debate as to the necessity of conducting
risk-based third-party due diligence. That
leaves compliance professionals in a precarious position. Despite the fact that there is
consensus in the market that a risk-based
approach represents a best practice, there is
clearly confusion as to what constitutes a riskbased approach.

n

THE ERA OF TURNING A
BLIND EYE IS BEHIND US.

A company and its officers cannot choose
to abstain from performing third-party due
diligence, either. The era of turning a blind
eye is behind us. In fact, in several instances
individuals and companies have been prosecuted and convicted where actual knowledge
of payments was not present, but would have
been if sufficient due diligence had been performed. Building a credible anti-bribery and
corruption program is paramount in protecting corporate reputation and assets, shielding
executives and management from personal
liability, and providing significant competitive
advantage in a challenging global business
environment.
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Types of due diligence
The three main categories of due diligence are
legal, financial, and commercial. Although
these have traditionally been distinct, the best
due diligence programs maintain an element
of close cooperation, because the work in
one area can often inform the checks being
carried out elsewhere. Many practices now
offer an integrated service that brings these
strands together.
Legal
Legal due diligence seeks to examine the legal
basis of a transaction; for example, to ensure
that a target business holds or can exercise the
intellectual property rights that are crucial to
the future success of the company. Other areas
that would most likely be explored include
legal structure, contracts, loans, property,
and employment.
Financial
Financial due diligence focuses on verifying the financial information provided and
assessing the underlying performance of the
business. This would be expected to consider
areas such as earnings, assets, liabilities, cash
flow, debt, and management.
Commercial
Commercial due diligence considers the
market in which a business sits; for example,
involving conversations with customers, an
assessment of competitors, and a fuller analysis
of the assumptions that lie behind the business plan. All of this is intended to determine
whether the business plan stands up to the
realities of the market.
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Other
Other types of due diligence cover areas such
as taxation, pensions, IT systems, and intellectual property.
Planning a due diligence programme
No two transactions are identical, so the
specific elements that you include in the
due diligence process will need to be
tailored carefully.

It is important to note that effectiveness
is a term related to outcome and not process.
Normally, process is measured in terms of
output. For example, the number of employees
trained on compliance is output. The degree to
which employees understand the lessons provided is a factor of outcome or effectiveness.
The same concept holds true when measuring
the success of any element or factor of a compliance program.

Compliance and benchmarking
Benchmarking and evidencing effectiveness
are closely related concepts, but they are worth
differentiating. The term effective, in its root
and various forms, is used 19 times in the
original compliance program guidance. Any
time a government agency emphasizes a term
or concept throughout a document, you can
be certain that the agency places a high value
on that term or concept. On the other hand,
guidance calls for benchmarking the compliance program progress, but provides little
guidance with regard to proper benchmarking techniques.

The positive impact of having a strong
compliance culture
Engaging in business in highly regulated
areas, such as exporting goods to foreign
countries or engaging in international financial
transactions, is inherently risky. Companies
choose to engage in these activities because of
the high rewards that often accompany these
high risks. Compliance may be costly, but it is
part and parcel of doing business in the chosen
area of competition.
Especially for companies engaged in
high-risk activities, there is a good business case for compliance. By adopting a
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compliance program, a company is setting
forth the ethical standards that it aspires to
reach. It is communicating to its customers,
suppliers, distributors, and shareholders
that its high corporate standards make it
a reliable business partner. Some companies put their compliance programs on
their websites to communicate this aura of
reliability and concern for ethical and regulatory obligations. This is a good idea, since
most companies know that the problems of
their business partners can percolate over
into their own businesses. In the current
enforcement environment, companies tend
to steer business to partners they view as
minimizing regulatory risks.
Another consideration is the spin-off
benefits of a strong compliance program.
The due diligence required under an effective program can ferret out the kinds of
unreliable customers and business partners that can cause corporate troubles.
Customers who pose sanction risks and
export-control risks can be poor business
prospects, especially after taking into
account the regulatory risks they introduce. Many companies (especially financial
institutions) integrate their business and
compliance due diligence to best serve both
regulatory and anti-fraud needs.
Companies also need to consider the
impact that violations can have on the
premiums they pay for director and officer
insurance. With the cost of investigations
commonly running into the millions of dollars, insurance companies have become very
quick to adjust their premiums upwards to
take into account the risk profiles of their
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policyholders. Nothing will have a bigger
impact than having to file a claim due to
poor corporate controls. A clean history
helps keep insurance premiums down.
The impact on employees also should
not be forgotten. Corporations with cultures that take compliance and ethical
issues seriously and give them top-level
attention attract like-minded employees.
Corporations that give short shrift to compliance tend to have cultures that encourage
excessive risk taking and close skirting of
ethical and legal responsibilities. When
compliance responsibilities are taken lightly
in even one area, the lax culture tends to
spread and infect the entire company. n
FURTHER GUIDANCE AND RESOURCES

§§

David Lascelles: “Ethical Due Diligence: An

introduction and guide” The Institute of Business

§§
§§

Ethics; https://bit.ly/2vf1Tia

Chartered Global Management Accountant:

CGMA Code of Ethics. https://bit.ly/2Lu1aEr
Chartered Institute of Management

Accountants: CIMA Ethics Resources
(including scenarios and case studies)

§§

https://bit.ly/2LwoiCv

Howard H. Stevenson and John Kao: “A New
paradigm for entrepreneurial management”
in J.J. Koo and H.H. Stevenson (eds),

Entrepreneurship: What is it and how to

teach it (pp. 30-61), 1985; Boston: Harvard
Business School

Dr. Ritu Insan Dahiya (rituinsa @ gmail.com) has worked
as Head of Department and faculty of the Shah
Satnam Ji Institute of Technology and Management at
Chaudhary Devi Lal University in Sirsa, Haryana, India.
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Employee Hotlines:
Improving organizational wellbeing
BY ERIC MANN

W

ith all the recent media attention surrounding the
#MeToo movement, it’s more important than ever
to ensure that employees have a safe space to discuss
unethical behavior in the workplace. One of the most important
lessons from this movement was the acknowledgement that it is
often difficult for victims to speak up. If there’s a culture of general
acceptance of destructive behavior, even those who may be opposed
to it will find it difficult to know where to turn.
Employee hotlines are a simple, inexpensive, and effective
step employers can take, not only to help employees speak up in
cases of harassment and discrimination, but also to combat illegal
actions, such as fraud and the never-ending risk of embezzlement.
In overlooking hotlines as a tool for keeping the lines of communication open, employers are missing one of the most effective tools
for detecting problems, deterring problems, and defending against
accusations. In the Forum on Corporate Governance and Financial
Regulation, Harvard Law School stated, “It is more crucial than
ever that companies have effective whistleblower hotlines as part of
their corporate compliance programs….”1
Hotlines are an extremely practical and inexpensive solution
to what are often complex problems. They often are able to put
an end to small problems before they become major ones, which
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can end up saving a company a significant
amount of time and money. Because they act
as deterrents, hotlines also mean that employees are less likely to behave in unethical ways:
“Having an independent hotline available to
employees can help alert the company to and
reduce the possibility of inappropriate or illegal company actions”2
In addition to stopping problems and
deterring employees from creating them in
the first place, hotlines also act as insurance if
employees decide to take legal action, because
hotlines are a verifiable, reasonable measure
that employers have taken to ensure employees
have access to protection against harassment.
In a legal situation, if employers can prove that
they have provided this option to employees,
whether or not the employee makes use of it,
can be a part of what helps determine whether
or not the employer is at fault. The Society
for Human Resource Management points out
that “The hotline should be available 24 hours
a day, and by being available year-round, it
can increase the likelihood of early detection
and response to discrimination or harassment
claims, which can significantly limit liability.”3
Employee turnover decreases when there’s
a hotline that promotes ethical behavior, and
the employer’s reputation is enhanced. Many
businesses are adopting this practice, and the
Society for Human Resource Management
agrees that “…it is generally recommended
that all organizations implement some type
of whistleblower system for reporting wrongdoing.”4 Yet making them effective within an
organization can be a challenge, particularly
if there is some resistance or if the hotline is
not well known to employees. Below are some
steps to successful implementation.

Characteristics and functionality
Hotline service providers often offer a variety
of features, some of which may not be necessary or beneficial for the organization deciding
to implement them. Therefore, it’s up to HR,
Compliance, or whoever is implementing the
service in the company to decide what features
would be best suited for their organization.
The biggest benefits that hotlines offer to
organizations are the ones that are intrinsic
to their existence — detection, deterrence,
and defense. Additional features, such as case
management, might be great for larger companies, but smaller companies may decide that
this feature isn’t worth the expense.
As Jonathan T. Marks writes in Fraud
magazine, “When organizations properly
devise anonymous hotlines, they can be powerful tools for detecting fraud and abuse.”5
What things do employers need to factor
in to make sure their hotline is effective?
Firstly, anonymity and accessibility are two
key features to consider when implementing a hotline. Although internal hotlines are
ostensibly less expensive, employees might
have a more difficult time trusting that their
complaints will remain anonymous. Therefore,
their hidden costs can in fact make them pricier. Any savings gained from implementing an
internal service might be offset by the potential costs of underreporting. Additionally, it
still takes internal resources to maintain them,
so while the costs aren’t as visible up front,
they may in fact be more expensive to operate
than external hotlines.
Once a hotline is in place, the first step
in making it accessible is to make employees
aware of it. This often comes in the form of
annual training videos, links on the company
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website, posters, wallet cards, emails, and
desktop links. It’s crucial to maintain
employee awareness of the hotline through
reminders, both to refresh the memory of
existing employees and inform newer ones.
As Harvard Business Review points out, “The
board should ensure that the company has a
well-publicized reporting system, so employees can report (anonymously or confidentially
if they choose) ethical and compliance concerns.”6 An employer may also choose to
disclose the hotline to clients and vendors as
well, to expand the network of individuals
who may have potential issues to report.
The hotline should be set up so that there
are several easy, accessible ways for employees
to provide information. A web portal, email,
texting, a toll-free number, fax, and regular mail options give an individual who has
decided to take this step a number of different
ways to get in touch, depending on what they
feel most comfortable with. Hotlines are often
most successful when the process is interactive, and there’s another person on the end of
the line who is able to ask follow-up questions
and gather more detailed information.
Generic web forms and automated voicemail inboxes often end up with incomplete
information; however, interactive web reporting is an excellent option for those who might
feel safer typing out their concerns, or those
who want to have time to articulate exactly
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what they want to say without feeling pressured or rushed. An additional consideration is
the number and types of languages available to
employees who decide to report. In many areas
of the U.S., this might mean providing both
English and Spanish options; however, this
might differ depending on the area or company. Hotlines should also be set up so that
they are available 24/7, because most reporting
is done after hours.
Using a single hotline may be preferable
to multiple hotlines for different issues, This
is less confusing for employees; however, it’s
important to give consideration to what issues
the hotline is meant to cover and to communicate the range of these potential issues to
employees. If employees know that the hotline
is there for safety issues as well, for example,
the company now has the added benefit of
potential savings of lower Workers’ Compensation costs and fewer fines, in addition to
screening for harassment and fraud.
One of the additional features that
hotlines offer, “case management” usually
refers to the added feature of storing and
tracking data such as reports, investigation
notes, and evidence. This feature is often more
useful for larger companies that benefit from
the ability to access graphs and other analytics that give them a large-scale picture of
trends in reporting. Trending allows them to
make changes to specific facilities or identify
problems that can be solved with additional
training or precautions. Case management
also can include ongoing communications
between reporters and investigators, which is
helpful in establishing trust and credibility.
Fraud magazine identifies case management
as an important tool in the face of fraud or
unethical behavior:
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It’s equally important to correctly capture the
information of an alleged fraud or breach.

Use a case management tool to track incoming allegations or complaints, document

follow-up actions and communications,
record investigations, store closed cases, and
provide other data or metrics.”7

When the hotline is put in place, guidelines should be established as to who should
be involved and when. For example, when a
report comes in, two members of the management team should be notified, to help
maintain integrity and prevent an issue from
being overlooked or ignored. HR, Accounting, IT, or an Audit Committee might all be
departments that need to be involved next,
depending on the nature of the claim. The
plan of action doesn’t need to be complicated,
but it does need to be established clearly
beforehand, so each person is aware of their
responsibilities.
The importance of implementation cannot
be understated; put in place correctly, hotlines
can have immediate, significant benefits for
employees facing discrimination or harassment
and for employers who are victims of fraud
and theft. The American Institute of Certified
Public Accountants hails tip lines as “one of
the most effective tools organizations possess
for detecting and preventing fraud.”8
Acceptance
Change often comes hand-in-hand with resistance, even if it’s for the benefit of all involved.
Implementing a hotline may involve overcoming skepticism and resistance from both
management and employees. Concerns from
management often take the form of worrying
that the hotline will be used to make untrue

allegations, and employee concerns often take
the form of worrying about being the target
of exaggerated or unfounded complaints, or
of being “watched.” However, this is rarely
the case. If proper investigation and follow-up
actions are taken, a hotline is more likely to
clear up anything that is a misunderstanding
before it gets out of hand. A hotline report is
only the first step in a series of responses to
an accusation.
Hotlines send a message to both employees and management that the company has
a vested interest in behaving in an ethical
manner. In order to establish trust with management, it’s important to communicate the
benefits of a hotline and address concerns
before introducing the new system to employees. Management should present a united
front of approval and positivity in order to
help establish employee trust. Once management is on board, a senior member of staff
should introduce the hotline and make sure
to address employee concerns.
It’s important to make it clear that the
hotline will be anonymous, and that an
employee’s phone number and IP address
won’t be tracked. Additionally, it’s a good
idea to clarify that the hotline is not an
impersonal replacement for face-to-face interactions to address issues, only an additional
option for those who may not feel comfortable doing so for any reason. It may provide
an additional sense of security to employees
to let them know who has access to filed
reports, because they may have concerns
about identifying information in an anonymous claim. Finally, make sure employees
understand the anti-retribution policy, and
that they will not be retaliated against in any
way for filing reports.
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Summary
Trust in the new system will ultimately come
with time. Once management and employees
see the success of a hotline that solves a workplace problem, they will be more likely to see
it in a positive light. Fraud magazine identifies
whistleblowers as a constructive force in identifying company problems:

A strong defensive stance against unethical behavior is an offensive stance as well,
making employees think twice before committing harassment or fraud. In the long run,
a business with a hotline in place will retain
employees, because it sends the message that
employee concerns and the reputation of the
company are valued. Implementing a hotline
usually only takes a few hours, and the costs
are nominal. As the Association of Certified Fraud Examiners says, “Managers and
owners of small businesses should focus their
anti-fraud efforts on the most cost-effective
control mechanisms, such as hotlines.”11 The
rewards are great. It’s an elegant solution for
creating an ethical business environment, and
an excellent way to make sure that everyone’s
voice is heard. n

Whistleblowers are the single greatest source

Eric Mann (eric.mann @ redflagreporting.com) is Vice

duct. You’ll free them to speak out if board

Akron, OH.

of information in uncovering fraud or misconmembers and management take the lead in

implementing and maintaining a formal fraud

risk management program, which includes a
sound hotline reporting program.9

A hotline’s ability to detect interpersonal
problems can be significant as well, and can
add actionable value to an anti-harassment
policy, protecting vulnerable employees:

President of Technology at Red Flag Reporting in
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