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Learn more and register at www.corporatecompliance.org/utilities

Utilities & Energy
Compliance & Ethics Conference
February 21–24, 2016 | Houston, Texas | Westin Oaks

Questions: katie.burk@corporatecompliance.org

The utilities and energy industries are highly regulated. 
Compliance topics can be specific and focused on areas 
that are not necessarily addressed at the all-industry level.

Take advantage of the opportunity to discuss specific 
content areas in more detail, and enjoy a forum for sharing and 
exchanging ideas with others facing the same regulations.
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Questions: katie.burk@corporatecompliance.org

The utilities and energy industries are highly regulated. 
Compliance topics can be specific and focused on areas 
that are not necessarily addressed at the all-industry level.

Take advantage of the opportunity to discuss specific 
content areas in more detail, and enjoy a forum for sharing and 
exchanging ideas with others facing the same regulations.

REGISTER BY JANUARY 6 & SAVE $300
LETTER FROM THE CEO

Please don’t hesitate to call me about anything any time.
+1 612 709 6012 Cell • +1 952 933 8009 Direct 
roy.snell @ corporatecompliance.org 

 @RoySnellSCCE    /in/roysnell

Greg Triguba

There is a rule of thumb that says, 
“If you can’t recognize everyone, 
then recognize no one.” I think that 

philosophy is for cowards.
I recently wrote an effusive article about 

one of our staff members. In retrospect, 
I could have done a better job 
making the point that I was trying 
to acknowledge the entire staff by 
sharing an example of one member 
of it. But now, having clarified my 
intentions, I would like to share 
an example of one of our many 
great volunteers.

Greg Triguba helped SCCE 
from Day One. No questions asked, 
he jumped right in to help. Greg is a 
frequent writer and speaker. He and I talk 
occasionally, and he has a wealth of ideas. 
Many of his ideas are great—and are often 
implemented—but he understands that we 
can’t use them all. He understands that, 
with ideas coming from many of our 15,000 
members, SCCE can’t go in all directions 
at once.

He is always smiling, loves to be 
involved, and is committed to this 
profession. He cares about everyone. He 
takes time to help people who are new to 
our profession. He speaks at Academies 
many times a year, covering the same 
subject each time, and is borderline neurotic 

about improving his presentation before 
doing it again—he wants it to be current 
and fresh.

Some people think everything is 
important because they don’t know what is 
important. Greg, on the other hand, is able 
to keep it simple, helpful, practical, and not 
abstract—because he knows. Greg really 
has a great understanding about the role 
of the compliance officer and the function 
of a compliance program. We don’t involve 
people like Greg in our organization 
because of their pedigree; we love people 
like Greg because they just get it.

Greg is a former in-house compliance 
officer at both Eddie Bauer and Intuit. He 
has also held compliance roles at Qwest 
Communications, Nationwide Insurance/
Financial, and in the Air Force, where he 
inspected nuclear missile sites in Europe. 
He is now a consultant, and he won’t accept 
any job in any subject area in which he is 
not proficient. He is fair, ethical, and exudes 
integrity. He helped create the Certified 
Compliance & Ethics Professional (CCEP)® 
certification. He has spent countless hours, 
at his own expense, to help the Compliance 
profession. And he—like many of you—
deserves recognition.

So kudos to Greg—and to everyone 
else who contributes to the Compliance 
profession. ✵

Snell

by Roy Snell, CHC, CCEP-F

https://www.linkedin.com/in/roysnell
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NEWS

Read the latest news online · www.corporatecompliance.org/news

Supreme Court rejects major insider trading case
The U.S. Supreme Court recently declined to hear 
a case of two insider trading convictions that were 
overturned by the 2nd Circuit Court of Appeals. 
In a ruling that marks a further setback to the 
U.S. Department of Justice in its crackdown on 
insider trading, the top court allowed two hedge 
fund managers, Todd Newman and Anthony 
Chiasson, to walk free after having been convicted 
in 2012 for trading on inside information about 
Dell and Nvidia Corp. As reported in a recent 

news story by Reuters, “Manhattan U.S. Attorney 
Preet Bharara, whose office prosecuted Newman 
and Chiasson, said under the ruling he would 
have to think ‘long and hard’ about whether 
he could prosecute a chief executive for tipping 
friends and family to make trades. ‘We think 
there is a category of conduct that arguably will 
go unpunished going forward,’ Bharara said in 
conference call with reporters.” For more details, 
see: http://bit.ly/ReutersTopCourtNews

EU court rules data transfer pact between 
U.S. and Europe is invalid
Multi-national tech companies will need to 
re-think their European marketing strategies and 
operations after a European court deemed an 
international data sharing agreement invalid. As 
reported by The New York Times, “Europe’s highest 
court [recently] struck down an international 
agreement that allowed companies to move digital 
information like people’s web search histories 
and social media updates between the European 
Union and the United States. The decision left 
the international operations of companies like 
Google and Facebook in a sort of legal limbo even 

as their services continued working as usual. 
“The ruling, by the European Court of Justice, 
said the so-called safe harbor agreement was 
flawed because it allowed American government 
authorities to gain routine access to Europeans’ 
online information. The court said leaks from 
Edward J. Snowden, the former contractor for 
the National Security Agency, made it clear 
that American intelligence agencies had almost 
unfettered access to the data, infringing on 
Europeans’ rights to privacy.” For more details, 
see: http://bit.ly/NYTdatastory

Survey: Chief Compliance Officers paid well
A new survey by SCCE of 647 chief compliance 
officers shows that in 2015, the average salary 
for CCOs is $150,207, and total compensation is 
$179,753. The respondents represent CCOs who 
work in business sectors other than healthcare and 
who oversee at least 26% of their organization’s 
legal and regulatory risk. Those CCOs that 
possess certifications can earn significantly 
more, according to the survey. Average total 
compensation for CCOs with a Certified 
Compliance and Ethics Professional (CCEP) is 
$192,268; average total compensation for those 
with Certified Fraud Examiner (CFE) is $206,600; 

and average total compensation for those with 
Certified Public Accountant (CPA) is $260,564. 
The survey, which was tabulated by Industry 
Insights, Inc., also breaks down the salary data by 
several categories, including industry of company, 
percent of company’s legal and regulatory risk 
areas in which CCO is involved, total budget of 
Compliance department, size of company, and 
more. The survey also provides salary information 
for other compliance positions, including 
assistant/specialist, manager, director, and vice 
president. To download the complete survey, see: 
http://bit.ly/SCCE2015salarysurvey 

http://bit.ly/ReutersTopCourtNews
http://bit.ly/NYTdatastory
http://bit.ly/SCCE2015salarysurvey
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Read the latest news online · www.corporatecompliance.org/news

Regulatory

Petition seeks overhaul of U.S. EPA testing 
following VW scandal
In a sign that regulatory fallout from the VW 
emissions scandal is only just beginning, an 
environmental group has called for new and 
more stringent test of cars and light trucks. 
As reported by Bloomberg Business, “An 
environmental group is seeking to have every 
model of car and light trucks sold in the U.S. 
undergo on-the-road emissions tests, adding 
to calls for more aggressive efforts following 
revelations that Volkswagen AG rigged its 
vehicles to fool laboratory-based screening. 
The Center for Biological Diversity petitioned 
the Environmental Protection Agency to 

require the on-road tests, replicating what 
the agency already does for heavy-duty 
diesel trucks.

“‘VW’s appalling actions show why the 
EPA must require on-road tests to catch car 
company cheats,’ said Kristen Monsell, an 
attorney with the Tucson, Arizona-based 
nonprofit group. ‘There’s no good reason for 
the EPA not to employ every method possible 
to detect fraud and protect public health 
and our climate. The Volkswagen debacle 
ought to be a wake-up call.’” For more, see: 
http://bit.ly/moreroadtesting

OIG recommends improvements to OSHA 
whistleblower protections
Although OSHA has made improvements 
to its whistleblower protections in recent 
years, the Department of Labor Office of 
the Inspector General has concluded that 
the agency could do more to strengthen 
protection. As reported by The National 
Law Review, “The Department of Labor 
Office of Inspector General has issued a 
report assessing what improvements have 
been made to the DOL’s Whistleblower 
Protection Program since the OIG’s 2010 
report titled Complainants Did Not Always 
Receive Appropriate Investigations under the 
Whistleblower Protection Program. The OIG 
concluded that the program has improved, 
but opportunities exist for OSHA to further 
strengthen the program. In particular, the 
OIG found:

“‘OSHA has improved the 
administration of its Whistleblower 

Programs. The number of whistleblower 
reviews by investigators that did not 
meet the essential elements dropped 
from approximately 80 percent in 2009, 
to 18 percent during the period covered 
by this audit (October 1, 2012 through 
March 31, 2014). However, opportunities 
exist for OSHA to further strengthen 
the administration of its Whistleblower 
Programs to ensure reviews of 
whistleblower complaints are complete, 
adequate, and meet statutory timeframes. 
Furthermore, OSHA needs to strengthen 
communication with federal agencies with 
jurisdiction to investigate whistleblowers’ 
alleged violations of safety, consumer 
product, environmental, financial reform, 
and securities laws to determine if violations 
of these laws occurred.’” For more, see: 
http://bit.ly/OSHAwhistleblowerreport

http://bit.ly/moreroadtesting
http://bit.ly/OSHAwhistleblowerreport


2016 BASIC COMPLIANCE  
& ETHICS ACADEMIES
FROM THE SOCIETY OF CORPORATE COMPLIANCE & ETHICS®

www.corporatecompliance.org/academies

PLAN NOW TO TAKE A CCEP® CERTIFICATION EXAM 
AFTER YOU COMPLETE THIS INTENSIVE TRAINING.

GET CERTIFIED. ENROLL NOW.

Questions: jennie.nguyen@corporatecompliance.org

REGISTER EARLY TO RESERVE YOUR PLACE

LIMITED TO 75 FOR EACH ACADEMY

8,100+ COMPLIANCE PROFESSIONALS  
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“The SCCE Compliance & Ethics Academy was immensely 

valuable to me. The presentations, discussions and other learning 

opportunities were focused on real-world situations that were 

immediately applicable to my job. This was my first engagement 

with the SCCE. I will certainly be looking for other programs 

offered by the SCCE based on the value of the Academy.” 

  –  Steven Dillard, Compliance Manager, Altria
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Find the latest conference information online · www.corporatecompliance.org/events

SCCE conference news

SCCE NEWS

2016 European Compliance & 
Ethics Institute
20 – 23 March | Prague, Czech Republic

SCCE’s 4th Annual European 
Compliance and Ethics Institute is 
moving to a new location, Prague, 

in 2016. The ECEI provides an invaluable 
opportunity to learn the latest practices for 
effectively addressing challenges facing the 
European compliance and ethics community.  
Learn directly from experienced compliance 
and ethics professionals through both formal 
presentations and informal networking 
events.  Help improve your compliance 
and ethics programme and develop your 
expertise, in this growing and evolving 
profession. Hot topic sessions include: 

 · Data Security Technology 101 for 
Compliance Professionals 

 · Compliance Programs in light of the 
2015 Spanish Criminal Code Reform 

 · Digital Behaviour Among Millennials 
and Beyond: Managing digital risk in the 
workplace

 · Fight, Flight, or Freeze: What will you do 
when you discover a corruption incident?

 · Preparing for the EU General Data 
Protection Regulation

 · Knowing Where Human Trafficking 
Risks Lie in Your Supply Chain: How to 
detect them and how to manage them

Learn more and register at europeancomplianceethicsinstitute.org/Register

Add value for colleagues: Be an SCCEnet   Guest Commentator
 · Post one discussion topic each day of the 

week. Each daily topic should have one 
overarching theme.

 · Respond to posts.

 · Receive 10 live CCB CEUs for the entire week, 
or 2.0 per day.

Contact SCCE to 
learn more and get 

your guest commentator 
credentials
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SCCE NEWS

SCCE website news
Contact Tracey Page at +1 952 405 7936 or email her at tracey.page @ corporatecompliance.org with any questions about SCCE’s website.

Find the latest SCCE website updates online · www.corporatecompliance.org

Letter from the CEO
Can’t miss Roy Snell’s musings in 
Compliance & Ethics Professional? 
You can see all of his Letters from 
the CEO on the SCCE website. 
Some of his columns in the past 
year include, “We will all pay 
for the lack of compliance officer 
independence,” “‘I’m as mad as 
hell, and I’m not going to take this 
anymore!,’” and “I want you to 
read this article because I want to 
impact your influencing skills.”

You can also look at more 
past columns from Roy at 
http://bit.ly/roy-snell. His articles date 
all the way back to 2004. So 
catch up or just keep up-to-date, 
your choice.

Video of the Month
Why should students consider a career in compliance 
and ethics?

Paul E Fiorelli, JD, CCEP, MBA, Professor of Legal 
Studies and Co-Director, Cintas Institute for Business 
Ethics, Xavier University, discusses the good points of the 
Compliance profession and why people should consider it 
as a career. See this video and others at: http://bit.ly/sccevotm-12 

 Get Connected

pinterest.com/ 
theSCCE

twitter.com/ 
SCCE

corporatecompliance.org/ 
google

facebook.com/ 
scce

corporatecompliance.org/ 
sccenet

[group] corporatecompliance.org/linkedin 
 [company] corporatecompliance.org/li

youtube.com/ 
compliancevideos

Top pages last month
Number of website 
visits last month

43,890LibraryJob BoardHome Page Events My Account

http://bit.ly/sccevotm-12
http://bit.ly/sccevotm-12
http://twitter.com/scce_news
http://twitter.com/scce_news
http://twitter.com/scce_news
http://twitter.com/scce_news
http://twitter.com/scce_news
http://twitter.com/scce_news
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SCCE social media news
Contact Stephanie Gallagher at +1 952 567 6212 or email her at stephanie.gallagher@corporatecompliance.org with any questions about social media.

Find the latest SCCEnet updates online · www.corporatecompliance.org/sccenet

SCCE NEWS

Blog — www.complianceandethics.org

Stop by our Blog to check out discussions about 
hot topics and breaking news in Compliance. Be 
sure to subscribe to the daily digest to get a daily 
email summary delivered right to your inbox.

Twitter — www.twitter.com/scce

Join 13,400+ others and follow SCCE for breaking 
news and insights. A few recent favorite tweets:

Pinterest — www.pinterest.com/thescce

Check out our boards for FCPA, Compliance, 
Ethics Blog, Compliance Videos, Privacy, 
Corporate Compliance & Ethics Week, The Lighter 
Side, and map-boards for our major conferences 
(highlighting local restaurants, sights, and things 
to do in each of our conference cities). 

	  

5.	  Slideshare	  (www.slideshare.net/theSCCE):	  We	  love	  sharing!	  Find	  informative	  and	  helpful	  
presentations	  from	  every	  one	  of	  our	  conferences	  and	  presenters—free!	  Some	  of	  our	  recent	  favorites:	  	  

	  

Facebook — www.facebook.com/scce

We’re on Facebook. Like our page for compliance 
news and networking. Here’s a recent favorite post:

Social	  Media	  News	  –	  December	  2015	  

1.	  SCCE’s	  Compliance	  &	  Ethics	  Blog	  (www.complianceandethics.org):	  Stop	  by	  our	  Blog	  to	  check	  out	  
discussions	  about	  hot	  topics	  and	  breaking	  news	  in	  compliance.	  Be	  sure	  to	  subscribe	  to	  the	  daily	  digest	  to	  
get	  a	  daily	  email	  summary	  delivered	  right	  to	  your	  inbox!	  

	  

	   	   	  

2.	  LinkedIn	  (www.corporatecompliance.org/Linkedin):	  Join	  us	  on	  LinkedIn	  -‐	  a	  business-‐oriented	  network	  
with	  more	  than	  300	  million	  active	  users.	  With	  more	  than	  16,000	  members,	  our	  LinkedIn	  group	  fosters	  
more	  than	  50	  new	  discussion	  posts	  every	  week.	  Some	  recent	  highlights:	  

Social	  Media	  News	  –	  December	  2015	  

1.	  SCCE’s	  Compliance	  &	  Ethics	  Blog	  (www.complianceandethics.org):	  Stop	  by	  our	  Blog	  to	  check	  out	  
discussions	  about	  hot	  topics	  and	  breaking	  news	  in	  compliance.	  Be	  sure	  to	  subscribe	  to	  the	  daily	  digest	  to	  
get	  a	  daily	  email	  summary	  delivered	  right	  to	  your	  inbox!	  

	  

	   	   	  

2.	  LinkedIn	  (www.corporatecompliance.org/Linkedin):	  Join	  us	  on	  LinkedIn	  -‐	  a	  business-‐oriented	  network	  
with	  more	  than	  300	  million	  active	  users.	  With	  more	  than	  16,000	  members,	  our	  LinkedIn	  group	  fosters	  
more	  than	  50	  new	  discussion	  posts	  every	  week.	  Some	  recent	  highlights:	  

	  

3.	  Twitter	  (www.twitter.com/SCCE):	  Join	  13,400+	  others	  and	  follow	  SCCE	  for	  breaking	  news	  and	  insights!	  
Recent	  favorite	  tweets:	  	  	  	  

	  

	   	  

	  

	  

6.	  Facebook	  (www.facebook.com/scce):	  We’re	  on	  Facebook,	  too!	  Like	  our	  page	  for	  compliance	  news	  
and	  networking.	  Some	  recent	  posts	  include:	  

	  

http://www.complianceandethics.org
http://twitter.com/scce_news
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PEOPLE ON THE MOVE

· GIACT Systems, LLC, 
a provider of real-time 
data for payment risk 
analysis, named Robert 
McAlear as  Executive 
Vice President, Marketing 
and Product Strategy; and 
Holly Merrill as Chief 
Compliance Officer.

· The U.S. Department 
of Justice has hired 
Hui Chen, the former 
head of compliance for 
Standard Chartered Bank 
and ex-assistant general 
counsel at Pfizer Inc., for its 
controversial new position 
of Compliance Counsel.
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Received a promotion? Have a new hire in your department?
If you’ve received a promotion, award, or degree; accepted a new position; 
or added a new staff member to your Compliance department, please let us know.
It’s a great way to keep the Compliance community up-to-date. Send your updates to:

liz.hergert@corporatecomplaince.org

PEOPLE 
on the 
MOVE

· CHS Inc. (NASDAQ: CHSCP), 
the nation’s leading farmer-
owned cooperative and a 
global energy, grains and foods 
business, announced that John 
“Jack” Lenzi has joined the 
company as Vice President, 
Corporate Compliance.

· Hercules Technology Growth 
Capital, Inc. (NYSE:HTGC), 
a leading specialty finance 
company to high-growth 
venture capital-backed 
companies, is pleased to 
announce the appointment 
of Melanie Grace as 
General Counsel and Chief 
Compliance Officer.

http://studio-5.financialcontent.com/prnews?Page=Quote&Ticker=CHSCP
http://cts.businesswire.com/ct/CT?id=smartlink&url=http%3A%2F%2Fwww.htgc.com%2F&esheet=51182899&newsitemid=20150917005289&lan=en-US&anchor=Hercules+Technology+Growth+Capital%2C+Inc.&index=1&md5=9e2ede4f23657c3cdc50e754b925896a
http://cts.businesswire.com/ct/CT?id=smartlink&url=http%3A%2F%2Fwww.htgc.com%2F&esheet=51182899&newsitemid=20150917005289&lan=en-US&anchor=Hercules+Technology+Growth+Capital%2C+Inc.&index=1&md5=9e2ede4f23657c3cdc50e754b925896a
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Kenny Rogers (kenny.rogers@hii-co.com) was interviewed 
in September of 2015 by Adam Turteltaub (adam.
turteltaub@corporatecompliance.org), Vice President 
Membership Development for SCCE.

AT: Let’s dive in right to the juicy and 
challenging stuff. You work for a company 
that produces nuclear aircraft carriers and 
submarines. That’s very high profile work, 
and also has great risks to it. How does 
the nuclear work impact your compliance 
program? On the one hand, I can see people 
being accustomed to exercising extra care 
in all they do. But I could also see a reaction 

of, “Hey we’ve got a nuclear reactor here. 
Everything else is secondary.” 

KR: Our employees, especially our 
shipbuilders, take great pride in our long 
standing legacy of “Always Good Ships.” 
They understand why we are building these 
ships and more importantly, the dedicated 
sailors we are building them for. I think 
nuclear work impacts our compliance 
program across the enterprise in a very 
positive way. The nuclear culture at Newport 
News Shipbuilding is founded in safety and 
adherence to process. Non-compliance in 
nuclear shipbuilding and nuclear operations 

an interview by Adam Turteltaub, CCEP, CHC 

Meet Kenny Rogers

Kenny Rogers
Director, Ethics and Business Conduct
Huntington Ingalls Industries in 
Newport News, VA

mailto:kenny.rogers@hii-co.com
mailto:adam.turteltaub@corporatecompliance.org
mailto:adam.turteltaub@corporatecompliance.org
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is not an option. While not all of our business 
operations are involved in nuclear work, 
the nuclear culture can and does inform 
our ethics and compliance programs across 
the enterprise. It is certainly reflected in 
our unrelenting focus on compliance and 
personal integrity and accountability. 

AT: Tell me about your compliance and 
ethics programs. How are you organized 
at HII?

KR: Our company 
has both a compliance 
program and ethics 
program. Our 
compliance program 
is headed by the chief 
compliance officer 
who works in the 
Law department, and 
our ethics program is 
headed by the corporate 
business conduct officer 
(BCO) who works in Human Resources. 

AT: What are the challenges of being 
organized in two separate departments?

KR: None—we make it work! Our 
compliance and ethics programs work 
hand-in-hand to focus on ethical conduct 
and compliance with the law. We meet 
and talk regularly, share ideas, and really 
support each other. One program cannot be 
effective without the other. For example, our 
theme is “Ethics and Compliance—Shaping 
the Culture.”

AT: How do you set a tone throughout the 
organization, even to people far away from 
the risky part of the business?

KR: Every business unit has its own 
risks, so no matter how far from corporate 
headquarters, each business has a 
compliance plan with detailed work plans, 

based on their risks. Those plans involve 
compliance plan managers, accountable 
executives, and business conduct officers. 
It’s a grassroots approach to ethics and 
compliance. Additionally, we have a number 
of initiatives, campaigns, and activities 
that we conduct throughout the company 
to ensure a consistent tone throughout the 
organization, such as our annual CEO ethics 
video, quarterly corporate newsletters, 

monthly ethics and 
compliance highlights, 
and annual ethics and 
compliance awareness 
week activities.

AT: As a defense 
contractor, you have 
to be very attuned 
to the government’s 
expectations, which 
can be very complex. 
How do you stay on 

top of what is happening from a regulatory 
perspective?

KR: Internally, Human Resources 
and the Law department, and especially 
the compliance officer, share with me 
any regulatory changes or updates they 
come across. Externally, my peers at 
various defense companies, and various 
organizations like SCCE, help us stay on top 
of what’s happening out there. I can’t over 
emphasize how important it is to network 
with other ethics and compliance officers 
during the annual SCCE Institute, and utilize 
the various resources we have available to us 
as compliance and ethics professionals.

AT: What about staying on top of best 
practices?

KR: This is where I am so thankful for 
organizations like the SCCE and the Defense 
Industry Initiative (DII). Without your 

FEATURE

Externally, my peers 
at various defense 

companies, and various 
organizations like SCCE, 

help us stay on top 
of what’s happening 

out there.
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organizations, the conferences, your monthly 
publications, etc., staying on top of best 
practices would be very hard, if not impossible 
to do. As you know, compliance and ethics 
professionals are very busy with their day-to-
day responsibilities and activities. Being able 
to attend the annual DII Best Practice Forum 
and Compliance and Ethics Institute allows 
me the opportunity to stay abreast with the 
latest and greatest best practices out there. 
Also, we’ve reached out to talk one-on-one 
with companies similar to ours about their 
E&C programs and best practices.

AT: The federal 
government has 
been very clear that 
it expects its larger 
contractors to help its 
subcontractors develop 
compliance and ethics 
programs. What have 
you been doing?

KR: This is an 
area that really has our attention. We have 
hundreds of business associates we deal 
with. We perform our due diligence prior 
to formation of a business relationship with 
a business associate. We also monitor the 
business associate on a periodic, ongoing 
basis for as long as the business relationship 
exists. We insert clauses into our procurement 
contracts requiring subcontractors to comply 
with standards of business conduct contained 
in the HII Codes of Ethics and Business 
Conduct booklet. We provide a summarized 
pamphlet “Business Associates Brochure” 
to each business associate. Our business 
associates agree to keep their standards 
of business conduct in place during the 
performance of its services and to require 
its employees to abide by those standards. 
Our company is committed to working only 
with business associates that are reputable 

and adhere to ethics and business conduct 
standards that are similar to HII’s.

AT: What have you learned about the 
challenges that smaller companies face, 
and more importantly, how to meet those 
challenges?

KR: Overall, HII has approximately 38,000 
employees, most being employed by our two 
largest shipyards in Virginia and Mississippi. 
But over the last couple years, we acquired 
three small businesses—Stoller Newport 
News Nuclear (SN3) and the Undersea 

Solution Group, 
which were familiar 
with government 
contracting 
requirements, and, 
UniversalPegasus 
International (UPI) 
which was engaged 
exclusively in 
commercial contracts. 
The challenge has 

been to bring these businesses in harmony 
with the existing HII programs, and providing 
the resources and guidance to meet the 
new requirements, while not being overly 
burdensome. My role at corporate is to guide 
and assist them, and work with them to set up 
sustainable and thoughtful ways to manage 
ethics and compliance risks.

AT: Although HII technically is a new 
company, it has a very, very long history going 
back 129 years in the shipbuilding business. 
How does the history help support the 
compliance program?

KR: In our largest shipyard, Newport News 
Shipbuilding, there’s a very large chiseled 
granite rock that holds a brass plaque etched 
with a quote from the yard’s founder, Collis P. 
Huntington. Its statement is as important to 
our ethics culture today as it was back then: 

FEATURE

Overall, HII has 
approximately 38,000 

employees, most being 
employed by our two 
largest shipyards in 

Virginia and Mississippi.
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“We build good ships here; at a profit if we 
can, at a lost if we must, but always good ships.” 
That statement has set a tone for generations 
of shipbuilders, and there’s no better ethics 
and compliance message. Every ship built at 
HII over the many years has had its lessons, 
its challenges, and its 
opportunities. Our 
compliance program 
is built around the 
lessons learned over 
the years. From the 
very beginnings of 
the company, we have 
always operated in 
an environment with 
a myriad of ethical, 
legal, and contractual 
obligations that impact 
every aspect of our 
business.

AT: HII was spun off from Northrop 
Grumman back in 2011, and you were there 
at the time. Northrop has a very long and 
substantial compliance program with a great 
deal of history. How did you leverage that 
history when you set up an independent 
compliance program?

KR: You’re right! Northrop Grumman does 
have a very long and substantial compliance 
program, and when we spun from them in 
2011, we chose not to reinvent the wheel. 
We embraced those parts of the compliance 
program that worked best for our businesses 
and enhanced or created new processes 
to meet our company’s vision and goals. 
For example, our Code of Ethics, training 
modules, and corporate procedures resemble 
Northrop Grumman’s in many respects, but 
our compliance plans were created by us to 
address our risks, and those laws, regulations, 
contractual obligations, and industry best 
practices applicable to us.

AT: What were some of the challenges you 
faced in terms of creating a new compliance 
program just for HII?

KR: Our company has always had a strong 
compliance program, and we enhanced that 
program by organizing it around the fraud 

triangle and certain 
core principles that 
look much like the 
Federal Sentencing 
Guidelines. We had 
three big challenges 
in formalizing our 
compliance program. 
First, we had to define 
what compliance means 
at HII. Second, we had 
to explain how it’s 
different than ethics. 
Third, we had to design 

a system that kept ownership for compliance 
with the business units and their leaders. So, 
we defined compliance as the prevention, 
detection, and remediation of misconduct. 
Compliance exists to focus on the opportunity 
employees have to commit misconduct, and 
Ethics focuses on preventing employees 
from rationalizing misconduct. Finally, we 
created business unit ownership by outlining 
important areas of compliance in detailed 
compliance plans, and making executives 
accountable for giving employees the tools the 
employees need to succeed at compliance.

AT: One of the things I noticed about your 
program is that you refer to your helpline 
as the “OpenLine.” What was the thinking 
behind selecting that term?

KR: Northrop Grumman (NG) 
Shipbuilding, the predecessor to HII, adopted 
the NG OpenLine program. The OpenLine 
was established more as a helpline for 
employees, not just a “hotline” for reporting 
suspected violations of fraud, waste, abuse, 

Compliance exists to 
focus on the opportunity 

employees have to 
commit misconduct, 

and Ethics focuses on 
preventing employees 

from rationalizing 
misconduct.
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law, or company policy. In fact, the advice 
and assist role of the OpenLine is highly 
regarded, because it routinely identifies issues 
before they become violations. This facilitates 
a self-governing environment, which is 
fundamental to the success of our ethics 
and compliance program. Our OpenLine 
process includes more than just telephone 
calls to a third-party provider. Inquiries are 
also routinely received 
from e-mails, memos, 
letters, and walk-in 
visitors. Using the 
term OpenLine helps 
our employees feel 
comfortable to report 
any issue, not just 
suspected illegal or 
unethical behavior.

AT: Working with 
the board is something 
that compliance officers 
are finding their 
footing with. What’s 
the relationship between Compliance and 
the Board? 

KR: Our Board cares greatly about ethics 
and compliance, and is highly engaged in our 
compliance program. Our Board is briefed at 
least annually on our compliance program, 
and our Chief Compliance Officer, Chad 
Boudreaux, briefs the Audit Committee on 
a regular basis.

AT: Let’s talk about your career for a bit. 
You came into Compliance not from Legal 
or Internal Audit, but from the business 
unit. What did you think you knew about 
compliance when you started the job?

KR: What I thought I knew about 
compliance, I gained from a combination 
of my almost 27 years in the United States 
Air Force in Aircraft Maintenance Training 

and working as a senior facilitator with the 
company. I thought I knew what it would 
take to help shape an ethical culture at our 
company. I thought I knew enough about 
compliance to make an immediate difference. 
I thought I knew how to engage employee 
and senior leadership. I thought I knew a lot 
about risk assessments and adult education 
and training.

AT: And what 
did you find out you 
didn’t know?

KR: I didn’t know 
that every day would 
present a new challenge 
or opportunity to 
address. I didn’t know 
or understand all of the 
elements of an effective 
ethics and compliance 
program. I didn’t know 
the depth and breadth 
of the compliance laws. 
What an eye opener! 

Thank God Northrop Grumman had created 
a Business Conduct Officer’s (BCO) Handbook 
to use for guidance. They also had annual 
BCO conferences to train and support their 
BCOs. It was during my time with NG that I 
found out about SCCE and their certification 
program. I received my certification from 
SCCE at the right time (November 2010). We 
spun off from Northrop March 2011. SCCE 
helped prepare me to move our company 
program to the next level.

AT: How has your background in the 
business helped you in doing your 
compliance job?

KR: Relationships! Relationships! 
Relationships! I can’t over emphasize how 
import the relationships you establish early 
in your career can help you do your job 

I received my 
certification from 

SCCE at the right time 
(November 2010). We 

spun off from Northrop 
March 2011. SCCE helped 
prepare me to move our 

company program to 
the next level.



+1 952 933 4977 or 888 277 4977  www.corporatecompliance.org 19

C
om

p
li

an
ce

 &
 E

th
ic

s 
P

ro
fe

ss
io

n
al

®
 

 D
ec

em
be

r 2
01

5

FEATURE

later in your career. Some of the people 
I’ve met along the way are now the ethics 
and compliance champions I depend on to 
support the program. Understanding the 
business helps you understand the culture 
and how things really work. There’s a saying 
I like to use that goes “It’s not who you 
know—but who knows you.” I like to think 
the relationships I established before I got into 
ethics and compliance have helped me elevate 
our program.

AT: I can’t end this interview without 
touching on your name. Earlier this year, I 
interviewed an HCCA/SCCE member, and 
his last name was Outlaw, a fitting name for 
a compliance officer. Does it help having the 
name of a celebrity when you go about your 
work? I can see it as a way to break down 
walls of resistance.

KR:  Yes I’m always getting teased about 
my name. I have used my name as a great 
ice breaker when I’m being introduced and 
teaching class, especially when I try to sing 

a verse from the Kenny Rogers song “The 
Gambler”: “You have to know when to hold 
them, know when to fold them, know when 
to walk away, know when to run.” That song 
always gets a good laugh.

AT: You’ve also worked with a lot of other 
people with interesting names, I think I heard.

KR: During my career, especially my 
military Air Force career, I had the pleasure 
of working with a few famous named people: 
Willie Nelson, Jimmie Hendrix, and Chuck 
Berry. As a matter of fact, at one point, a NCO 
named Willie Nelson was my supervisor 
and we use to get teased all the time. Our 
Communications department actually did 
a humorous article on us. One of my best 
friends today is named Hank Williams. The 
truth is, none of us can really sing.

AT: Well, as a Turteltaub, I never make fun 
of other people’s names. Thanks so much for 
giving us your time.

KR: My pleasure. Thanks for asking! ✵
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Recently the European Data 
Protection Supervisor (EDPS) 

published Opinion 4/2015, 
entitled “Towards a new 

digital ethics—data, dignity 
and technology.”

Even if Scott McNealy was right in 
1999 (when he reportedly said, “You 
have zero privacy anyway – Get over it.”), 

individuals deserve respect for their privacy. 
This respect does not have to be imposed 
by law, but should be a matter of integrity 

and ethics.
Recently the European Data 

Protection Supervisor (EDPS) 
published Opinion 4/2015, entitled 
“Towards a new digital ethics – data, 
dignity and technology.” The Opinion 
was published on 11 September 2015 
and follows on from the previous 
Opinion on the General Data 

Protection Regulation, which aims to assist 
the main institutions of the EU in reaching 
the right consensus on a workable, future-
orientated set of rules to bolster the rights and 
freedoms of the individual. 

The latest Opinion focuses heavily on 
Article 1 of the EU Charter of Fundamental 
Rights, namely that “human dignity 
is inviolable and must be respected 
and protected.”

The Opinion sets out a number of 
principles which state that the fundamental 
rights to privacy and to the protection of 
personal data must reflect the protection 
of human dignity more than ever; that 
technology should not dictate values and 
rights; in today’s digital environment, 
adherence to the law is not enough and we 
have to consider the ethical dimension of 
data processing; and finally that these issues 
have engineering, philosophical, legal and 
moral implications.

The Opinion outlines a four-tier, big data 
protection eco-system namely:

1. Future-orientated regulation of data 
processing and respect for the rights of 
privacy and data protection;

2. Accountable data controllers that 
determine personal information 
processing;

3. Privacy conscious engineering and 
design of data processing products and 
services; and

4. Empowered individuals.

The Opinion looks at a number of recent 
developments namely big data, the Internet 
of Things, cloud computing, drones and 
connected autonomous vehicles.

The Opinion proposes the creation 
of a European Ethics Advisory Board 
made up of academic, legal and other 
professionals in the arena, to advise the 
EDPS on the ethical issues of big data and 
related activities.

The Opinion preceded a meeting in 
The Hague in late October on similar topics 
by the Privacy Advisory Group of the 
United Nations, where the discussions on 
ethics and big data were chaired by me. ✵
 
 
 
Robert Bond (Robert.bond@crsblaw.com) is a Partner at Charles Russell 
Speechlys LLP in London.

by Robert Bond, CCEP

Ethics and data privacy

EU COMPLIANCE AND REGULATION

Bond
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ALABAMA
 · Rhonda Padgett, Highland Capital Brokerage, Inc

ARIZONA
 · Carolyn Andrews, Inspired Leaders Now
 · Katie Richards, Arizona Public Service

CALIFORNIA
 · Nancy Bernstein, Johnson & Johnson
 · Lisa Bodensteiner, SunPower Corporation
 · Eugene Jacobowitz, KST Data
 · Dean Larsen, KPMG LLP
 · Mary Lucas, Infortal Worldwide
 · Pam Marrone, Marrone Bio Innovations
 · Mary McManigal, Amgen
 · Allan Middleton, Lockheed Martin Aeronautics
 · Michelle Ranum, Aerojet Rocketdyne
 · Henry Wang, Herbalife International of America Inc
 · Linda Weese, Aerojet Rocketdyne

CONNECTICUT
 · Christine Carll, LEGO Systems, Inc
 · Alexis Stroud, Purdue Pharma

FLORIDA
 · Anna Malone, Black Knight Financial Services
 · William Shepherd, Holland & Knight
 · Craig Wood, LexisNexis

GEORGIA
 · Lenton Cooper, Georgia-Pacific
 · Lisa Graham, McKesson Corporation
 · Jamie Wallmeyer, UPS
 · John Wear, The Coca-Cola Company

ILLINOIS
 · Christian Auty, Much Shelist
 · Allison Kushner, State Universities Retirement System
 · Kenya Martin, City Colleges of Chicago
 · Maureen Mulville, Illinois Mutual Life Insurance Company
 · Rachel Smith, State Farm Mutual Automobile Insurance Co
 · Laura VanLaningham, Illinois Mutual Life Insurance Company
 · Stephen Young, Calumet Specialty Products Partners

KENTUCKY
 · Anna Coats, Coats Financial Planning

LOUISIANA
 · David Smith, University of Louisiana Lafayette Foundation
 · Christine Thomas, Jefferson Parish

MASSACHUSETTS
 · Deloris Pettis
 · Patricia Sheehan, Johnson & Johnson
 · Tim Stevenson, FLIR Systems, Inc.
 · James Urso, Federal Reserve Bank of Boston

MICHIGAN
 · Robert Golob, Robert A Golob PC

MINNESOTA
 · Sheri Beck, Prime Therapeutics LLC
 · Mary Kay Cambronne
 · Joseph Knight, Great River Energy
 · Tammy Moga, United Healthcare

MISSOURI
 · Nell Puryear, The Boeing Company
 · Kara Surber, The Boeing Company

NEBRASKA
 · Beverly Kracher, Business Ethics Alliance

NEVADA
 · Lisa Caserta, MGM Resorts International
 · Ralph Villanueva, Westgate Las Vegas Resort and Casino

NEW JERSEY
 · Abby Callahan, Johnson & Johnson
 · Sean Cavanaugh, Johnson & Johnson
 · Miriam Gonzalez-Siegel, Robert Wood Johnson 
University Hospital

 · Wendy Lyons, Horizon Blue Cross Blue Shield of New Jersey
 · Tracy Midrano, Prolong Pharmaceuticals
 · Karen Novak, Johnson & Johnson
 · Scott Rusak, Johnson & Johnson
 · Yesenia Velez-Torres, CompleteCare Health Network
 · Timothy Whiteside, Sandoz Inc

NEW MEXICO
 · Harry Van Buren, University of New Mexico

NEW YORK
 · James Cesarano, Kroll
 · Brian Fahey, MyComplianceOffice
 · Eric Geringswald, Corporation Service Company
 · Liza Manougian, New York Univ Abu Dhabi
 · Shane McGonigle, TerraNua
 · Kevin Murphy, Itau USA Asset Management
 · Sharol Nixon, ITT Corporation
 · Bruce Ortwine, Sumitomo Mitsui Trust Bank, Limited
 · Pela Terry, MPA

NORTH CAROLINA
 · Holly Wenger, Duke Energy Corporation

OHIO
 · Daniel Purcell, Grant Thornton LLP
 · Ben Rudolph, Abercrombie & Fitch
 · Darice Thompson, Designed for Destiny LLC.

SCCE welcomes NEW MEMBERS
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OKLAHOMA
 · Crystal Steed

OREGON
 · Annette Kuhn, Kronos, Inc
 · Shana Kuhn, Bonneville Power Administration

PENNSYLVANIA
 · Stefanie Dixon, Mitsubishi Electric Power Products, Inc
 · Torie Jones, Johnson & Johnson
 · Joy Verner, Pennsylvania College of Health Services

SOUTH CAROLINA
 · Anna Johnson, CB&I Project Services Group
 · Boyd Rogers

TEXAS
 · Hilda Flores, Springleaf Financial Services
 · Martha Fogarty, University of Houston – Downtown
 · Amber Gee, Parker Drilling Company
 · Susan Hamilton, Denbury Resources Inc
 · Yasaswy Kothari, SAE Towers Ltd
 · Gogo Owor, Law Office of Gogo U.K. Owor & 
Associates, PLLC

UTAH
 · Mikel Birch, Salt Lake Community College
 · Greg Dyer, Utah Educational Savings Plan

VERMONT
 · Tessa Lucey, University of Vermont

VIRGINIA
 · Susan Borschel
 · Stephanie Conover, Newport News Shipbuilding
 · Thomas List, Rite Aid
 · Melissa North, Thundercat Technology
 · Sheryl Willman, Bechtel

WASHINGTON
 · Rosemary Daszkiewicz, Plum Creek Timber Company
 · Kalleiopi Racovolis, Microsoft Corporation
 · Darcy Southwell, Endurance International Group, Inc

DISTRICT OF COLUMBIA
 · Rochelle Ford, United States Senate
 · Deborah Mayer, Select Committee on Ethics – 
United States Senate

 · Wendy Smith, Committee on Ethics, United States 
House of Representatives

 · Lynn Tran, Select Committee on Ethics – United 
States Senate

AUSTRIA
 · Danijela Danojlic, ABB AG

BRAZIL
 · Marcelo Crespo, Crespo & Santos Law Firm
 · Joana Cunha, Capgemini Brazil
 · Liana Cunha, Abbott Laboratorios do Brasil LTDA
 · Miriam Leite, Icatu Seguros
 · Izabel Pereira, Capgemini Brazil

CANADA
 · Lyn Carscadden, Dominion Diamond
 · Elizabeth Farthing, Brookfield Renewable Energy Inc

CHILE
 · Rafael Collado, Ferrada Nehme Ltda.

FRANCE
 · Caroline Hailey, Candriam Investors Group

NEW ZEALAND
 · Steven Slack, Zespri

SAUDI ARABIA
 · Abdulrahman Al Sughayer, Banque Saudi Fransi
 · Faiged Al-Magrab, Banque Saudi Fransi
 · Bander Al-Thowaini, Banque Saudi Fransi
 · Sulaiman AlHumaidly, Banque Saudi Fransi
 · Najla Almansour, Banque Saudi Fransi
 · Shaykhah Almuqbil, Banque Saudi Fransi
 · Faisal AlQahtani, Banque Saudi Fransi
 · Nasser Alsayegh, Banque Saudi Fransi
 · Mohammad Alyousef, Banque Saudi Fransi
 · Shahid Rana, Banque Saudi Fransi
 · Muhammad Imran Raza, Banque Saudi Fransi

SINGAPORE
 · Nurasidah Aziz, Zimmer Pte Ltd
 · Mia Karkinen, Wartsila
 · Iris Lim, Zimmer, Inc

UNITED ARAB EMIRATES
 · Sarah Cantin, Pepsi-Cola International
 · Neeti Chauhan, New York University Abu Dhabi
 · Yasser Mosaad, Clariant
 · Asad Ur-Rehman, Pepsi-Cola International

UNITED KINGDOM
 · Steven Pegg, Lockheed Martin Intl-Europe, Middle East 
& Africa

 · James McFarlane

ZAMBIA
 · Helen Lungu, Bank of Zambia
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September 2015 was the 
most momentous month 
ever for Compliance

Fox

by Thomas R. Fox

The month of September brought 
more monumental shifts in anti-
corruption compliance than have 

ever occurred in a 30-day period. Rather 
amazingly, these tectonic changes have all 
come from areas, information, and events 

which were not Foreign Corrupt 
Practices Act (FCPA) enforcement 
actions. I had thought things 
could not get any bigger in the 
FCPA world than the Wal-Mart 
corruption scandal in Mexico in 
2012, the GlaxoSmithKline PLC 
bribery scandal in China in 2013, 
the Petrobras bribery scandal in 

Brazil and across the globe in 2014, and the 
FIFA arrests in May 2015, but it turns out 
things can change in the Compliance world 
for other reasons as well.

In early September the Yates Memo was 
released, wherein the Department of Justice 
(DOJ) changed its focus from prosecuting 
of companies in white collar matters such 
as the FCPA, to a focus on prosecuting 
individuals. While the contours of this 
change are still being worked out in practice, 
the DOJ has made it clear that if a company 
wants to receive any cooperation credit, it 
will have to focus its internal investigation 
on culpable employees first and fully disclose 
all information to the DOJ. The Yates Memo, 
coupled with its public announcement by 
author Sally Yates that the DOJ wants senior 
executives pursued aggressively, changes the 

internal investigation dynamics in ways that 
have yet to be fully assessed.

The second announcement in 
mid-September was the leak of the name 
of the new DOJ Compliance Counsel, Hui 
Chen, Standard Chartered’s former head 
of anti-bribery and corruption compliance. 
Chen served as an assistant general counsel 
at Pfizer, in the DOJ in Washington DC, and 
as an Assistant US Attorney in Brooklyn. The 
creation of this position portends that the DOJ 
will be looking more closely at FCPA anti-
corruption compliance programs to see if they 
meet the minimum standards or are closer 
to best practices. This requires companies to 
actually do compliance and not simply put a 
paper program in place and say they have an 
effective compliance program.

Finally, in late September came the 
stunning admission by Volkswagen that 
it engaged in a years-long, world-wide 
emissions testing fraud involving its signature 
diesel autos, where it intentionally installed 
a “defeat device” to falsify pollution results. 
Why is an environmental compliance scandal 
so significant for anti-corruption compliance? 
First and foremost, it demonstrates the inter-
connectedness of all compliance. Perhaps 
more importantly, it will be the first test of the 
Yates Memo and the new DOJ Compliance 
Counsel. All in all, quite a month. ✵
  
Thomas R. Fox (tfox@tfoxlaw.com) is Principle for Advanced Compliance Solutions 
in Houston, Texas.    www.advancedcompliancesol.com    @tfoxlaw   

 tfoxlaw.wordpress.com

COMPLIANCE, LIFE, AND EVERYTHING ELSE
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As the Compliance profession continues 
to grow in prominence around the 
world and resources are often limited, 

a solid compliance champion program may be 
an efficient and cost effective tool to increase 
awareness, build a strong compliance culture, 

disseminate ethical values and the 
importance of ethical behaviour, and 
engage all levels of the organization.

In a nutshell, it can be simply 
stated that compliance champions 
work as compliance ambassadors 
and facilitate the liaison between 
their own internal functions and the 
compliance officer on compliance-

related topics. That statement is accurate, but 
the compliance champion role should not 
be limited thereto. Compliance champions 

should be educated and empowered to 
provide compliance training themselves, 
roll out written standards coming from the 
compliance officer within their own business 
units, implement their own initiatives in 
order to address their department-specific 
compliance needs as previously aligned with 
the compliance officer, help identify the major 
areas subject to exposure, and encourage 
employees to speak up whenever they 
encounter potential violations.

Who should serve
To be effective in the role, a compliance 
champion should be someone who really 
wants to be in that position, truly believes in 
compliance, is perceived as a model of ethics 
and integrity, demonstrates accountability 

Building an effective 
compliance champion 
program

by Bruno Falcone, CCEP-I

 » A solid compliance champion program may be an efficient and cost effective way to further improve your 
compliance program.

 » Compliance champions are not only compliance ambassadors, but should be educated and empowered to provide 
compliance training, help identify the major risk areas, and much more.

 » The compliance champion should be someone who really wants to be in that position, truly believes in compliance, is 
perceived as model of ethics and integrity, is able to influence others, thinks strategically, and exercises leadership.

 » Compliance champions should be nominated by the head of function, in agreement with the compliance officer, with 
buy-in and oversight by the senior management.

 » A robust compliance champion program allows the compliance officer to get different views of the business and 
provides the organization the opportunity of having not only compliance officers speaking about compliance, but 
business people themselves.

Falcone
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and professional maturity, and is able to 
influence others, think strategically, and 
exercise leadership. It does not mean that it 
is mandatory that the compliance champion 
is in a senior leadership position; much 
to the contrary, diversity is key. The more 
diversified the team is, the easier it will be 
for the potentially risky areas to be identified 
and remediated. He/she should be able to 
effectually communicate with all levels within 
the organization. 
The compliance 
officer should 
also encourage 
compliance 
champions to 
consistently share 
their experiences 
with each other 
and communicate 
within the 
compliance 
champions 
network itself.

It is not up to 
the compliance 
officer to nominate 
compliance champions, albeit the compliance 
officer does play an essential role in helping 
identify who could potentially add real value 
as a compliance champion. That is one of the 
reasons why the more the compliance officer 
knows the company’s staff and understands 
the organizational structure, the easier it will 
be for the compliance officer to have the best 
compliance champions on board.

As always, tone from the top is a must 
and, therefore, compliance champions 
should be appointed by their respective 
heads of function in agreement with the 
compliance officer and the buy-in and 
oversight of the senior management. In order 
to ensure empowerment and accountability, 
nominations should be formally announced 

and nominators need to fully understand what 
the compliance champion role really is and 
how the compliance champion will interact 
with the compliance officer.

Responsibilities
Compliance champions typically do not report 
to the compliance officer, meaning that the 
compliance champion’s performance needs 
to be closely followed up by his/her manager 

and systematically 
discussed with the 
compliance officer 
throughout the year. 
It also needs to be 
previously agreed 
by the nominators 
and the compliance 
officer how much 
of the compliance 
champion’s time 
will be available for 
Compliance. That is 
a key success factor 
for the compliance 
champion program. 
That previous 

discussion should be as open and realistic 
as possible, and the commitment for the 
compliance champion to dedicate a certain 
length of time to Compliance should be 
firm and permanent. No one wants to invest 
money, effort, and resources in building 
a compliance champion program to then 
jeopardize its execution merely because 
of lack of time. It is understandable that 
urgent situations may always come up, but 
Compliance does need to be on the compliance 
champion’s priority list.

There should be at least one compliance 
champion for each area, not only business 
units but also supporting functions. However, 
for the most critical functions (and depending 
on how extensive a department is within 

Compliance champions 
typically do not report 

to the compliance officer, 
meaning that the compliance 

champion’s performance 
needs to be closely followed 
up by his/her manager and 

systematically discussed 
with the compliance officer 

throughout the year.
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the organization, such as a large sales force 
team), it might make sense to have more than 
one compliance champion within the same 
function, provided that each of them covers 
different pieces and has different goals. 
After a comprehensive risk management 
assessment, the compliance officer should 
be able to determine what sort of network 
structure makes more sense for the compliance 
champion program.

It might be appropriate to replace a 
compliance champion from time to time, and 
this should be deemed as a natural move, not 
necessarily detrimental to the compliance 
champion. Sometimes giving the opportunity 
to different professionals might increase 
motivation, gather different perspectives, and 
refresh and benefit the Compliance champions 
program as a whole.

The compliance officer must ensure 
that specific training sessions are regularly 
provided and specific meetings are held with 
compliance champions in order not to lose 
the momentum. Because communication is 
an essential part of any compliance program 
and compliance champions are expected to 
be the first line of compliance people on the 
ground, able to respond to routine queries and 
identify what matters need to be escalated 
to the compliance officer, it is of utmost 
importance that they are informed about any 
compliance-related initiatives in advance of 
other employees and be given clear guideline 
on what is expected from them.

Compliance champions are not 
compliance officers, and using them as such 
would be a deviation from the compliance 
champion program. They have in common 
the basic purpose of preventing, detecting, 
and responding to misconduct, but their 
responsibilities are totally different. Building 
and continuously improving the compliance 
program is under the responsibility of the 
compliance officer. The compliance champion 

program should be a part of the full compliance 
program. As a consequence, compliance 
champions do not need to be specialists on 
the subject-matter, but they do need to have a 
basic understanding of compliance, including 
the seven essential elements of compliance and 
how an effective compliance program can offer 
significant benefits to their organization.

Compliance champions also need to be 
fully aware and updated on the compliance 
program and the laws and regulations affecting 
the company’s businesses. This means that 
compliance champions are not only required 
to attend compliance champions meetings, 
but proactively engage in the discussions and 
contribute to the continued improvement 
of the compliance champion program. 
Additional S.M.A.R.T. goals (i.e., Specific, 
Measurable, Achievable, Results-focused, 
and Time-bound) for compliance champions 
would be implementing their own initiatives, 
previously aligned with the compliance 
officer, to address their function’s specific 
needs, and also providing basic training on 
compliance-related topics.

A robust compliance champion program 
also allows the compliance officer to get 
different views of the business and provides 
the organization the opportunity of having 
not only compliance officers speaking about 
compliance, but business people themselves.

Conclusion
In view of the foregoing, I am convinced that 
an effective compliance champion program 
can add value and play an important role in 
assisting the compliance officer to successfully 
partner with the business, help employees 
do the right thing, protect the company’s 
reputation, and ensure a sustainable growth for 
the organization. ✵
 
Bruno Falcone (brunofalcone@hotmail.com) is Regional Director, Head 
of Compliance, Brazil & Latin America na Takeda Pharmaceuticals in 
Sao Paulo, Brazil.

mailto:brunofalcone@hotmail.com
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Ethics in business is a fundamental topic 
for our times and our society. It inspires 
much debate, but offers little in the way 

of easy solutions. Other than “know thyself,” 
there are no “rules of thumb” or shortcuts to 
learn—hardly an easy task.

 Ethics in business (or the lack 
thereof) continues to dominate the 
headlines. What “ethics” actually 
means in the context of business is 
difficult to ascertain. Does it have 
any practical meaning in a world 
that defines success in terms of 
financial performance and continuing 
growth? Is ethics a movable feast, an 

immeasurable measure of social justice sought 
by many, agreed on by none?

Ethics, I believe, is a very personal concept. 
The idea of what is right and what is wrong 
is something born of the core values we hold 
as individuals. We bring these values into 
society and to our organisational affiliations 
where, conforming to the laws of “force 
and counterforce,” we are influenced by 
interaction in return. Balancing those values 

when they conflict is an ethical tightrope 
that is even more a matter of personal focus 
and conviction.

Group ethics and culture
Ethics is conceptual, yet in need of a clear 
definition that goes beyond the mere rules 
of law. Individually, we can go on a retreat 
or a pilgrimage to search for our values. 
We can write articles and books on the 
subject. Ethics in a business or organisational 
context is more complex, however. An 
organisation has no “spirit” or memory. It 
is a vehicle, and in like manner with a car, 
its ethical condition is a reflection only of 

 » Ethics is conceptual, yet in need of a clear definition that goes beyond the mere rules of law.

 » Leaders, employees, and others must breathe life into what would otherwise translate to platitudes and public 
image exercises.

 » Values that are robust enough to withstand challenge need enforcement, and hence strong leadership. 

 » Analysing and evaluating the impact of decisions and views on one’s stakeholders is an important part of this process. 

 » A company distanced from the consequences of its actions has all the greater need for an ethical decision process, if 
it is to experience enduring success.

by Anthony Smith-Meyer

A definition of ethics 
in business

Smith-Meyer

Ethics, I believe, is a very 
personal concept. The idea 

of what is right and what is 
wrong is something born 

of the core values we hold 
as individuals.
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those who occupy it. These occupants each 
bring their individual values to the table, or 
indeed, behind the wheel. To determine a 
group or organisational ethic, there needs 
to be a conscious and managed discourse 
on values and organisational culture. The 
organisational ethic therefore, is more 
about (1) the process of establishing values 
that people within it can share, and (2) the 
decision-making 
governance 
that ensures 
organisational 
priorities, including 
values, are kept 
alive and respected.

Once 
established, the 
organisation may 
have an ethical 
image, or even a 
“way we do things 
around here” 
ethos within it. An 
organisation does 
have a history and 
a reputation that may attract a certain type 
of employee or engender client loyalty. But it 
has no consciousness of self; this collective 
awareness has to be institutionalised and 
communicated.

This institutionalised culture that 
guides its members has to combine with 
its leadership and others associated with 
the organisation. They have to support 
each other, to breathe life into what would 
otherwise translate to platitudes and public 
image exercises, or meaningless placards on 
the wall.

Organisational values and the ethical 
discourse within an organisation do not, 
therefore, come from any mystical source or 
invisible hand. Nor can they be artificially 
“injected” into the organisation from outside 

influences. For an organisation to have values 
that resonate with its adherents, that have 
moral authority, and that are robust enough 
to withstand challenge, these values need 
enforcement, and hence strong leadership. 
There must be a strong proponent of “doing 
things the right way” on the basis of a 
transparent agenda of values.

Stakeholder 
considerations
Analysing and 
evaluating the 
impact of decisions 
and views on one’s 
stakeholders is an 
important part 
of this process. 
Shareholders, 
employees, suppliers, 
clients, and 
government, along 
with the individuals 
who make up the 
board and the 
executive—all have 

concerns and considerations to be taken into 
account when establishing this agenda of 
values. Such values are not rules however, 
and “the ethical thing to do” is a moving 
target. It depends on many influences, 
including the changing nature of impact on 
stakeholders. It is therefore an ongoing debate 
in a firm, in changing circumstances, where 
the gravity of an outcome can change from 
one moment in time to another, where strong 
values offer the moral compass by which 
difficult decisions can be made.

In nature, there is a concept known 
as the “trophic cascade”. It occurs when a 
change is introduced into the established 
food chain and, similar to chaos theory, 
there is a domino effect on the behaviours 
of others in that food chain as they 

Shareholders, employees, 
suppliers, clients, and 

government, along with 
the individuals who 

make up the board and 
the executive—all have 

concerns and considerations 
to be taken into account 
when establishing this 

agenda of values.
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The market left to its 
own devices is shown to 
fail, again and again, as 
players seek only to gain 
at the expense of others. 

That is the reason we have 
laws and regulations in 

the first place.

adjust to a new reality—to their benefit 
or to minimise their cost. The manner in 
which this cascade shapes itself is nearly 
impossible to predict. What seems true, 
however, is that by introducing a new 
factor into an environment, the ecosystem 
may be strengthened or weakened 
accordingly. Within 
an organisation, 
the awakening and 
strengthening of 
its ethical spirit 
will find its way to 
decision makers at all 
levels, and will have 
surprising impact and 
outcomes. This is hard 
to measure directly, 
if not impossible, but 
it can be observed. 
I myself will stand 
testimony to that.

Logically therefore, an organisation may 
have values, but not a rigid set of ethics. To 
interpret these values and apply them to 
ethical judgement, the firm must, above all, 
“know itself.” In other words, an organisation 
must know its purpose, its value. It must have 
clarity on how it wants to produce and deliver 
that purpose. The meaning of those values 
and their relative importance may change 
over time, in line with society and available 
choices. Values  should never, however, 
be able to be discarded or set aside due to 
temporary inconvenience and self-interest. 
If they are, then this is the road to ethical 
damnation.

All of the above sounds cumbersome. It 
sounds like a lot of hard work. It would be 
fair to ask, why? And why has it become so?

Building a lasting success
There was a time where proximity to 
stakeholders made the consequences of 

one’s actions more obvious, even in an 
unconscious manner. That, however, was 
in the day of local markets and investors, 
where reputations were made and lost on 
observed behaviour, and translated into profit 
or loss in those same markets. The finger, 
therefore, points at globalisation. Consider 

the anonymity 
of the myriads of 
investors behind 
institutional investors 
and the statistical 
veil of market 
segmentation and 
analysis. They leave 
the company isolated 
and in something 
of an ethical bubble. 
Who should they 
work for, if not 
the shareholder? 

However, this is to forget and deny any 
original purpose and aspiration. Enduring 
companies were not created in the desire for 
enrichment alone; the desire was to create 
something to be valued by the founders and 
by its clients.

Reducing the measure of success down 
to net profit for distribution to shareholders 
is a dangerous path. Overemphasis of this 
mindset, and its promotion by radical, free-
marketers who claim that the markets will 
find the best solution for society, etc., are 
(in my humble opinion) lost to reason. The 
market left to its own devices is shown to fail, 
again and again, as players seek only to gain 
at the expense of others. That is the reason 
we have laws and regulations in the first 
place. A world without the reassurance of an 
institutional framework is a distrustful place. 
A company distanced from the consequences 
of its actions has all the greater need for an 
ethical decision process, if it is to experience 
enduring success.
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Don’t forget to earn your CCB CEUs for this issue
Complete the Compliance & Ethics Professional 
CEU quiz for the articles below from this issue:

 · Building an effective compliance 
champion program 
by Bruno Falcone (page 27)

 · Engaging leadership in Ethics and Compliance, 
Part 3: Fostering leadership actions 
by Jason L. Lunday (page 49)

 · Collecting and evaluating effective compliance 
program metrics 
by Timothy Hedley and Ori Ben-Chorin (page 57)

To complete the quiz:
Visit www.corporatecompliance.org/quiz, log in with 
your username and password, select a quiz, and answer 
the questions. The online quiz is self-scoring and you will 
see your results immediately.

You may also fax or mail the completed quiz to CCB:

FAX: +1 952 988 0146

MAIL:  Compliance Certification Board 
6500 Barrie Road, Suite 250 
Minneapolis, MN 55435, United States

Questions?  Call CCB at +1 952 933 4977 or 
888 277 4977

To receive 1.0 non-live Compliance Certification 
Board (CCB) CEU for the quiz, at least three questions 
must be answered correctly. Only the first attempt 
at each quiz will be accepted. Compliance & Ethics 

Professional quizzes are valid for 12 months, beginning 
on the first day of the month of issue. Quizzes received 
after the expiration date indicated on the quiz will not 
be accepted.

The introduction of wolves into 
Yellowstone had consequences beyond 
the expected cull of the deer population. 
It enriched local fauna, increased the bear 
population, created a new habitat for song 
birds, and strengthened the riverbanks. 
Equally, I would argue that the introduction 
of a living, breathing debate around the 
ethics of our organisational behaviour will 
not only reduce the risk of misconduct 
and loss of reputation, but will also have 
a profound impact on the value we create, 
productivity in the long term, and the 
sustainable success of our objectives. Perhaps 
we may even term this unpredictable 

enrichment of our organisational purpose, 
the trophic success for the benefit of our 
company, society, and ourselves. ✵
 

The thoughts and musings of this article are derived 

from the author’s participation in a Round-Table Debate 

on Ethics in Business, which appeared in the Journal of 

Business Compliance, issue 03-04/2015. A transcript of 

the full debate may be obtained for free on their website: 
http://journalofbusinesscompliance.com/download-free-trial.html

 
 
 
 
 
Anthony Smith-Meyer (anthony@smithmeyer.eu) is Editor in Chief of the 
pan-European publication, Journal of Business Compliance, in Luxembourg.

http://journalofbusinesscompliance.com/download-free-trial.html
mailto:anthony@smithmeyer.eu
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Conducting due diligence has been a 
long-standing practice as it relates to 
mergers and acquisitions. However, 

as privacy regulations have changed, many 
due-diligence practices have not necessarily 

kept up with those changes. 
Failure to be current on privacy 
regulations can create problems for 
an organization that conducts due 
diligence if it inadvertently violates 
laws and regulations with potential 
legal ramifications. The concept of 
integrity due diligence continues 
to evolve and mature, especially 
for multinational companies. 
Integrity due diligence has become 
an expected part of the overall 
due-diligence process, due to the 
increased regulatory requirements 
for robust and comprehensive 
compliance programs. More than 
ever, today’s highly-regulated 

business environment reaffirms the need 
to conduct due diligence to meet both 
basic risk mitigation requirements and 
statutory requirements. The U.S. Sentencing 
Commission’s Federal Sentencing Guidelines, 
guidance offered by the U.S. Securities and 
Exchange Commission and the U.K. Ministry 
of Justice, as well as that provided by a 
variety of other non-U.S. regulators feature 
due diligence on specific transactions as well 
as third parties with respect to mitigating 
risks associated with the violation of bribery 
and corruption laws.

Depending on the objectives, there are a 
variety of types and levels of due diligence 
available, such as transactional due diligence 
and third-party due diligence. What is the 
concept of due diligence and why do we 
do it? Furthermore, why does a process 
designed to protect and limit risk also have, 
due to certain regulations, the potential to 
create risk?

Striking a balance: Integrity 
due diligence and data privacy

 » Integrity due diligence has become an expected part of the overall due-diligence process, due to the increased regulatory 
requirements for robust and comprehensive compliance programs.

 » Companies should construct third-party due-diligence programs in consultation with in-country legal and privacy counsel to 
understand what data is allowed to be collected and under what circumstances.

 » Companies leveraging service providers to conduct third-party due diligence should ensure that such checks are conducted 
appropriately.

 » Companies should give careful consideration to their data collection, review, and retention protocols, particularly of foreign 
parties, because data privacy laws and sanctions can differ widely from those in the U.S.

 » Formal guidance for the use of third-party due diligence and monitoring for policy compliance can help companies navigate 
compliance with relevant data privacy, anti-bribery, and corruption laws.

by Guido van Drunen and Tabitha Gaustad

van Drunen

Gaustad
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Defining due diligence
Before assessing the specific risks in relation 
to due diligence and data privacy, it is 
important to understand the definition of 
due diligence. Merriam Webster’s Dictionary 
definition of due diligence is: 2: Research and 
analysis of a company or organization done 
in preparation for a business transaction (as a 
corporate merger or purchase of securities).

There can be a legal obligation to 
conduct due diligence, but the term will 
more commonly 
apply to voluntary 
investigations of 
a particular target 
investment. In short, 
and in most cases, 
due diligence is the 
process whereby 
a buyer assesses a 
potential investment 
or purchase of an 
asset or entity to 
determine if it meets 
their particular 
investment criteria. 
The premise for 
conducting due 
diligence is that it enhances the ability 
for the acquirer to make a better decision 
through the removal of some of the risks 
that naturally exist, due to the asymmetry 
surrounding the possession of information 
about the company to be acquired before an 
investment is made.

Given these explanations, the question 
arises with respect to risk: Are you allowed to 
have that data?

More specifically, integrity due diligence 
can and does take on many different forms 
and/or approaches. Basic due diligence 
conducted on third parties typically includes 
the screening of public records to identify 
the interests those third parties may have 

in corporate entities in order to review and 
better understand the respective corporate 
background and the corporation’s potential 
interests. This type of due diligence also 
seeks to better understand related parties, 
investor information, reputational issues, 
litigation matters, links to illegal activity, 
political and/or government affiliations, 
donations, sanctions, and debarments. 
Enhanced due diligence is generally reserved 
for higher risk relationships or used as 

an aid to resolve 
inconsistencies 
and may include 
interviews and 
site visits.

In operating 
compliance 
programs, 
companies have the 
potential to collect 
information that 
could, independently 
or collectively, be 
considered personal 
or sensitive, such 
as addresses, 
phone numbers, 

and criminal history. There are differing 
requirements for obtaining, collecting, and 
retaining this type of information, which 
are governed separately by each jurisdiction. 
Failure to comply with either anti-bribery 
or data protection regulations can expose 
a company to potential monetary fines 
and criminal penalties. In light of these 
considerations, the issue becomes: How can 
companies simultaneously comply with 
both relevant anti-bribery laws and data 
protection regulations?

Want vs. Need
There is a difference between what a 
company wants to know about a third 

In operating compliance 
programs, companies 
have the potential to 

collect information that 
could, independently or 

collectively, be considered 
personal or sensitive, 

such as addresses, 
phone numbers, and 

criminal history.
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party, what it needs to know, and what it 
is legally allowed to collect. Fortunately, 
regulators generally understand this 
distinction. That said, companies cannot use 
the complex global data privacy landscape 
to avoid performing requisite due diligence. 
According to regulators, companies can be 
misinformed about what is legally allowable 
overseas with respect to data collection.

Achieving compliance
Some commonalities exist among various 
privacy frameworks around the world 
which converge on a number of guiding 
principles, including minimizing the 
collection of information to what is necessary 
and avoiding the collection of personal 
information to the extent possible; limiting 
the use of the data collected to its specifically-
identified, intended purpose; obtaining 
explicit consent from data subjects to collect 
their data; and taking appropriate measures 
in the handling and protection of data 
collected.

One way that companies meet some of 
these global data privacy requirements is to 
leverage the contracting process. Clauses can 
be written into contracts to secure: 

 · Acknowledgement of the company’s 
policies regarding data privacy and anti-
bribery and corruption, and

 · Acknowledgement of the third party’s 
obligations to comply with the company’s 
anti-bribery efforts, such as due 
diligence, training requirements, and 
certification processes.

To account for this, companies should 
construct third-party due diligence programs 
in consultation with in-country legal and 
privacy counsel to understand (1) what 
data is allowed to be collected and, more 
importantly, (2) under what circumstances 
the data is allowed to be collected. This 

consultation should extend beyond a 
discussion of acquiring the data and should 
detail what restrictions, if any, apply once the 
data is collected, including those impacting 
use (distribution) and retention.

The regulators are watching
Although these measures to achieve 
compliance may sound overly burdensome 
and problematic, regulatory scrutiny is such 
that this level of diligence is very necessary. 
For example, the French data authority 
Commission nationale de l’informatique et 
des libertis (CNIL) reiterated that:

subject to international treaties or 
accords and to applicable laws and 
regulations, all persons are prohibited 
from requesting, seeking or transferring, 
whether verbally, in writing or in any 
other form, any documents or information 
of an economic, commercial, industrial, 
financial or technical nature intended to 
serve as evidence in foreign criminal or 
administrative litigation procedures.1

Additionally, although France may 
have a reputation in this area, it is not 
the only country or jurisdiction that is 
working on the issue. For example, the 2009 
amendments to the German Federal Data 
Protection Act provide that German data 
protection authorities may order cessation 
of the collection or processing of data 
and assess fines of up to 300,000 euro for 
violations of local law. In addition, certain 
countries have enacted blocking statutes 
that explicitly prevent disclosure of certain 
categories of information and entail harsh 
criminal sanctions for its transfer abroad.

Finally, we may also consider the fairly 
recent case in China in which Peter Humphrey 
and his wife were sentenced to prison 
terms for various violations as part of the 
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activities they undertook in the operation of 
their due diligence business.2 A Shanghai 
court convicted Mr. Humphrey and his 
wife, Yu Yingzeng, of illegally purchasing 
personal information on Chinese citizens. 
The trial, verdict, and sentencing were 
closely watched for their implications on the 
treatment of business data. Mr. Humphrey 
was sentenced to two-and-a-half years of 
incarceration and fined. The case involving 
foreign investigators, according to the Chinese 
government, highlights legal risks—such 
as violating privacy or state-secret laws—of 
holding or relaying personal information of 
Chinese citizens. Anxieties are already high 
among firms that specialize in or depend on 
due-diligence background checks on potential 
business partners and employees; for example, 
to avoid running afoul of corruption legislation 
like the U.S. Foreign Corrupt Practices Act.

The examples above represent three 
jurisdictions with three distinct different 
risks that can be faced by those conducting 
due diligence offshore. One should note these 
jurisdictions are all Top 10 economies, making 
them impossible to ignore. 

Using service providers
Companies leveraging service providers to 
conduct third-party due diligence should 
ensure that such checks are conducted 
appropriately. Questions organizations 
might consider asking their third-party 
due-diligence providers include, but are not 
limited to:

 · What measures does the service provider 
use to comply with data protection and 
privacy laws?

 · What types of data does the service 
provider typically collect?

 · Are there any limitations on the types 
of data the service provider can collect 
in certain jurisdictions due to lack 
of permissions?

 · What does the service provider retain (e.g., 
with respect to non-public data sources)?

 · What collected data may be transferred 
outside of collection jurisdiction?

 · What protocols does the service provider 
observe in these transfer situations?

Companies should be prepared to 
offer due diligence service providers their 
legal frameworks for data protection and 
data privacy to help ensure consistent and 
appropriate delivery of services.

Piecing it together
Companies should give careful consideration 
to their data collection, review, and retention 
protocols as they relate to due diligence, 
particularly of foreign parties that are 
subject to data privacy laws and sanctions 
that can differ widely from those in the U.S. 
Establishing formal guidance concerning 
the use of third-party due diligence and 
monitoring the actual practice for policy 
compliance can be an effective way for 
companies to navigate compliance with 
relevant data privacy, anti-bribery, and 
corruption laws. Importantly, there is no one-
size-fits-all, and different jurisdictions present 
different risks. The way to address the issue 
is to carefully navigate the requirements 
that will enable one to execute due diligence 
effectively without running afoul of another 
regulatory authority. As data privacy 
continues to evolve globally, companies should 
revisit their due-diligence program protocols 
to ensure on-going compliance. ✵
 
 
1.  Katherine Morga: Data Privacy and the Foreign Corrupt Practices 

Act: A Study of Enforcement and Its Effect on Corporate 
Compliance in the Age Of Global Regulation. May 2013. Available at 
http://bit.ly/scholarship-law.

2.  Carrie Gracie: “Investigator Peter Humphrey warns over GSK China 
ordeal” BBC News, July 10, 2015. Available at http://bit.ly/GSK-China

 
Guido van Drunen (gvandrunen@kpmg.com) is a Principal in KPMG LLP’s 
Forensic Advisory Services in Seattle, WA.

Tabitha Gaustad (tabithagaustad@kpmg.com) is a Director in Forensic 
Advisory Services at KPMG LLP in Santa Clara, CA.

mailto:gvandrunen@kpmg.com
mailto:tabithagaustad@kpmg.com
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On average, the bribes 
equaled nearly 11% of the 

total value of a transaction 
and 34.5% of profits.

Drago Kos, the chairman of the 
OECD’s Working Group on Bribery, 
gave us a preview of what to expect 

when he spoke at the SCCE CEI in October. 
Enforcement, enforcement, enforcement. And 
a focus on whistleblowers.

The Organisation of Economic 
Cooperation and Development is 
a “club” of 34 countries around 
the world, dedicated to economic 
development. The OECD Convention 
on Combating Bribery came into 
effect in 1999 and has been adopted 
by 41 countries, including Argentina, 

Brazil, Russia and South Africa. It is the 
reason we have the UK Bribery Act and anti-
corruption laws in nearly every country in 
which we do business. The Working Group is 
comprised of representatives of each country 
and acts as a peer review (and peer pressure) 
group, checking what each country is doing 
and encouraging it to do more.

Many of us remember vividly the BAE 
deal to sell fighter jets to Saudi Arabia and 
the allegations of corruption involving a 
Saudi prince. The Serious Fraud Office (SFO) 
in the UK dropped its investigation under 
intense pressure from the British and Saudi 
governments. The U.S. DoJ stepped in, and 
BAE pled guilty to charges of false accounting 
and making false statements in connection 
with the deal. To put it mildly, the U.K. had 
egg on its face, particularly with the U.S. and 
other OECD members. Parliament adopted the 
UK Bribery Act the following year.

Since then, the Working Group on Bribery 
has been quietly applying pressure behind 
the scenes to encourage every member state 

to step up its investigations and prosecutions 
of bribery cases. Mr. Kos and Chuck Duross, 
a former US representative to the Working 
Group, tell us that sharing of information 
among national agencies is constantly 
improving. Witness the Alstom case which 
began with an investigation in Switzerland 
and has led to enforcement action in the U.S. 
and U.K., HP in Germany, Yarra in Norway. 
Stay tuned. The Working Group seems to be 
getting real traction.

It also published a report on foreign 
bribery that may make interesting reading for 
compliance officers. In the majority of cases, 
bribes were paid to obtain public procurement 
contracts. The next most frequent were bribes 
to customs officials. On average, the bribes 
equaled nearly 11% of the total value of a 
transaction and 34.5% of profits. As someone 
once said of Siemens, if you’re paying that 
much in bribes, you need a better business 
model. And if your management tells you they 
don’t need training (“Why don’t you focus 
on the people three and four levels down?”), 
tell them that in 41% of cases, bribes were 
paid or approved by senior management, not 
infrequently by the CEO. ✵
 
 
Sally March (sjmarch10@gmail.com) is Director, Drummond March & Co, 
in London.

A VIEW FROM ABROAD

by Sally March

Coming soon

March
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Congratulations
 Newly certified designees!

Achieving certification required a diligent effort by these individuals. CCEP certification denotes a professional with sufficient knowledge of 
relevant regulations and expertise in compliance processes to assist corporate industries in understanding and addressing legal obligations. 
Certified individuals promote organizational integrity through the development and operation of effective compliance programs.

 · Jennifer L. Anderson

 · Michelle L. Baker

 · Rachel Barack

 · Mary A. Blomfeldt

 · Joel E. Blumenfeld

 · Kelley M. Bott

 · Matthew S. Branson

 · Christiane M. Bustillo

 · Abby C. Callahan

 · Andrew B. Casteel

 · Jacqueline M. Comeau

 · Janki Darity

 · Marc W. Dionne

 · Monto Dogra

 · Richard T. Doherty

 · Shannon L. Dunlap

 · Cesar Duran

 · Mikael S. Eliasson

 · Amy J. Gall

 · Nancy M. Gregory

 · Diana T. Gries

 · Kimberly L. Hall

 · Brooke A. Hopkins

 · Patricia L. Houser

 · David R. Keys

 · Anthony W. Kuhl

 · Karen J. Kulwin

 · Diana K. Lehman

 · Shannon M. Linnemann

 · Dirk Lobenbruck

 · Kelly London

 · David M. Love

 · Charles J. Mazer

 · Lisa McArdle

 · Kristina Mise

 · Richard T. Mohr

 · Rocky W. Nethercot

 · Jill A. Pittman

 · Kevin M. Robertson

 · Nisha Sawhney

 · Matthew C. Smith

 · Michael V. Sosso

 · Judith W. Spain

 · Katy Spencer

 · Karyn L. Spertzel

 · Kenneth Takaidza

 · Wendy Thibodeaux

 · Rebecca J. Ublish

 · Julie A. Uram-Missler

 · Blake R. Vrooman

 · Lisa A. Wilson

 · Regina C. Wilson

The individual who earns CCEP-I certification is a professional with knowledge of relevant international compliance regulations and has 
expertise in compliance processes sufficient to assist corporate industries in understanding and addressing legal obligations, and promoting 
organizational integrity through the operations of an effective compliance program.

 · Nakia R. Whitehead

The Compliance Certification Board (CCB)® offers opportunities to 
take the CCEP and CCEP-I certification exams. Please contact us 
at ccb @ compliancecertification.org, call +1 952 933 4977 or 
888 277 4977, or visit www.compliancecertification.org.
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Become a Certified  
Compliance & Ethics 
Professional (CCEP)®

There’s never been a tougher or better time to be 
a part of the Compliance and Ethics profession. 
Budgets are tight, governments around the world 
are adding new regulations, public trust  
in business is low, and employees are tempted to  
cut corners.

As a Certified Compliance and Ethics Professional 
(CCEP) you’ll be able to demonstrate your ability 
to meet the challenges of these times and have the 
knowledge you need to help move your program 
and your career forward.

Learn more about what it takes to earn the CCEP at 
www.compliancecertification.org/ccep

• Broaden your professional qualifications

• Increase your value to your employer

•  Gain expertise in the fast-evolving 
compliance field

Hear from 
your peers
Kimberly M. Gates, CCEP, CCEP-I 
Risk Management Program, Lead  
Morpho Detection, LLC 
Newark, CA  USA
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1)   Why did you decide to get 
CCEP certified?

I have both the CCEP and CCEP-I 
professional certifications. I work 
for a global company in a highly 
regulated industry. Our chief 
compliance officer saw the value 
of receiving training and having 
certifications in both areas. This 
support and endorsement was critical 
to my attending the Academies and 
sitting for both exams.

2)   Do you feel that holding the CCEP 
certification has helped you?

Yes. I wish to grow my career within 
the Compliance & Ethics field with 
a 3-5 year goal to become Chief 
Compliance and Ethics Officer at a 
medium/large global company.

3)   Would you recommend that your 
peers get certified?

Yes, I would absolutely recommend 
anyone working within the C&E field 
obtain this certification. In addition, 
I recommend peers attend their 
Regional Conference, CEI national 
conference, and webinars to fine 
tune their knowledge and skills. 
Plus, the opportunity to network and 
recharge with talented and like-
minded colleagues is priceless.



Share your expertise.
Compliance & Ethics Professional is published monthly 
by the Society of Corporate Compliance and Ethics (SCCE). 
For professionals in the field, SCCE is the ultimate source of 
compliance and ethics information, providing the most current 
views on the corporate regulatory environment, internal 
controls, and overall conduct of business. National and global 
experts write informative articles, share their knowledge, 
and provide professional support so that readers can make 
informed legal and cultural corporate decisions.

To do this, we need your help!
We welcome all who wish to propose corporate compliance 
topics and write articles.

CERTIFICATION is a great means for revealing an individual’s 
story of professional growth! Compliance & Ethics Professional 
wants to hear from anyone with a CCEP, CCEP-I, or CCEP-F 
certification who is willing to contribute an article on the 
benefits and professional growth derived from certification. 
The articles submitted should detail what certification has 
meant to the individual and his/her organization.

Earn CEUs! 
The CCB awards 2 CEUs to authors of articles published in 
Compliance & Ethics Professional.

If you are interested in submitting an article for 
publication in Compliance & Ethics Professional, 
email liz.hergert @ corporatecompliance.org .

Compliance & Ethics
Professional

®

a publication of the society of corporate compliance and ethics www.corporatecompliance.org

December

2015

Meet Kenny Rogers

Director, Ethics and Business Conduct 

Huntington Ingalls Industries  

in Newport News, VA 
 

See page 14
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Contracting and 

Compliance: Every business 
needs a contracting policy

MaryEllen O’Neill

35
Striking a balance: Integrity 

due diligence and data privacy
Guido van Drunen and  

Tabitha Gaustad

27
 Building an 
effective compliance 
champion program

Bruno Falcone

31
A definition 
of ethics in 

business
Anthony Smith-Meyer

Topics to consider include:
 · Anticipated enforcement trends

 · Developments in compliance and ethics and 
program-related suggestions for risk mitigation

 · Fraud, anti-bribery, and anti-corruption

 · Securities and corporate governance

 · Labor and employment law

 · Anti-money laundering

 · Government contracting

 · Global competition

 · Intellectual property

 · Records management and business ethics

 · Best practices

 · Information on new laws, regulations, and 
rules affecting international compliance 
and ethics governance

CALL FOR 
AUTHORS

Please note the following upcoming 
deadlines for article submissions:

 · January 4

 · March 1

 · February 1

 · April 1
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Given the fact that no two businesses 
are exactly alike, even if they are 
in the same industry, it would be 

hard to come up with a comprehensive 
list of policies every business must have. 
However, every business, no matter its size or 
type, must go to the marketplace to procure 
products or services at some time, and in so 
doing enters into contracts, a process which 
is rife with potential issues and difficulties. If 
the business is a government contractor, the 
issues and potential pitfalls increase tenfold. 
Therefore, in addition to a code of conduct, 
a good contracting policy is a must for 
every business. This policy should address 
every stage in the contracting lifecycle, 
from the identification of the need until 
the end of the contract. A good contracting 
policy is essential to assuring sound legal 
contracting practices within a business.

The size and nature of a business will 
govern the details of its contracting policy.
Below are suggested elements for a good 
contracting policy.

Initiation/RFP
The first concept a good contracting policy 
should address is when a contract is needed 
for the purchase of services and goods. A 
business’s risk tolerance will help determine 
whether a contract is required for every 
purchase, or if a contract will be required for 
certain types of purchases and/or purchases 
over a particular dollar threshold. For 
example, a business might determine that all 
purchases of goods in excess of $10,000 require 
a contract. It might also determine that all 
purchases of services, such as consulting or 
temporary employment agencies, etc., require 
a contract regardless of the dollar amount. 

After delineating which purchases 
require contracts, the next point a policy 
should address is how to initiate the 
contracting process once the identification 
of the need is made. A business should 
clearly determine and detail what it wants 
before it goes to market. This step is often 
accomplished with a Request for Proposal 
(RFP). A good RFP details exactly what the 

Contracting and Compliance: 
Every business needs a 
contracting policy

 » Every business must at some point procure goods or services from another business.

 » Contracting is fraught with legal and financial risks.

 » A business must be able to clearly and accurately detail what it wants/needs before going to market.

 » A good contracting policy should cover the entire lifecycle of a contract.

 » A successful contracting process is directly related to the amount of effort put into the process.

by MaryEllen O’Neill, JD, CCEP, CSSGB
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business is looking for, as well as when and 
how it wants the goods or services delivered. 
Clearly and accurately detailing the “what, 
when, and how” is critical to actually 
receiving the desired end result. Vendors 
will respond to the information provided 
in the RFP. If a business asks for the wrong 
product/service to be provided at the wrong 
place, in the wrong manner, or at the wrong 
time, then that is 
what it will get. 
Junk in equals junk 
out. The amount 
of time and effort 
spent clearly and 
accurately detailing 
in the RFP what is 
required is reflected 
in the responses 
to the RFP and 
the success of the 
contracting process.

Once the RFP 
completed, it is ready 
to be sent to vendors. 
A contracting policy 
should provide guidelines for how the 
RFP should be sent out, and the minimum 
number of competitive vendors it will be 
sent to. The policy should also address how 
the business will respond to questions or 
issues raised by the vendors in this initial 
stage. Once the responses are received, 
they have to be evaluated. The contracting 
policy should outline the requirements 
for evaluating the vendors’ responses. The 
nature and complexity of a business and the 
procured products and services should be 
a determining factor in the development of 
these requirements.

Contract review prior to execution
Once a vendor is selected, the next step is to 
negotiate the contract. Assuring a contract 

protects all of a company’s interests, limits 
its liabilities, and is in compliance with 
the company policies as well as with laws 
and regulations, is not a one-person job. 
There should be several subject matter 
experts (SMEs) who review and sign-off on 
a contract before it is executed, and a good 
contracting policy will recognize this. The 
actual cost of a contract should not be the 

determining factor 
of who reviews a 
contract; the cost 
of a contract’s 
failure or the 
cost if problems 
arise are often far 
higher than the 
initial contract 
cost. Many issues 
with a contract can 
be identified and 
remedied before a 
contract is signed, 
if it is reviewed 
appropriately. 
There are serval 

different SMEs whose review of the contract 
should be in the contract review process.

The business unit requiring the purchase
The business unit that requires the purchase 
is the only group that truly knows what it 
wants, when, and how it wants the product 
or service. This unit has to review the 
contract to make sure it is getting exactly 
what it wants. A business unit should not 
be allowed to identify a need and a budget, 
then walk away, only to come back later to 
say the contract does not provide them with 
what they wanted. It is easier and cheaper to 
negotiate what you want in a contract before 
it is signed. It will almost always cost more 
to amend the contract to change what, when, 
or how you want your product or service.

Once a vendor is selected, 
the next step is to negotiate 

the contract. Assuring a 
contract protects all of 
a company’s interests, 

limits its liabilities, and 
is in compliance with the 

company policies as well as 
with laws and regulations, 

is not a one-person job.
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Legal
Every business has standard contracting 
legal provisions; those lines in the sand 
they have drawn to limit their liability 
if something goes wrong. So obviously, 
when two businesses come together in the 
contracting process, those drawn lines are 
going to be pushed around a bit. Does the 
business care if a dispute over the contract 
is heard in one state’s court system versus 
another? Yes. The location can make a big 
difference if it 
results in one party 
having a “home 
court advantage,” 
or if a state’s 
previous court 
rulings would 
favor one party, or 
if the court system 
lacks experience 
with the contract 
subject matter. 
It may make a 
difference if it 
simply means the 
business will have 
to travel across 
country to argue a 
dispute. Similarly, it makes a big difference 
whether disputes are resolved through 
litigation or through binding arbitration. 
If binding arbitration is used, how many 
arbitrators will be on the panel and who 
appoints them? What about the limits on 
liability—where should they be placed? 
These and so many other legal liability 
provisions should be reviewed by a lawyer.

Finance/Tax
All purchases have a financial impact 
and the larger the purchase, the larger the 
implication. Given this, someone in the 
Finance department should be involved in 

the review of a contract before a contract 
is finalized.

Risk
Someone in the business should also review 
the contract to see how it fits within the 
company’s risk tolerance profile. Does the 
contract contain a provision that requires the 
vendor to maintain insurance? If yes, are the 
required insurance policy types applicable 
to the contract subject matter? Are the 

insurance policy 
limits sufficient in 
the event of an issue 
with the product 
or service?

IT
Regardless of how 
sincerely a business 
unit may believe 
it has its own IT 
“experts” or has 
its own IT “special 
needs,” all contracts 
that touch IT in 
any way (e.g., off-
the-shelf software, 
cloud applications, 

specially created applications, hardware) 
should be reviewed by the IT department to 
determine how the proposed purchase fits 
within the business’s overall IT structure, 
strategy, security practices, and to assure 
a consistent approach to building and 
maintaining an IT environment. The IT 
department may be able to alert a purchaser 
that the product or services are already being 
provided in the same or similar manner in 
another business unit, and instead of entering 
into a new contract, all that is required is 
to amend an existing agreement to expand 
the provided services. Too often multiple 
departments enter into multiple licenses 

The IT department may be 
able to alert a purchaser that 
the product or services are 
already being provided in 

the same or similar manner 
in another business unit, and 
instead of entering into a new 
contract, all that is required 

is to amend an existing 
agreement to expand the 

provided services.
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for similar products, because there was no 
cohesive oversight, or there was a failure to 
follow the oversight requirements. Because 
the contracts were negotiated separately, the 
end result, is that businesses wind up with 
different legal liabilities and obligations, and 
end up paying more for the various licenses 
than it would have had it entered into one 
enterprise contract.

Compliance
A multitude of 
different external 
and internal 
compliance 
matters should be 
reviewed for by 
the Compliance 
department before 
a contract is signed. 
Some potential 
basic issues are: 
Does entering into 
the contract breach 
any of the business’s 
policies? Do any 
of the business’s policies or processes have to 
be changed once the new product or service 
is implemented? Is the proposed contract in 
conflict with other contractual or business 
arrangements? Will the contract create an 
issue with regulatory authorities? Are there 
employee or customer privacy concerns that 
need to be reviewed and addressed? Are there 
security issues? Given the numerous potential 
issues, a business should consider bringing 
in the Compliance department at the very 
beginning of the contracting process and not 
just in the final review stages.

Other review
Depending on the contract, other departments 
may be called upon to provide their expertise. 
For example, HR may be called upon if 

the contract is going to impact employees 
or retirees.

Contract oversight
A contracting policy should not end with a 
contract’s execution. The policy should have 
provisions pertaining to contract maintenance, 
audit, and termination. Contract management/

oversight (from 
identifying the need 
through contract 
execution, into 
implementation, and 
through termination)  
is managed by 
various offices within 
businesses. Some 
companies allow 
each business unit 
to manage its own 
procurement process, 
but other companies 
have a separate 
purchasing business 
unit to oversee and 
manage contracting 

and contracts for the entire company. 
Regardless of where the responsibility lies, it 
is important to make sure not only that the 
product or service contracted for is delivered, 
but that the terms of the contract are being 
adhered to. A good contracting policy should 
provide for some sort of audit of at least a 
portion of current contracts each year to make 
sure the terms are being followed.

Contract termination and post-contract 
termination disposition
Finally, a contracting policy should address 
what happens to the contract’s documents 
once the contract is terminated, whether 
because it has been completed or for cause, 
including how long to retain the contractual 
record. This part of the policy may simply 

The policy should have 
provisions pertaining to 

contract maintenance, audit, 
and termination. Contract 

management/oversight 
(from identifying the need 
through contract execution, 
into implementation, and 
through termination) is 

managed by various offices 
within businesses.
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refer to a company’s document retention 
policy. If a retention policy does not exist, the 
contracting policy should include specific 
periods of time that contracts should be 
maintained. The retention period may vary 
depending on the contract subject matter, 
the reason for termination, as well as laws 
and regulations with which the business 
must comply.

Conclusion
Crafting a contracting policy may be difficult, 
because a good contracting policy by its nature 
is complex; it must address so many different 

issues in a manner that satisfies all of a 
business’s contracting requirements and needs 
appropriately. However, taking the time and 
effort to create a policy that addresses your 
company’s contracting needs and risks will 
help prevent many contracting issues later. ✵

 
The views expressed herein are the author’s own and 
are not meant to represent those of any other individual, 
organization, or company.

 
MaryEllen O’Neill (meoneill@hotmail.com) has more than fifteen years’ 
experience as a Compliance Officer and is a self-employed consultant in 
Washington DC.
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Parts 1 and 2 of this series on engaging leadership in 
ethics and compliance focused on why leaders may be 
reluctant to address ethics and compliance and how the 
E&C staff can effectively engage leaders in this mission. 
This article discusses how E&C staff can help leaders to 
take specific actions that support those goals.

Once ethics and compliance (E&C) 
staff have made a case to leaders 
for the importance of ethics and 

compliance and engaged them through 
learning about their styles, priorities, and 

needs, the real work begins in 
getting leadership to reinforce 
ethics and compliance. (Note: 
For this article, I use the terms 
“ethics and compliance” but in 
any company, other terms may 
resonate better, such as integrity, 
responsible conduct, responsible 

business, or another term.) Such efforts 
take an organization a long way toward 
creating and sustaining a strong leadership 
tone at all levels in support of a robust 
ethical culture. And although E&C staff 
can tell leaders what they need to do and 
even get them to commit to take these 
steps, without the guidance, tools, and 
resources to actually take action, leaders’ 
good intentions likely will dissipate or 
outright fail.

An important hurdle to help 
leadership overcome is the mistaken 
perception of the required time 
commitment. Even leaders who support 
E&C goals may be reluctant to devote 
much time, given other pressing 
priorities. This is short-term thinking. 
Festering, unaddressed issues likely will 
balloon into larger ethics and compliance 

Engaging leadership in Ethics 
and Compliance, Part 3: 
Fostering leadership actions

 » Having a clear understanding of why leaders may not actively reinforce a compliant culture, ethics and compliance (E&C) 
staff can help leaders take actions that set the right tone for their subordinates.

 » E&C staff can provide leadership with assistance and resources to demonstrate their commitment, actively communicate 
about it, and support the overall ethics and compliance management system.

 » E&C staff also can guide leaders with their efforts to reinforce their own subordinate leaders’ responsibilities down to front-
line managers.

 » E&C staff needs to regularly gather data on leadership’s efforts at reinforcing ethics and compliance to identify what does 
and does not work and the challenges leaders continue to face.

 » Using outcomes from this data collection, E&C staff can continue to provide leadership with updated tools and resources to 
help them more effectively reinforce ethics and compliance.

Lunday

by Jason L. Lunday
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failures, which most assuredly will 
occupy significant time to correct. An 
ounce of prevention most certainly is 
worth a pound of cure. Leaders will 
need to address these issues anyway, and 
reinforcing E&C issues upfront typically 
involves much less time and effort than 
after simple questions or concerns turn 
into major problems. In fact, the basics of 
E&C reinforcement do not need to be time 
consuming at all; upfront reinforcement 
should not involve substantial time, 
but rather involves 
using minimally 
incremental time 
alongside other 
leadership activities.

E&C staff 
first needs to help 
leaders recognize 
that ethics and 
compliance leadership 
involves important 
competencies and 
skills. Because of the 
profound influence 
that a leader has over 
his/her subordinates 
and other junior staff, a leader must set a 
tone of responsible conduct for staff. The 
E&C function needs to help leadership 
develop and demonstrate the following 
key skills, including:

Walk the walk
Employees may listen to what leaders say, 
but they really watch what leaders do and 
take their cues from observed behaviors. 
Nothing undermines E&C objectives 
faster than a manager saying one thing 
and then doing the opposite. E&C staff 
needs to help leaders understand how 
to demonstrate responsible conduct that 
others will see.

Consistently and demonstrably 
act responsibly
Leaders need to avoid taking actions that 
others may interpret wrongly, such as 
taking shortcuts that may appear to violate 
standards of conduct. Instead, they should 
find responsible solutions that support 
both corporate priorities and standards of 
conduct. Leaders need to be explicit about 
their activities and, as warranted, take the 
time to clarify their actions to staff to help 
them understand.

Seek guidance 
themselves
At times, all 
individuals need 
assistance regarding 
E&C issues; this is 
how we develop 
as professionals. 
An important 
hallmark of leaders 
is when they know 
they benefit from 
others’ help; it is 
also an important 
lesson to convey to 

subordinates. What’s more, leaders should 
provide examples of when they sought 
guidance, such as from Legal, Human 
Resources, E&C staff, or even their own 
manager. Doing so makes it acceptable to 
subordinates to do the same.

Raise questions about past or 
prospective business practices
This is especially a job of leaders—to find 
and solve problems to help the company 
avoid damage and improve operations. Even 
when encouraged to do so, employees still 
look to leadership to see if it is acceptable 
to raise concerns. A skilled leader does not 
jump immediately to accusations, but rather 

Nothing undermines 
E&C objectives faster than 

a manager saying one 
thing and then doing the 
opposite. E&C staff needs 
to help leaders understand 

how to demonstrate 
responsible conduct that 

others will see.
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raises questions and concerns thoughtfully 
to identify a problem and its root cause and 
investigate possible solutions.

Talk the talk
Leaders need to regularly and effectively 
communicate about ethics and compliance—
their actions need to be reinforced by their 
words. This communication accomplishes 
multiple objectives: It reinforces senior 
leadership’s commitment, it balances the what 
to accomplish with how to accomplish it, it 
keeps E&C at the front of employees’ minds, 
it builds trust between leaders and their 
subordinates, and it provides “permission” 
for staff also to talk about these issues 
themselves. E&C staff can guide leaders 
regarding what, when, and how to talk about 
ethics and compliance.

What to talk about
Leaders should both communicate about 
and discuss ethics and compliance issues by 
building their skills with the following:

 · Talk about E&C benefits and 
commitments. Discuss the company’s 
and the leader’s own commitments to 
corporate values and E&C objectives 
and the benefits that come from this 
commitment. Tie E&C benefits to 
overarching corporate objectives and 
priorities, such as increased customer 
loyalty, greater employee discretionary 
effort, and improved relations with 
other stakeholders.

 · Discuss past and prospective E&C 
challenges. These challenges are a 
natural part of any job, so all employees 
should expect to encounter them. Leaders 
should make employees comfortable with 
identifying, assessing, and resolving 
these issues. A leader should regularly 
raise examples of past challenges that 
he/she and other leaders confronted 

and possibly may face going forward. 
Leaders can talk about the following to 
encourage staff to learn from their or 
others’ experiences:
a. Past company experiences that either 

reinforced responsible conduct or 
showed the pitfalls of not acting 
responsibly. (In certain cases, it will 
be helpful to first check with the 
Legal department before discussing 
sensitive topics.)

b. Their own or other leaders’ past 
experiences at other companies.

c. Competitors’ or other companies’ 
experiences.

d. Experiences of family, friends, or 
colleagues at other companies.

 · Talk about one’s own decision-making 
process. Leaders also should share with 
subordinates how they make responsible 
decisions, their intentions in doing so, 
and what guided them to this decision 
(e.g., corporate values, code of conduct).

 · Discuss E&C resources. In addition 
to leaders using resources themselves, 
leaders should let staff know it is not 
only all right to use these resources, 
but it is expected that they do so—that 
the company’s and their own success 
depends on it. Convey that no one can 
or is expected to have all the answers; 
what is important is that staff can identify 
when to seek out needed help. Leaders 
can talk about their own experiences in 
how and why they sought help or the 
problems that occurred when they did 
not and should have done so. Leaders 
should let staff know using resources is a 
strength that shows mastery of resource 
management, not a sign of weakness. 
These discussions also can help staff 
to remain vigilant for emerging issues 
if they know what their superiors have 
encountered and the related ramifications.
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When to talk about it
Leaders should be talking about the above 
topics everywhere and anywhere they talk 
about business so that employees see E&C 
issues are integral to business strategies 
and operations. What is important is to link 
E&C with other business goals and priorities 
to convey that leadership sees the two as 
complementary. Leaders should raise E&C 
issues regularly at staff meetings, in one-
on-one meetings with staff when setting 
performance objectives, when discussing 
project objectives and plans, when reviewing 
operational results and assessments, and 
in performance evaluation discussions. It 
is easier to raise these issues as they are 
emerging, rather than after they become 
full-blown problems.

How to talk about it
Leaders have many options for how to talk 
about these E&C issues. They can share 
personal experiences with current or former 
employers, whether they were successful 
outcomes or “lessons learned.” Leaders can 
pass down senior leadership’s stories. Leaders 
might share stories of friends and professional 
colleagues (assuming they have permission 
from the original storyteller). Leaders also 
might ask staff questions about how they 
would act responsibly in a given situation, 
inquire about options, and the reasons that 
support the options (this is less risky than 
asking for their final answer).

Recognize the conduct  of others
Employees are motivated when they are 
recognized by their leaders. Recognizing them 
also helps to turn positive actions into ongoing 
behaviors. Leaders can recognize others’ 
responsible decisions and actions when they 
occur, such as:

 · Complimenting colleagues (e.g., in person, 
in a memo to their manager).

 · Recognizing subordinates or other junior 
employees through performance reviews, 
awards, or recognition in a staff meeting.

 · Communicating about responsible 
employees and actions up the chain; 
let your senior leaders know who is 
upholding the company’s commitment 
to E&C.

 · Being honest and complete in performance 
evaluations. If the evaluation does not 
have a section for ethics and compliance, 
consider commenting on this issue under 
the premise that it is an essential skill 
for company employees as outlined in 
the company’s code of conduct. Lobby 
the company to add a section on ethics 
and compliance to highlight it as an 
important skill.

Likewise, employees’ irresponsible 
action also should be identified, albeit in 
a different way. This should be done with 
proper consideration, especially given any 
needed confidentiality issues. If the action 
was unintended, then the employee should 
be corrected. If intentional, the employee 
should be reprimanded and corrected. Human 
Resources and E&C staff can help leaders with 
how to handle these situations constructively, 
so that the employee is properly corrected, 
the appropriate message is conveyed, and the 
organization’s risk is mitigated.

As with anything that is managed, leaders 
can track their progress. They can record 
how often they compliment subordinates, 
whether verbally, through a department 
memo, or a note to the employee’s personnel 
file. They also can institute their own annual 
performance step of evaluating an employee 
on their commitment to E&C goals.

Provide guidance for questions and concerns
It is not enough to provide guidance to staff 
on ethics and compliance issues when they 



+1 952 933 4977 or 888 277 4977  www.corporatecompliance.org 53

C
om

p
li

an
ce

 &
 E

th
ic

s 
P

ro
fe

ss
io

n
al

®
 

 D
ec

em
be

r 2
01

5

ask—leaders need to seek out opportunities 
to provide this guidance. At any one time, 
it is unlikely that everything is operating 
smoothly. It is more likely that some staff 
are not asking questions or communicating 
concerns or problems that are festering 
that can lead to bigger problems down the 
road—which a leader does not want to learn 
about the hard way. It requires effort, but 
is far better to learn of challenges early on, 
when they can be evaluated, prioritized, and 
appropriately resolved. So, a leader needs to 
be constantly vigilant and can do so through 
these approaches:

 · Communicate that your door is open for 
questions and concerns—and mean it.

 · At meetings, query staff about emerging 
problems. Encourage any reluctant staff to 
talk with you after the meeting.

 · During one-on-one meetings with 
staff, solicit questions or concerns when 
individuals may be more likely to talk in 
private about sensitive issues.

 · In staff memos, again solicit questions 
or concerns about E&C issues that could 
undermine successful operations.

 · Tell stories that recognize staff who have 
raised questions or concerns that helped 
to address problems early on before they 
became bigger problems.

When subordinates do ask for guidance, 
help them to walk through a problem 
assessment and decision-making process. 
This helps to make them better decision 
makers. Help them by asking:

 · What information can they reference to 
help them?

 · What issues should factor into 
their decision?

 · In this situation, what responsibilities 
does the company have, and to whom?

 · What are the possible consequences of 
each decision?

 · What alternatives are available?
 · What is likely the best choice?
 · Who else might they check with 

regarding their intended response to 
the issue?

Also, leaders should support staff who 
raise concerns by backing their actions. If a 
leader agrees with his/her staff’s concerns, 
the leader has the ability to add muscle to the 
issue through their leadership credibility.

A 2013 Ethics Resource Center nationwide 
survey found that 82% of employees’ reports 
of suspected misconduct are made to their 
manager.1 Given this fact, leaders should 
be trained specifically how to respond to 
reports of suspected misconduct and not to 
attempt to bootstrap a response. E&C staff 
should specifically educate leaders on how 
to receive these reports and follow up with 
the employees who made reports. This is 
a sensitive topic that places a company at 
higher liability if not properly handled.

Support the E&C system
Leaders should be supporting corporate 
systems designed to foster ethics and 
compliance. These include policies, 
procedures, and resources. To support these 
systems, leaders can:

 · Identify E&C training relevant to 
subordinates, and encourage staff to take 
required training; recommend voluntary 
training as needed.

 · Provide guidance and reporting to assist 
your employees in applying the values, 
code of conduct, policies, and other 
related expectations.

 · Monitor employees’ activities for signs 
of needed assistance with questions 
or problems.

 · Use performance evaluations to 
review subordinates’ responsible or 
irresponsible conduct.
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Supporting the system also means using 
leadership and management skills to seek 
changes to the system when it does not serve 
the organization’s goals. No system is perfect; 
it is likely that the ethics and compliance 
staff wants leaders’ input to help make E&C 
activities more relevant to and effective as part 
of the business’s core operations and, hence, 
more successful.

Guide subordinate leaders
A longstanding problem in E&C management 
involves leaders who embrace the E&C 
message, but do not actively flow it down to 
their own subordinate leaders. In past years, 
“tone at the top” received active attention as 
a method to reinforce the E&C management, 
followed in successive years by “tone in the 
middle” and, more recently, “tone at the 
bottom” of the leadership hierarchy. All 
leaders need education and guidance to 
demonstrate ethics and compliance leadership. 
Too often the tone at the top does not cascade 
down, because senior leaders do not think to 
foster and support their subordinate leaders’ 
own efforts. At the same time, while leaders at 
any level should expect it from their superiors, 
they should not wait for their seniors to 
reinforce ethics and compliance goals to them. 
Each leader is responsible for setting the 
proper tone in his/her work group. And any 
lack of senior support should be called out.

E&C ongoing support
Educating leadership on the above 
competencies is an essential starting point, 
but the work is not done there. After a flurry 
of effort at applying new skills, leadership’s 
actions likely will diminish over time, which 
sends the wrong message to employees. E&C 
staff should manage against this risk by 
working with leadership to provide a steady 
level of reinforcement over time. E&C needs to 
support leadership’s efforts by:

 · Regularly soliciting for feedback from 
leadership and other employees to 
identify what is and is not working. 
Leaders continue to face challenges in 
demonstrating a commitment to ethics 
and compliance, in communicating with 
employees about it, and in determining 
what more they need.

 · Regularly evaluating leadership’s 
efforts, including metrics that 
demonstrate successes and weaknesses, 
perhaps segmented by level, 
business unit, function, and even 
individual leaders.

These above efforts should feed into:
 · Hosting regular leadership training, 

such as periodic manager training, 
components embedded in functional 
training, and training for promoted or 
new leaders on the need for leadership 
engagement, outcomes, and techniques.

 · Compiling and regularly 
communicating best practices that share 
how leaders with the best demonstrated 
skills reinforce ethics and compliance.

 · Regularly reminding leaders about E&C 
reinforcement and communicating to 
them about company E&C successes, 
best practices, and emerging challenges 
they can address and other E&C 
messaging. These communications 
can be provided through leadership 
memos and talks, internal news items, 
newsletters, blogs on emerging concerns 
to watch for, internal and external best 
practices, corporate resources updates, 
new techniques, and recognition of 
leaders for effective E&C reinforcement.

Quick start actions
To get started while planning or considering 
a broad-based effort, E&C staff can take some 
immediate steps, such as:
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 · Communicating this article’s callout boxes 
(below) to leaders to help them talk about 
E&C issues.

 · Asking leaders to come up with: (a) one 
personal story, and (b) a story they heard 
from someone else that reinforce the 
E&C message and that they can commit 
to communicating in the coming days 
or weeks.

 · Asking leaders to reflect on their own 
career when someone senior to them 
reinforced a commitment to ethics and 
compliance, and then asking them how 
they can incorporate the same in their 
own efforts.

Conclusion
Leaders are busy people with many 
competencies and skills to master. E&C staff 

can further empower them to effectively 
reinforce ethics and compliance by guiding 
the opportunities and types of messages.  
Coordination of these efforts among leadership 
and E&C staff leverages the value of both 
groups to provide stronger reinforcement than 
either one alone can provide; it employs the 
leader’s credibility and style with E&C staff’s 
knowledge and strategic perspective. Helping 
leadership to reinforce E&C is among the most 
important initiatives for E&C staff, because it 
harnesses leadership’s credibility, authenticity, 
and influence, broadening the number of 
people advocating for E&C objectives. ✵
 
 
 
1.  Ethics Research Center: 2013 National Business Ethics Survey of the 

U.S. Workforce, 2014. Available at http://bit.ly/ethical-leadership-eci
 
 
Jason L. Lunday (jasonlunday@aol.com) is a consultant/advisor in the 
Washington DC area.

Short, Compelling Leadership Questions

Leaders can promote a commitment to E&C and prompt employee thinking about E&C issues by asking questions 
like the following: 

-

-

-

-

-

-

How do our corporate values or the code of conduct apply to this issue?

Does your professional code of conduct apply here and, if so, how? 

What resources does the company provide to help us to resolve issues like this?

How do we demonstrate our integrity in addressing this customer expectation?

How do we communicate our commitment to responsible business when working with this supplier  
(or other third party)?

Do any laws or regulations apply to us in pursuing this line of business?

Short, Compelling Leadership Messages

Leadership can reinforce an E&C commitment by following operational communications with these types 
of messages: 

-

-

-

Remember, as we move forward on this project, we are always guided by our corporate values and code of 
conduct in the work we do.

In meeting this customer request, our reputation for integrity depends on how each of us demonstrates our 
corporate values and commitment to our standards of conduct.

The quality of the products and services we provide are underscored by how well we exemplify our corporate 
values and high standards.

mailto:jasonlunday@aol.com
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As modern compliance programs 
grow in size, sophistication, and 
importance, their leaders are 

increasingly under pressure to demonstrate to 
management and the board the effectiveness 

of such programs and their ability 
to prevent, detect, and respond to 
fraud, misconduct, and compliance 
violations. One of the key ways of 
evaluating program effectiveness 
is through collecting and assessing 
compliance program metrics, 
which is part and parcel of effective 
compliance program management, 
as noted by the Federal Sentencing 
Guidelines that instruct organizations 
to “… take reasonable steps to ensure 
that the organization’s compliance 
and ethics program is followed, 
including monitoring and auditing to 
detect criminal conduct.” However, 
in doing so, many compliance 
professionals often achieve limited 

results, because they collect only basic metrics 
and forgo other, most sophisticated varieties.

This article provides insight into various 
types of metrics that organizations can collect 
and consider. The first are one-dimensional 
summary statistics, which provide only the 
most basic insight into program effectiveness. 
The second are key performance indicators, 
which are multi-dimensional and lead to 
greater insight into compliance program 
effectiveness. The third are forward-looking 
metrics, which can alert the organization as 
to future risk. The fourth and perhaps most 
intangible, are near-miss metrics, which 
attempt to quantify thwarted misconduct.

The importance of using effective metrics
Although most, if not all, institutional 
compliance officers are aware of the need 
to measure program effectiveness by using 
metrics, many collect and measure only a 
small number of basic, one-dimensional 
metrics. Such summary statistics may 

Collecting and evaluating 
effective compliance 
program metrics

 » Organizations should seek to develop, collect, and measure creative multi-dimensional metrics.

 » Organizations should consider evaluating qualitative/subjective indicators, which can be helpful in evaluating 
so-called “soft” or “entity-wide” controls that do not lend themselves easily to quantitative analysis.

 » Forward-looking metrics can alert the organization as to future risks and are also important to collect and evaluate.

 » Organizations should seek to capture near-miss metrics and report on them to management and the board, and if 
called for, to regulators as well, because doing so will demonstrate that compliance controls are working.

 » Organizations can obtain deeper insights by comparing one standard metric against another.

by Timothy Hedley, PhD, CPA, CFF, CFE; and Ori Ben-Chorin, JD

Hedley

Ben-Chorin
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include, for example, the number of calls to 
the organization’s employee hotline, number 
of investigations launched or closed, and the 
number of training courses completed. These 
basic and quantitative (also sometimes called 
backward looking) metrics, while certainly 
useful, do not typically inform management 
as to whether or not the organization is 
adequately managing risk and, as such, 
may not convey the full picture of program 
effectiveness. In fact, such metrics may be 
too simple.

Using multi-dimensional metrics
Measuring only the most basic quantitative/
objective metrics may fail to inform 
management and the board as to whether 
the organization’s compliance program is 
effective. Instead, organizations should 
seek to develop, 
collect, and 
measure creative 
multi-dimensional 
metrics, as 
illustrated in 
Table 1.

Using qualitative/
subjective metrics
Beyond the 
quantitative 
metrics of the type 
described above, 
organizations 
may also wish to 
consider evaluating 
qualitative/
subjective indicators. Such metrics, while 
perhaps more difficult to gather, can be 
helpful in evaluating so-called “soft” or 
“entity-wide” controls that do not lend 
themselves easily to quantitative analysis. 
Qualitative indicators are most easily 
collected through fielding an internal 

employee perception survey that seeks to 
understand employee perceptions, attitudes, 
and behaviors vis-à-vis key compliance 
program initiatives. Such a survey can 
measure employee perceptions in the 
following key areas, among others:

 · Awareness of laws, regulations, and 
organizational standards

 · Pressure to engage in misconduct to meet 
business objectives

 · Effectiveness of communication and 
training efforts

 · Propensity to raise concerns to 
management or through a hotline

 · Consistency of discipline and 
accountability, and

 · Commitment to integrity exhibited 
by local leaders (tone at the top) and 
managers (tone in the middle)

Fielding an employee integrity survey can 
help compliance professionals identify and 
understand compliance program strengths 
and weaknesses that would otherwise 
prove difficult to detect. Importantly, such a 
survey can also provide management with 
the ability to benchmark the effectiveness 

Table 1: Basic vs. multi-dimensional metrics

One-Dimensional Metric Multi-Dimensional Metrics

Number of calls to the 
Ethics hotline

Nature of allegation (e.g., by type 
of allegation)

Number of allegations made 
anonymously versus self-identified 
personnel.

Number of allegations of non-
compliance/misconduct (per risk 
area/per quarter/per business unit/
per geographic location, etc).

Number of allegations per reporting 
mechanism (e.g., number of reports 
to hotline/webline, legal function, 
compliance function, supervisor/
manager, etc).

Number of allegations resulting in 
an internal investigation (e.g., per 
quarter, as well as per operating unit, 
geographic location, per department, 
per line of business, etc).

Number of days to respond to 
an allegation for each reporting 
mechanism (e.g., hotline, webline, 
telephone, verbal to supervisor/
manager, etc).
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of compliance initiatives over time, through 
re-administration of the survey.

Using forward-looking metrics
Forward-looking metrics can alert the 
organization as to future risks and as such 
are also important to collect and evaluate. 
For example, after training employees on 
compliance with the requirements of the 
U.S. Foreign Corrupt Practices Act (FCPA), 
many organizations track as a metric the 
number of employees who completed 
the training and/or have passed/failed 
its comprehension test. However, what 
typically does not get tracked is arguably 
even more interesting.

One indicator of potential future risk 
is the Intranet 
“click rate” (i.e., 
web traffic) on 
the organization’s 
own internally-
posted policies 
and procedures 
related to 
compliance with 
the FCPA. If the 
click rate on the 
FCPA policy went 
up substantially 
more than the 
click rate on other 
policies employees 
were trained 
on, such data may help demonstrate the 
effectiveness of the training (i.e., training 
caused more employees to review the 
policy). Furthermore, the decision by a 
larger (perhaps unanticipated) number of 
employees to review the FCPA policy may 
indicate that FCPA is perceived as a higher 
risk for the organization. Similarly, a higher 
click rate in one geographical location over 
another may foreshadow an enhanced 

need for training or perhaps a previously 
unknown risk in the particular location.

Moreover, the organization may seek to 
evaluate as a metric how fast training click-
rate indicators are trending. For example, 
a 99% FCPA training completion rate may 
have been achieved, but if it took 90 days 
and multiple email reminders to reach that 
rate, perhaps it’s fair to say that employees 
were tuning out the training and treating 
it as unimportant. Conversely, if 99% of the 
training was completed in 5 days, perhaps 
the training was too short or simplistic 
and should be revamped. Forward-looking 
metrics are becoming more important to 
track, and Table 2 below provides a number 
of additional examples of such metrics.

Using near-miss metrics
Organizations can also collect and evaluate 
near-miss metrics that are often even more 
challenging to capture. For example, if the 
compliance program was able to thwart 
misconduct before it even happened, is that 
an indication that the program is working 
properly? If so, how can one capture in 
metric form the fact that misconduct was 
thwarted? There are various methods of 

Table 2: Additional “Forward Looking” Metrics

Increase in vendor 
dependencies may suggest 
risk from diminished control.

Increase in the number 
of customer interaction 
channels may suggest a 
greater future risk.

Increase in the number of 
regulatory changes may 
suggest a greater risk due to 
increased complexity.

Increasing trend in negative 
customer survey results may 
suggest increasing risk in the 
corresponding business.

Aggressive profitability 
targets compared to past 
performance may suggest 
increasing risk from actions 
needed to meet goals.

Missed remediation timelines 
may suggest risk management 
and resource issues.

Declining risk-specific 
training events may suggest 
an increased risk resulting from 
lack of technical compliance 
knowledge.

Declining average years of 
experience for employees 
in key business units 
may suggest diminishing 
risk-specific technical 
compliance skills.
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capturing such data, for example, by tallying 
the number of calls to the organization’s 
hotline (or perhaps customer complaints) 
in a key compliance risk area, both before 
and after risk mitigation activities occurred. 
If the number of calls was reduced 
substantially after mitigation efforts, this 
may be a good indicator that potential 
misconduct may have been averted.

Organizations 
should seek to 
capture their near 
miss metrics and 
report on them to 
management and the 
board, and if called 
for, to regulators as 
well, because these 
further support 
the suggestion that 
compliance controls 
are working as 
intended.

Trend analysis
Finally, it is always a good practice to 
compare a standard metric against another 
to obtain a deeper insight. For example, 
compliance staff can measure the rate of 
employee hotline calls on FCPA issues in 
one region of the country versus another. 
The staff can also compare the rate of calls 
in the first quarter with call rates in the 
second quarter.

Moreover, the rate of calls on a particular 
risk area can be compared both before and 
after the organization conducts its related 
employee training event. Increased calls to 
the hotline from one region can highlight 
a potential issue in that region, such as lax 
enforcement of controls. In much the same 
way, an increasing trend of calls related to 
the risk of FCPA immediately following 
training may indicate that the training was, 

in fact, effective in educating employees 
about the compliance with this risk area.

Conclusion
Organizations that collect and assess high-
quality compliance program metrics can 
obtain great insight into the effectiveness of 
compliance controls. Many organizations 
collect one-dimensional summary statistics 

which provide 
only the most 
basic insight 
into program 
effectiveness.  Such 
organizations 
should also collect 
multi-dimensional 
metrics which can 
lead to greater 
insight into control 
effectiveness; 
forward-

looking metrics, which can alert the 
organization as to future risk; as well as 
more intangible near-miss metrics, which 
may allow compliance officers to quantify 
thwarted misconduct. ✵
 
This article represents the views of the authors only, and 
the information contained herein is of a general nature 
and is not intended to address the circumstances of any 
particular individual or entity. No one should act on such 
information without appropriate professional advice after 
a thorough examination of the particular situation.
 
 

 
1.  United States Sentencing Commission: Federal Sentencing 

Guidelines for Organizations, Chapter 8, §8B2.1. 
Effective Compliance and Ethics Program. Available at: 
http://bit.ly/guidelines-manual.
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Organizations that 
collect and assess high-

quality compliance 
program metrics can 
obtain great insight 

into the effectiveness of 
compliance controls.
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by Marcia Boaventura, CCEP-I

I have been working for 15 years in a 
Brazilian company named United 
Medical, now part of Biotoscana ś 

Group in Latin America. It is a small 
company, taking into account its number 
of employees; we have around 100 people 

working here. We work with 
a portfolio of innovative high-
technology products that are 
developed by world leaders in 
research and development. During 
these 15 years, I had already 
worked in the major areas of the 
company, such as marketing, 
sales, controllership, and event 

management. I have International Business 
Management degree that is very far from 
the legal training that people working as 
compliance officers usually have.

In the beginning
Our suppliers are American and European 
companies and, since the beginning, I have 
had Foreign Corrupt Practices Act (FCPA) 
and UK Bribery Act training in order to be 
able to work within the required ethical 
precepts. In the beginning, we had no Code 
of Conduct and Ethics or any other written 
policies, but we did know how we should 
act when conducting our business. I had 
already gotten knowledge of the several 
fields covered by the company, many 
times I was the person at the front line 
during audits performed by these business 
partners, and this gave me a very important 
expertise in this field.

Around 2013, the board of directors 
called to invite me to assume the command 
of the implementation of the company’s 

How I built a Compliance 
department with no 
previous experience

 » We have chosen to have a very small department, where only myself and an assistant work. To complete the team, we 
can count on other partners with expertise in this field.

 » We have implemented controls to only effect business partnerships with companies that value ethical and transparent 
conduct in business as much as we do.

 » We celebrated Corporate Compliance & Ethics Week for the second year, with the theme “We are listening to you” and 
distribution of headphones to all employees.

 » During the trajectory for Compliance department implementation, the Brazilian Anticorruption Law went into effect. 

 » Not everything in Brazil is about scandal and corruption. We do have honest companies that perform their actions with 
ethics and transparency.

Boaventura
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Compliance department. The first thing 
that I said was, “But I do not have a Legal 
background.” They answered, “We do 
not believe that it is a key qualification 
for this job, and you have something 
that is much better. You know about the 
company and the market, you have an 
excellent relationship with our international 
suppliers, and we believe that you can 
develop a great job as compliance officer. 
We would like to invest in you in order to 
provide you all the 
knowledge that is 
necessary to work in 
this field.” And that 
is how it happened. 
I took a Compliance 
and Corporate 
Governance course 
at a university in 
São Paulo. I attended 
several events and 
meetings related to 
this field, and then I 
got the most valuable 
recognition that I 
have—the Certified 
Compliance & Ethics Professional–
International (CCEP-I), just after ending the 
Basic Compliance & Ethics Academy held 
here in Brazil by the SCCE.

We have chosen to have a very small 
Compliance department, where only myself 
and an assistant work, and to complete the 
team, we can count on other partners with 
expertise in this field—a legal assessor, one 
person for risk monitoring, and we also 
have the Wave Compliance (http://www.
compliancewave.com/) that provides a 
library including several training materials. 

During the trajectory for Compliance 
department implementation, the Brazilian 
Anticorruption Law went into effect. 
The judiciary and the inspection bodies 

started to reinforce the need for ethical 
actions; even important politicians from 
the government have been condemned, 
and nowadays, large companies and their 
managers are being investigated. If the 
corruption fight is a priority, the Brazilian 
Anticorruption Law came to accomplish it.

How far we’ve come
Nowadays, almost two years later, our Code 
of Conduct and Ethics is being released 

for the second 
time, with new 
updates. We 
have performed 
classroom and 
online training, 
proofing the 
attendance of 
employees. We 
have, among 
others, a specific 
policy for 
relationships with 
third parties, 
and we have 
implemented 

controls to only effect business partnerships 
with companies that value having an 
ethical and transparent conduct in business 
as much as we do. Furthermore, we have 
constituted a Compliance Committee that 
meets every quarter to assess complaints 
and potential risks, as well as to review 
the planning and evolution of the 
Compliance field.

We just celebrated Corporate 
Compliance & Ethics Week for the second 
year. The theme “We are listening to you” 
was suggested by the SCCE, and we are 
distributing headphones to all employees. 
During this week, we literally dress up 
the company with Compliance garb, 
when even the elevators receive stickers 

Nowadays, almost two 
years later, our Code of 

Conduct and Ethics is being 
released for the second 

time, with new updates. We 
have performed classroom 

and online training, 
proofing the attendance 

of employees.
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I could not forget to 
mention the support I 
have gotten from the 

board of directors for the 
Compliance department 
creation, as well as their 

engagement in compliance 
actions that bring an ethical 
atmosphere in the working 

environment.

containing the Corporate Compliance & 
Ethics Week message, and we perform 
several activities. The purpose is to create 
an environment that is favorable for 
the inclusion of all collaborators in the 
discussion and to reinforce the knowledge 
of our Code of Conduct & Ethics, the 
company’s culture, and the relevance of 
compliance in our business. This action 
does not go unnoticed by external visitors 
to our company 
during this week.

In the 
beginning of this 
year, I started 
my Business Law 
MBA, not because 
it is a market 
requirement, but 
because I want to 
be continuously 
prepared to 
develop in my 
job. This year 
I attended for 
the first time 
the 14th Annual 
Compliance & 
Ethics Institute in Las Vegas. I know 
that I still have a lot to learn, that the 
journey is long, and that the learning 
has to be continuous. Being a compliance 
officer is a job that has to be built day by 
day, persistently gaining followers and 
replicators of the compliance culture. 
Many times the result is slow and almost 
unnoticeable, but whenever it does 
happen, it is rewarding.  

I could not forget to mention the 
support I have gotten from the board of 
directors for the Compliance department 
creation, as well as their engagement in 
compliance actions that bring an ethical 
atmosphere in the working environment. 

The tone from the top is vital for successful 
compliance officer work.

We could confirm that we are on 
the right track when we recently were 
audited by one of our major American 
partners with more than 7,000 employees 
across six continents. That audit was able 
to recognize our evolution and serious 
commitment with the implementation of 
the Compliance department. 

Looking forward
The example 
from the 
company where 
I work and from 
many others 
shows that not 
everything in 
Brazil is about 
scandal and 
corruption. We 
do have honest 
companies 
that perform 
their actions 
with ethics and 
transparency. 

The fight against corruption is a process 
that starts with simple attitudes within 
each company; it does not matter what 
size it is. And, whenever the corruption is 
disclosed, exposed, and investigated, and 
the impunity is not accepted anymore, a 
more transparent and honest system can 
be created. This is the scenery that we are 
living with at this moment in our country, 
and I am very glad to have accepted this 
challenge and to have the opportunity 
of being part of this great change in 
my country! ✵
 
 
Marcia Boaventura (marciaboaventura@unitedmedical.com.br) is the 
Compliance Officer at United Medical Ltda. in São Paulo/Brazil.



Want to engage with your 
employees for more effective 
ethics training?
It’s time to try 
Compliance Is Just 
the Beginning
No doubt you want to train your employees 
to make better ethical decisions at work. 
Compliance is essential, but it’s not enough.

Compliance Is Just the Beginning,  
a 2-part video training program, presents an 
easy-to-learn approach that will help employees 
at all levels make better ethical decisions.  

•  Program One, “3 Steps to Ethical 
Decisions” (24 minutes), introduces 
the three steps to take when faced with 
a tough ethical choice:  
1) The Compliance Test; 2) The Ripple 
Effect; and 3) The Gut Check.

•  Program Two, “Ethical Situations 
to Consider” (32 minutes), presents 
us with eight dramatized scenarios. 
By discussing these situations and 
applying the three steps process in each 
case, employees gain valuable practice 
and reinforcement.

Produced by Quality Media Resources (QMR), these award-winning programs come with a comprehensive facilitation 
package with course outlines, training activities, reproducible handouts, and optional PowerPoint slides. To view a free, 
full-length preview of the program, visit www.corporatecompliance.org/QMRvideopreviews. For more information and to 
order, visit www.corporatecompliance.org/products.

http://www.corporatecompliance.org/QMRvideopreviews
http://www.corporatecompliance.org/products
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by Thomas R. Fox

This past spring there were 
two Securities and Exchange 
Commission (SEC) enforcement 

actions involving claims against 
chief compliance officers (CCOs) that 
have rattled many in the Compliance 

community. Both actions came 
out of the financial services 
sector and not healthcare 
compliance, anti-corruption 
compliance (such as under 
the Foreign Corrupt Practices 
Act [FCPA]), or some other 
area of compliance. They have 
nonetheless caused many in the 

Compliance community to wonder if the 
SEC has made a strategic shift to put more 
of an enforcement focus on CCOs. Scott 
Killingsworth, in a blog article entitled, 
“CCO Liability: Winds of Change at 
the SEC?”1 went so far as to say that …
financial-services compliance officers are 
the “canaries in the coal mine” when it 
comes to personal liability risk.

“The winds may be changing. Poor 
performance may be replacing bad behavior 
as the threshold for SEC enforcement 
actions, and the result may be to hold 
compliance officers accountable for the 
misconduct of others.

The two enforcement actions were styled 
Blackrock Advisors LLC and Bartholomew A. 
Battista (Blackrock)2 and SFX Financial Advisory 
Management Enterprises, Inc. and Eugene S. 
Mason (SFX).3

Blackrock
The Blackrock case involved an internal 
conflict of interest which led to a $12 million 
fine paid by the company. The company 
had a conflict of interest policy. However, 
according to the Cease and Desist Order, 
the CCO liability turned on BlackRock’s 
CCO; Battista was responsible for the design 
and implementation of BlackRock’s written 
policies and procedures reasonably designed 
to prevent violations of the Advisers Act 

SEC enforcement actions 
against CCOs: Outlier or 
new trend?

 » The SEC is now prosecuting chief compliance officers (CCOs) personally.

 » The SEC itself cannot agree on the appropriate standard for prosecuting CCOs.

 » The prior standard for prosecution of CCOs was intentional or willful conduct. 

 » The effect of prosecuting CCOs for anything less than egregious behavior will have a chilling effect. 

 » The SEC may have inadvertently made the CCO’s job much more difficult.

Fox
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and its rules. Battista knew and approved 
of numerous outside activities engaged in 
by BlackRock employees (including Rice), 
but did not recommend written policies 
and procedures to assess and monitor those 
outside activities and to disclose conflicts of 
interest to the funds’ boards and to advisory 
clients. As such, Battista caused BlackRock’s 
failure to adopt and implement these policies 
and procedures.

Bartholomew A. Battista was fined 
$60,000 separately. 

SFX
According to the 
SFX Cease and 
Desist Order, the 
company President, 
Brian Ourand, 
“misappropriated 
at least $670,000 in 
assets from three 
client accounts.” The 
company was ordered 
to pay a civil penalty 
of $150,000. However, 
the SEC accused SFX CCO Eugene Mason of 
three general violations. First, Mason did not 
effectively implement “an existing compliance 
policy requiring that there be a review of 
‘cash flows in client accounts.’” Second Mason 
did not require an appropriate segregation 
of duties in that he did not guarantee that 
account cash flow reviews were done by 
someone other than the president. This caused 
the following statement in SFX’s brochure 
to be untrue: “Client’s cash account used 
specifically for bill paying is reviewed several 
times each week by senior management for 
accuracy and appropriateness.” Finally, and 
perhaps most troubling, while CCO, Mason 
was in the midst of an internal investigation 
following the discovery of [the president’s] 
misappropriation, the company did not 

conduct an annual review of its compliance 
program. The SEC believed that “Mason was 
responsible for ensuring the annual review 
was completed and was negligent in failing to 
conduct the annual review.”

Egregious misconduct and intent
Both of these enforcement actions would seem 
to contradict previous SEC public statements 
about enforcement actions involving CCOs. 
SEC Director of Enforcement, Andrew 
Ceresney, as a Keynote Speaker at Compliance 
Week 2014, noted there were general types 

of CCO conduct 
which would draw 
SEC scrutiny, 
“when the Division 
believes legal or 
compliance personnel 
have affirmatively 
participated in the 
misconduct, when 
they have helped 
mislead regulators, 
or when they have 
clear responsibility 

to implement compliance programs or 
policies and wholly failed to carry out that 
responsibility.” It would seem that neither 
the Blackrock enforcement action nor the SFX 
matter met those three categories.

If this situation was not muddled enough, 
in a rare public statement, SEC Commissioner 
Daniel Gallagher issued a statement detailing 
his reasons for dissenting in both enforcement 
actions. He stated, in part:

Both settlements illustrate a Commission 
trend toward strict liability for CCOs 
under Rule 206(4)-7. Actions like these are 
undoubtedly sending a troubling message 
that CCOs should not take ownership 
of their firm’s compliance policies and 
procedures, lest they be held accountable 

Both of these 
enforcement actions 

would seem to 
contradict previous 

SEC public statements 
about enforcement 

actions involving CCOs.
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for conduct that, under Rule 206(4)-7, is 
the responsibility of the adviser itself. 
Or worse, that CCOs should opt for less 
comprehensive policies and procedures 
with fewer specified compliance duties 
and responsibilities to avoid liability 
when the government plays Monday 
morning quarterback.4

Then SEC Commissioner Luis A. 
Aguilar issued his own statement, where he 
countered that:

I also do not believe that the two recently 
settled cases signify the beginning of some 
nefarious trend to use Rule 206(4)-7 to target 
CCOs. The facts involved in these cases—
these very few cases—for violations of Rule 
206(4)-7 demonstrate egregious misconduct 
that included the following:

 · Failure to implement policies and 
procedures to prevent an employee from 
misappropriating client accounts;

 · Failure to conduct an annual review 
and making a material misstatement in 
Form ADV;

 · Failure to design written policies and 
procedures for outside business activities;

 · Failure to report a conflict of interest; and
 · Aiding and abetting an investment 

adviser’s failure to adopt and 
implement written compliance policies 
and procedures.5

Aguilar went on to state that:

the Commission has approached CCO cases 
very carefully, making sure that it strikes 
the right balance between encouraging 
CCOs to do their jobs competently, 
diligently, and in good faith, and bringing 
actions to punish and deter those that 
engage in egregious misconduct. In making 
this determination, the Commission 

cautiously evaluates the facts and 
circumstances of each case, and considers 
many important factors such as fairness 
and equity.

Finally there were remarks by SEC 
Chairperson Mary Jo White made at the 
Compliance Outreach Program for Broker-
Dealers in Washington DC on July 14, 2015 
where she stated:

To be clear, it is not our intention to use our 
enforcement program to target compliance 
professionals.  We have tremendous respect 
for the work that you do.  You have a tough 
job in a complex industry where the stakes 
are extremely high.  That being said, we 
must, of course, take enforcement action 
against compliance professionals if we 
see significant misconduct or failures by 
them.  Being a CCO obviously does not 
provide immunity from liability, but neither 
should our enforcement actions be seen 
by conscientious and diligent compliance 
professionals as a threat.  We do not bring 
cases based on second guessing compliance 
officers’ good faith judgments, but rather 
when their actions or inactions cross a clear 
line that deserve sanction.6

White’s remarks would seem to return the 
equilibrium back to the Ceresney standard, 
which he articulated in 2014, which appears 
to be one of intent, or at least willfulness. 
There must be some type of affirmative 
action by a CCO that would bring a SEC 
enforcement action.7

I asked Scott Killingsworth if he saw 
such intentional conduct with the SFX 
CCO, Mason. He responded, “No, in a 
common-sense use of the term, no. Did he 
affirmatively participate in the misconduct? 
Absolutely not. Did he help mislead 
authorities? No, he reported it to the 
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authorities. He investigated and reported 
it to the authorities. Then the third criteria 
in Ceresney’s speech was, wholly failing to 
carry out your responsibility to implement 
compliance programs or policies. Well, 
[Mason] failed to carry out one policy 
effectively and 
that was reviewing 
this particular set 
of accounts and 
catching it. I don’t 
think he met any 
of the criteria in 
Ceresney’s speech, 
and so this feels like 
either a change in 
policy by the SEC or 
if it’s not a change 
in policy, maybe 
there is some facts 
that we don’t know.” 
He went on to say 
that “If there are, if the facts are worse than 
what they put in the order, the SEC ought 
to come out and explain that to us and how 
that fits within what we thought was the 
SECs enforcement policy.”

Summary
These two enforcement actions certainly 
bring SEC enforcement against CCOs into 
a different light. It is difficult in reading 
the Cease and Desist Orders to see how the 
inactions of the CCOs somehow rose to the 
intentional conduct standard articulated by 
Ceresney, or even the egregious standard 
that Commissioner Aguilar set out in his 
response to Commissioner Gallagher. 
Further, while these actions do not involve 
CCOs in a FCPA compliance program, a 
healthcare CCO, or someone else outside 
financial services sector subject to Rule 
206(4)-7, clearly a precedent for enforcement 
actions against CCOs is now in place. If 

this is a change in enforcement priorities, 
the SEC needs to clearly state this to the 
Compliance community. If enforcement 
actions against CCOs meet the Ceresney 
standard for willfulness or the Aguilar 
formulation for egregious conduct, those 

standards need 
to be laid out 
with the facts 
which support 
those allegations 
as set out in the 
court filings, so 
that CCOs and 
companies can 
understand the 
basis for those 
enforcement 
actions.

The job of a 
CCO is difficult 
enough. If the 

SEC is going to now move to some type 
of strict liability standard for CCOs, that 
is a sea change—and one that I do not 
believe will foster much positive benefit 
going forward. ✵
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Thomas R. Fox (tfox@tfoxlaw.com) is Principle for Advanced Compliance Solutions 
in Houston, Texas.    www.advancedcompliancesol.com    @tfoxlaw   

 tfoxlaw.wordpress.com

The job of a CCO is 
difficult enough. If the SEC 

is going to now move to 
some type of strict liability 

standard for CCOs, that 
is a sea change—and 

one that I do not believe 
will foster much positive 

benefit going forward.
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Johnson

by Walter E. Johnson, MSA, CHC, CCEP-I, CRCMP

Compliance 2.0 is here!1 This means 
progress continues as our profession 
achieves more independence and well-

deserved recognition. According to casual 
conversations and personal observations, 
more organizations are requiring compliance 

certification. Some organizations are 
demonstrating their commitment by 
requiring hired candidates to become 
members of and be certified with 
the Society of Corporate Compliance 
& Ethics.

For many, there is pressure 
associated with pursuing compliance 
certification. Some are able to pursue 

a compliance certification at their own pace. 
For others, there are required timeframes, 
varying among organizations from 3 months, 
to 6 months, to one year.

Many candidates prepare for the 
certification exam privately. In his column, Art 
Weiss shared that he didn’t tell his boss that 
he was going to take the certification exam, in 
case he didn’t pass.2 I remember not sharing 
my certification pursuit with my boss, also.

Months later, I was interviewing 
for a compliance position outside of my 

organization. The hiring manager asked, 
“Would you consider sitting for the 
compliance exam?” After this interview, 
I scheduled the exam. There is pressure 
learning a new role, a new organization, 
and a new industry while studying for an 
examination. I decided to take the exam early 
to complete one item on my future To Do 
list. For certification candidates experiencing 
pressure to achieve certification outside of 
their preferred timeframe, here are a few 
recommendations.

Conduct a self-assessment
Compliance needs vary among organizations. 
As a result, compliance and ethics roles vary. 
This includes reporting structures, working 
relationships, and exposure limitations to 
the entire compliance and ethics program. 
Conducting a self-assessment is a great 
approach to preparing for the certification 
exam. The Compliance Certification Board 
(CCB) recommends using the Detailed Content 
Outline for the applicable certification exam.3 
This is helpful for identifying strengths and 
weaknesses in the subject areas. Certification 
candidates who identify strengths and 

Certification pressure: Assess, 
release, and advance calmly

 » Conducting a self-assessment helps with identifying subject-matter strengths and weaknesses.

 » Numerous resources are available to help certification candidates achieve successful results. 

 » Studying for a certification exam may overlap with research and work-related responsibilities.

 » Establishing a schedule is essential to accomplishing objectives.

 » Evaluate progress before scheduling the certification exam.
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weaknesses are one step closer to reducing 
pressure.

Initially, certification candidates should 
begin by evaluating their experience in the 
Compliance profession. Whether it is several 
months or several years, having experience 
is a strength. Next, evaluate the extent that 
their compliance role has exposure to all 
elements of a compliance and ethics program 
(CEP). For example, many compliance roles 
have exposure to an entire CEP, but others 
have access to only a few elements. If the 
certification candidate’s role focuses on policy 
and training activities, then areas requiring 
improvement are the remaining elements 
(i.e., investigation, auditing, monitoring 
enforcement and discipline, reporting and 
prevention).4 Then, certification candidates 
should evaluate their knowledge and 
application of common regulations associated 
with the certification that they are pursuing.

At the end of the self-assessment, 
certification candidates should have two lists. 
The first list identifies strengths and another 
list that identifies topics requiring attention. 
This process is necessary and meant to be 
enlightening.

Evaluate resources
Success and longevity in the Compliance 
profession requires many resources. Whether 
it is written material, electronic media, or 
human resources, compliance professionals 
may relieve pressure and unnecessary stress 
by appropriately relying on these resources.

Achieving successful results for the 
certification exam requires many resources, 
also. Depending on the certification candidate, 
their experience and exposure to an effective 
compliance program determines whether or 
not they will require more or fewer resources 
than another certification candidate.5 When 
preparing for the exam, candidates need 
to determine whether they are reviewing 

information to be successful in the compliance 
role or preparing for the exam. In many cases, 
the certification candidate must achieve both.

Certification candidates should identify 
the resources that they plan to use for focusing 
on the exam. Before studying, they should 
identify primary resources and secondary 
resources. Conducting a self-assessment will 
assist with determining which resources 
are primary and secondary. By comparing 
identified resources to the exam’s Detailed 
Content Outline, they can confirm they have 
the necessary resources to pursue their studies.

Flexibility and confidence are important. 
Some certification candidates tend to doubt 
they have secured the appropriate resources 
midway through their schedule. Second-
guessing resources midway should be avoided. 
Adding another resource is acceptable, but 
several resources may question the integrity of 
the self-assessment.

By diversifying resources, certification 
candidates may experience an engaging 
learning experience. Traditionally, textbooks 
are a primary resource for learning. For 
compliance, federal regulations are a primary 
resource, also. Both resources are appropriate 
for certification studies, but there are others 
worth considering.

Professional journals and association-
related publications are valuable resources. 
Our peers contribute to these publications 
to promote awareness and establish best 
practices. According to Scher, “Compliance 
& Ethics Professional magazine contains 
impressive answers that he doesn’t recall 
learning in law school or a law firm practice”.6

Compliance quizzes are available in 
written or electronic format. These are great 
for getting immediate feedback. Additionally, 
they can improve reading and response 
times when taken repeatedly. Professional 
associations create some quizzes and 
individuals create the others.
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By having a set 
schedule, certification 

candidates have 
leverage in 

proposing meeting 
times around 

their schedule.

Social media is a great tool for quick 
feedback, also. Certification candidates 
requiring clarity on topic can post a question 
using social media to obtain insight from 
their peers. Additionally, they can review 
previous discussions. Many times, a 
discussion is available in the archives with 
several responses.

Networking is 
useful, also. When 
necessary, certification 
candidates should 
contact their peers. Roy 
Snell, CEO of HCCA/
SCCE, says, don’t 
hesitate to call him 
about anything any 
time.7 Many compliance 
professionals 
demonstrate the same 
sentiment. A brief conversation may provide 
clarity and alleviate unnecessary pressure.

Time management
For some, their perception of insufficient 
study time leads to certification pressure. 
As discussed, a successful self-assessment 
identifies strengths and weaknesses. 
Conducting a resource review identifies 
primary and secondary resources. The next 
step is to develop a schedule. The schedule 
can be separated into three categories to assist 
with accomplishing objectives. The categories 
are weekday, weeknights, and weekends. 
Certification candidates can determine when 
to study topics by separating weaknesses (and 
strengths) into the following categories: most 
attention, some attention, and least attention.

Setting a schedule is important, but 
certification candidates are encouraged 
to be reasonably flexible. Personal and 
professional events occur that may require 
undivided attention. By having a set 
schedule, certification candidates have 

leverage in proposing meeting times around 
their schedule.

Assuming the workweek is Monday 
through Friday, lunch break is a great time 
for reviewing information quickly. When 
reading, the common attention span is 20 
minutes before a break is necessary.8 Because 

many organizations 
designate 30 minutes 
for lunch, this is a 
great opportunity for 
certification candidates 
to review study 
resources and enjoy 
a meal.

Here is a schedule 
for certification 
candidates to consider:

Weekdays. Read 
during the 30-minute 

lunch break. When I was a certification 
candidate, I read either a compliance article or 
a chapter from a compliance book. On Friday, 
schedule an hour meeting and dedicate this to 
exam preparation. When I was a certification 
candidate, I participated in a conference call 
with other certification candidates. Sometimes, 
I discussed content with a fellow member of 
the Compliance department.

Weeknights. Dedicate this time reviewing 
resources that require some attention. There 
is more time during a weeknight to review 
information than lunchtime. At the same time, 
de-stressing from the workday and sufficient 
rest are important. Certification candidates 
should use this time wisely by maintaining 
a work-life balance to reserve energy for the 
next day.

Weekends. Dedicate this time to 
reviewing resources that will transition 
subject-matter weaknesses into strengths. 
For certification candidates who have a 
short time to achieve certification, reducing 
or eliminating social activities to ensure 
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long-term success is worth consideration. 
Weekends provide numerous hours to cover 
multiple topics and test comprehension. 
No television, turning off the ringer to 
house phones, and placing my cell phone 
on another floor was one approach to 
eliminating distractions.

Re-assess and advance calmly
After completing studying objectives, 
certification candidates should conduct 
another self-assessment. The second self-
assessment can be less intense. At this 
stage, certification candidates are assessing 
their understanding of the reviewed 
materials. A recommended strategy is to 
review a compliance topic and be able state 
the background, purpose, risks, and best 
practices for mitigating those risks. Here are 
a few questions worth asking:

 · Why was a regulation established?
 · When was it established?
 · What was happening at the time the 

regulation was established?
 · Have there been revisions since 

its inception?
 · What are common risks associated 

with this regulation?
 · What are best practices for 

mitigating risks?

Certification candidates should ask 
these questions for each compliance 
topic that they review during their 
final assessment.

Here’s how to ask these questions 
while assessing your understanding of the 
Foreign Corrupt Practices Act.

 · Why was Foreign Corrupt Practices 
Act established?

 · When was Foreign Corrupt Practices 
Act established?

 · What were some of the concerns (both 
business and society) at the time the 

Foreign Corrupt Practices Act was 
established?

 · Have there been revisions since its 
inception?

 · What are common risks associated Foreign 
Corrupt Practices Act?

 · What are best practices for 
mitigating risks?

The ability to recite an entire regulation is 
impossible for many. Also, it is unnecessary 
for certification. Knowing the purpose of 
a regulation, where to research it for more 
details, and best practices for mitigating risks 
are more important.

Certification candidates who are capable 
of successfully answering all the self-
assessment questions for most of their study 
topics should consider themselves ready to 
schedule the certification exam. It is common 
for certification candidates to be uncertain 
about exam readiness. There are a few factors 
contributing to this uncertainty, such as not 
knowing what to expect on test day, second-
guessing materials, and doubting retention 
of reviewed materials. After completing the 
self-assessment, certification candidates should 
be confident that this process has prepared 
them for the certification exam. This is the 
moment for certification candidates to relax 
and advance calmly to scheduling the exam. ✵
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Neff

Gresham

by Charles A. Neff and Julie J. Gresham

W hat’s the difference between 
ethics and compliance, 
and why does it matter? 

Leaders who understand the difference 
have a powerful advantage in the fight 
against employee misconduct, and 
their companies are likely maximizing 
the benefits of having functions that 
focus on both ethics and compliance. 
More importantly, leaders who do 
not understand the difference are 
likely missing an extraordinary 
leadership opportunity and also risk 
inadvertently promoting unethical and 
non-compliant behavior—even as they 
are pouring millions of dollars into ethics 
and compliance.

Conventional Wisdom: Compliance 
Simply Means Following the Law.
Ethics and compliance professionals 
often explain the difference 
between ethics and compliance as:

Ethics and compliance are 
essentially different sides of 
the same coin. Compliance is 
following the law, while ethics is 
doing what is right regardless of 
what the law says. Compliance is 
something that the government 
requires you to do. Ethics, on 
the other hand, is something 
you choose to consider when 
taking action.1

The difference between Ethics 
and Compliance—and why 
understanding the difference 
is critical to successful leaders

 » Understanding the difference between ethics and compliance allows leaders to more effectively employ both functions to 
prevent employee misconduct.

 » With the three elements of the fraud “triangle”—opportunity, rationalization, and pressure—employees are more likely to 
commit misconduct.

 » The “anti-biotic” for each of the three elements are found in companies with strong and complementary compliance and ethics 
programs and ethical leaders whose leadership style naturally incorporates motivating or pressuring employees ethically.

 » A strong compliance program addresses the opportunity to commit misconduct; a strong ethics program addresses the 
rationalization employees engage in to commit misconduct; and ethical leaders apply the right kind of motivation to put healthy 
pressure on employees to perform.

 » A compliance program that is too risk adverse or not driven by risk can damage a strong ethical culture.
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The shorter version is: Compliance equals 
legal requirements, and ethics equals doing 
the right thing. Both statements are true, but 
the equation risks relegating compliance to 
a series of work instructions and ethics to a 
bumper sticker. Although this conventional 
view of compliance and ethics can be helpful 
in understanding the difference, it’s not 
actionable. Other than nod in agreement, 
there’s not much a leader or employee can do. 
This construct also implies that compliance 
has little value to a company unless a 
government enforcement or regulatory agency 
cares about a particular issue.

Compliance Means Preventing Misconduct—
Not Simply Following Laws.
Complex, multinational corporations need 
their ethics and compliance functions to 
provide information, tools and systems that 
leaders and employees can deploy and use. 
A company can extract the highest value 
from its compliance organization when 
that organization focuses on preventing 
misconduct. The fact is costs and reputational 
harms of employee misconduct have ruined 
some companies and many CEOs. There 
will never be enough corporate resources 
to ensure each employee is following every 
law all of the time. What’s more: Not all laws 
have clearly delineated rules that can be 
followed easily. Under the Foreign Corrupt 
Practices Act (FCPA), for example, bribing 
a foreign official is a crime, but the FCPA 
does not provide a specific dollar amount 
for gifts and gratuities to foreign officials. 
In that example, a compliance organization 
must manage the opportunity—one that is 
not legally prescribed—employees have to 
commit bribery under the FCPA, and an ethics 
organization must sort through the related 
ethical issues. So, if compliance is not only 
about following the law but also preventing 
misconduct, including fraud and criminal 

acts, then what should companies expect from 
their compliance organizations, and how 
does that fit with the expectations of their 
ethics organization?

The “Fraud Triangle”
Let’s start with the “fraud triangle.” Developed 
years ago by Donald Cressey to help detect 
employee misconduct, the fraud triangle has 
three elements: opportunity, rationalization 
and pressure. Although often referred to as a 
triangle, picture a Venn diagram with three 
circles labeled “opportunity,” “rationalization” 
and “pressure” partially laid over each other.  
Where the three circles intersect, misconduct, 
including fraud, is more likely to occur. If 
fraud occurs when the three elements of the 
fraud triangle intersect, how do we prevent 
this intersection? To answer that question, we 
need to examine each of the three elements 
of the fraud triangle (or circles of our Venn 
diagram), and how a company might manage 
each of those three elements to reduce the 
likelihood of misconduct.

Opportunity (and Compliance)
A company can reduce the opportunity 
to commit misconduct with a strong and 
effective compliance program. There’s no 
doubt this means rules must be clear and 
accessible. Those rules mean little, however, 
if they are not coupled with systems 
and processes that reduce an employee’s 
opportunity to commit misconduct. A 
strong compliance program will not only 
focus on the appropriate procedures and 
training, it will examine business systems, 
internal controls and approvals designed 
to prevent misconduct. In the case of the 
FCPA, most companies with reasonably 
strong compliance programs have set explicit 
limits on gifts, and they have put systems in 
place to track employee travel, spending and 
reimbursement. Those are all designed to 
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reduce the opportunities employees have to 
violate the law.

Rationalization (and Ethics)
Likewise, a company can reduce the likelihood 
that employees will rationalize misconduct by 
investing in a strong ethics program. For most 
employees, ethical behavior can be taught and 
learned. An ethics program should exist to 
teach employees and 
leaders how to behave 
ethically through 
training, messaging, 
living a company’s 
values and facilitating a 
continuous conversation 
about ethics, integrity 
and doing the right 
thing. Companies 
with effective ethics 
programs also hold 
employees accountable when they fail to 
live up to the company’s ethical standards. 
We often hear of companies having a 
“values-based culture.” Most often, those are 
companies with strong ethics programs that 
hold employees accountable for knowingly 
violating the company’s standards. Since 
the FCPA has no explicit limits on gifts, if a 
company chooses to not define explicit limits, 
then it must count on the ethical training 
and values of employees to handle correctly 
the giving of gifts to foreign officials. But 
even in a strong values-based culture, is that 
good enough?

Pressure (and Leadership)
One critical skill of an ethical leader is to 
motivate employees to perform ethically and 
in accordance with the law. If there is too 
much pressure to perform without ample 
emphasis on performing with integrity, 
then employees are more likely to commit 
misconduct. Great leaders understand that 

they must balance the pressure to perform 
with the requirement that employees act with 
integrity. “Fix it—I don’t care how” is a very 
different message than: “We need to fix this 
problem, but we must follow the rules and 
our process when we fix it.” The message 
must be clear that results only matter if the 
processes to achieve those results are also 
followed. If a business development unit, for 

instance, is tasked and 
rewarded for obtaining 
new contracts, then 
the messages leaders 
send about bribery 
and following the 
company’s internal 
process are critical. 
One need only read the 
latest headlines (the 
day does not matter) 
to know that messages 

to win contracts and hit certain targets 
at all costs increase the risk of employees 
committing misconduct. There are many other 
ways that successful leaders can lead to reduce 
the pressure employees may have to commit 
misconduct, such as setting a realistic pace, 
formally considering ethics and compliance in 
big decisions, and creating a culture that gives 
employees a safe space to speak up.

The Difference Between Ethics and Compliance 
and the Importance of Leadership.
Our version of the fraud triangle and its 
importance to ethics and compliance can 
be summarized as follows: (a) Ethics should 
focus on reducing an employee’s ability to 
rationalize misconduct; (b) compliance should 
focus on shrinking the opportunity for 
misconduct; and (c) leadership should focus 
on reducing unhealthy pressure to perform or 
meet certain targets. So the difference between 
ethics and compliance is that ethics focuses 
on employees’ rationalization of misconduct, 

One critical skill of 
an ethical leader is to 
motivate employees to 
perform ethically and 

in accordance with 
the  law.
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and compliance focuses on reducing the 
opportunity employees have to commit 
misconduct. Although those are important 
distinctions, they mean little if leadership 
is not focused on motivating employees in 
positive ways—in ways that minimizes the 
pressures to perform without integrity. By 
focusing on managing the pressure that 
exists to commit misconduct, leaders send 
explicit messages that performance must 
never come at the 
expense of following 
the process or their 
company’s values.

Why Understanding 
the Difference 
Between Ethics and 
Compliance Matters
Compliance and ethics 
programs must be 
balanced, defined, and 
supported by strong leadership. Compliance 
erodes ethics when rules and processes are too 
unwieldy, too voluminous or too overbearing. 
In those cases, employees often stop following 
the rules and start rationalizing what rules to 
follow. Soon they are likely operating outside 
the controls designed to further compliance.

The Army War College recently published 
a paper titled, “Lying to Ourselves, Dishonesty 
in the Army Profession.” That study asserted 
that an Army officer could not complete all 
of his or her compliance obligations—even 
if they were the only obligations the officer 
tried to execute. Once that happened, officers 
became “ethically numb” and began to 
rationalize why he or she would follow one 
rule but not another. This violates the code of 
ethics hammered into young officers during 
formative leadership training and then drives 
cynicism and skepticism of the Army’s ethical 
teachings. In those cases, compliance starts 
to erode, rather than complement, a strong 

ethics program. This doesn’t mean companies 
shouldn’t have strong compliance programs. It 
does mean that smart companies need to have 
risk-based compliance programs that consider 
the effects of compliance requirements on 
their ethics programs. If a company chooses 
to ignore compliance and rely totally on a 
“values-based culture,” then employees are at 
risk of doing something the employee thinks 
is “good” or more efficient that may in fact be 

violating a law.
There’s nothing 

wrong with viewing 
ethics and compliance 
as different sides of 
the same coin, but it 
limits the value of each 
function. Leaders who 
consciously employ 
(a) ethics to attack their 
employees’ ability to 
rationalize misconduct, 

(b) compliance to reduce employees’ 
opportunities to commit misconduct, and (c) 
leadership to reduce the pressures to commit 
misconduct really have three valuable coins at 
their disposal. More importantly, those leaders 
can sleep well at night knowing they put 
their employees in the best possible position 
to succeed. ✵
 
The authors would like to thank Chad Boudreaux, the 
Chief Compliance Officer at Huntington Ingalls Industries 
(HII) and Kenny Rogers, the Director of Ethics and 
Business Conduct at HII, for their leadership, support and 
contributions to this article.
 

 
 
1. From Ethics vs. compliance: Do we really need to talk about both? 

By Ashley Watson, Inside Counsel magazine, January 27, 2014.
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The Army War College 
recently published a 

paper titled, “Lying to 
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Feldman

by Eric R. Feldman

For several decades, the continually 
evolving and increasingly more 
sophisticated Compliance profession 

has lamented the absence of significant, 
sustained, and meaningful white-collar 
prosecutions of individual executives as 

a key, limiting factor in creating 
the kind of deterrent necessary to 
strike a dagger through the heart 
of corporate fraud. Sure, we have 
the notorious stories of CEOs 
who have either stolen millions 
from their companies (e.g., Tyco’s 
Dennis Kozlowski; Adelphia’s 
Jonathan Rigas), or engaged in such 

unscrupulous and devastating accounting 
practices that federal prosecutors could 
not avoid taking significant public action 
(e.g., Enron’s Kenneth Lay and Jeff Skilling, 
Worldcom’s Bernie Ebbers, and HealthSouth’s 

Richard Scrushy). But these cases have been 
the exception rather than the rule, with 
individual accountability often blurred by 
well-intentioned prosecutions that resulted 
in a multitude of deferred or non-prosecution 
agreements offset by relatively unimpressive 
fines and penalties, but few prosecutions of 
the individual executives, board members, 
or other corporate bad actors who either 
committed or “recklessly disregarded” the 
frauds that were occurring in the company.

Clearly, the efforts of corporate ethics 
and compliance (E&C) officers to create and 
sustain a strong ethical culture have been 
hampered, to some extent, by the absence 
of any real threat that those responsible for 
corporate wrongdoing will end up doing 
the “perp walk.” On the contrary, the costs 
of companies getting caught engaging in 
ethical misconduct (e.g., fines, penalties, and 

Coughing up the 
Individuals: Implications 
of the Yates Memo

 » The Yates Memo serves to address criticism that the Department of Justice has been reluctant or unwilling to prosecute 
individuals involved in corporate misconduct.

 » Key steps are outlined that help strengthen the DoJ’s pursuit of individual wrongdoing and provides prosecutors with 
specific guidance and perspective.

 » The memo places a spotlight on the quality, sufficiency  and professionalism of a company’s internal investigations.

 » The thoroughness of a company’s handling, investigation, and management of alleged wrongdoing and misconduct is likely 
to come under greater scrutiny as part of the government’s assessment of corporate ethics and compliance programs.

 » Moving forward, organizations will need to more aggressively investigate and pursue individual accountability to be 
considered for Deferred Prosecution Agreements (DPA’s) and  other opportunities to mitigate liability.
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even litigation costs) is often seen as a “cost 
of doing business” in a highly regulated 
environment.

Until recently, that is. The U.S. 
Department of Justice (DOJ) issued a 
Memorandum in September to federal 
prosecutors on Individual Accountability for 
Corporate Wrongdoing, referred to as “the 
Yates Memo,” after Deputy Attorney General 
Sally Yates, its author. The Yates Memo 
is widely regarded as the DOJ’s response 
to criticism that they tend to prosecute 
companies rather than individuals, a 
criticism that reached a crescendo in the 
aftermath of the 2008 economic crisis amidst 
cries that “no one went to jail” (the fact that 
no one may have actually broken existing 
laws at the time, notwithstanding).

The Yates Memo sets out six key steps to 
strengthen the DOJ’s pursuit of individuals 
in corporate wrongdoing, although 
critics have said it is nothing more than a 
restatement of the Department’s existing 
approach. The main points of the Memo are:

 · In order to get credit for cooperation 
with an investigation/prosecution, 
companies must provide the DOJ with all 
relevant facts relating to the individuals 
responsible for misconduct.

 · The DOJ’s criminal and civil corporate 
investigations should focus on 
individuals from inception.

 · The government’s criminal and 
civil attorneys handling corporate 
investigations (i.e., DOJ prosecutors and 
civil attorneys from various agencies) 
should be in routine communication 
with one another.

 · In most cases, culpable individuals will 
not be released from civil or criminal 
liability when resolving a matter with 
a company.

 · DOJ lawyers should not resolve matters 
with a corporation without a clear plan 

to resolve individual cases, and should 
formally record the reasons for any 
decision not to proceed against the 
individuals.

 · The DOJ’s civil attorneys should 
consistently focus on individuals as well 
as the company, and evaluate whether to 
bring suit against an individual based on 
considerations beyond that individual’s 
ability to pay.

The subtext of the Memo is that only 
companies that meet the cooperation 
requirements can qualify for a deferred 
prosecution agreement (DPA).

What the Memo does not mean
So, what does this Memo mean for 
companies whose behaviors and corporate 
E&C programs have been driven by the 
tenets of the Federal Sentencing Guidelines 
for Organizations (FSG)? Actually, it means 
a lot. First, let’s address what this policy 
pronouncement does not mean.
1. It does not mean that companies no 

longer need to demonstrate that they 
have an effective and meaningful E&C 
program. This is still of paramount 
importance to the DOJ, Securities and 
Exchange Commission (SEC), and most 
regulatory agencies as they determine 
whether or not to prosecute companies 
for the ethical misconduct perpetrated 
by “bad actors.”

2. It does not mean the government has 
diminished its concern about the 
strength of corporate ethical cultures 
in preventing and detecting fraud or 
other misconduct. The government will 
continue to look at the effectiveness 
of ethics training, alignment of the 
right corporate incentives, anonymous 
reporting hotlines, and employees’ 
comfort level in reporting issues when 
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determining whether to give companies 
credit, or even prosecute at all, under 
the FSG.

3. It does not diminish the need for 
companies to self-report fraud or 
ethical misconduct to the government. 
In fact, the self-reporting requirement 
is more important than ever in the 
cooperation calculus.

What the Memo does mean
What the Yates Memo does mean is that the 
quality, sufficiency, and professionalism 
of a company’s internal investigations 
will be factored into civil and criminal 
investigations more consistently. At a 
conference hosted by Global Investigations 
Review (GIR) on September 22, 2015, 
Assistant U.S. Attorney General (Criminal 
Division) Leslie Caldwell clarified the 
purpose of the Yates Memo, stating that 
it has created a new policy focus for 
all prosecutors in the DOJ. Specifically, 
Caldwell said the Memo was aimed at 
correcting situations where some U.S. 
Attorneys’ Offices “were quick to resolve 
cases with corporations without really even 
investigating individuals,” or attempting to 
identify who was responsible.

Attorney Caldwell also said the Memo 
was intended to press companies under 
investigation to do more than just “comply 
with a subpoena,” that is, to give the 
Department the facts, especially about 
what happened, who did it, who knew, 
who participated, and who said what. By 
directing companies to provide all relevant 
facts in order to qualify for any cooperation 
credit, the DOJ is pushing companies to 
conduct thorough, proactive, and timely 
investigations into the individuals involved. 
As a result, the Memo sends the message 
that if a company expects leniency, even if it 
has created a strong ethics and compliance 

program in accordance with the FSG, it will 
have to expose the individuals involved 
in wrongdoing. Deputy Attorney General 
Yates summarized the essence of her Memo 
when she said, “We mean it when we say, 
‘You have got to cough up the individuals.’”

Based on Yates’ Memo and Caldwell’s 
public statements, companies should 
consider the following points about their 
internal investigative capabilities:

 · Companies must develop a thorough 
process to triage all serious employee 
complaints and allegations at the 
corporate level, rather than permit 
lower-level managers to address 
misconduct as they see fit.

 · Companies should conduct thorough, 
proactive, and timely investigations 
into potential, substantial violations of 
the law.

 · Corporate E&C officers will need to be 
able to demonstrate that they follow 
appropriate investigative processes. 
Appropriate processes may involve 
use of outside counsel; professionally 
trained, certified fraud examiners or 
investigators (internal or external); and 
other measures indicative of integrity 
and independence.

Conclusion
Developing and maintaining a substantial 
and robust E&C program that prevents 
and detects employee wrongdoing will 
help lighten the burden created by this 
new DOJ focus on individuals. This 
program should be subject to regular 
independent third-party assessments to 
ensure its effectiveness and credibility with 
government agencies. ✵
 

 
Eric R. Feldman (efeldman@affiliatedmonitors.com) is Senior Vice 
President and Managing Director of Corporate Compliance and Ethics 
Programs for Affiliated Monitors, Inc. and lives in Redondo Beach, CA.
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Independence, again

Salmon Byrne

by Erica Salmon Byrne

In late September, the news broke that 
approximately 11 million Volkswagen 
vehicles had been fitted with software that 

systematically evaded emission controls. The 
cars could sense that they were being tested for 
environmentally harmful fossil fuel byproducts 

and would trigger controls in the 
car that changed emission levels. As 
expected, a giant hue and cry followed. 
Lawsuits were filed. Government 
investigations were opened. The CEO 
lost his job. The board established a 
special committee and hired outside 
counsel to conduct an internal 
investigation. Billions were reserved—

likely not nearly enough—to cover legal fees 
and fines. The stock tanked. All the steps and 
events one has come to expect when corporate 
misconduct is uncovered.

But as Charles Elson, director of the 
Weinberg Center for Corporate Governance 
at the University of Delaware, told the New 
York Times, the real surprise is not that this 
happened but that it didn’t happen sooner.1 
For the why behind that statement, one need 
look no further than the executive committee’s 
decision to move forward with plans to name 
the chief financial officer of Volkswagen as 
the chairman of the supervisory board. This 
continues a pattern of naming insiders with 
long company tenures to crucial positions at 
the company, one that reinforces the existing 
culture within the organization, intensifying 
the “echo chamber” effect. Some have asked 
why there were no whistleblowers involved; 
culturally, how could there have been? The 
structure of the organization, the lack of 
independent voices inside the company 

and in the community, and the absolute 
control exercised by the Porsche family are 
governance challenges that Volkswagen will 
have to overcome (or be bailed out by the 
German government).

One can legitimately debate whether it is 
appropriate to split the chair and CEO roles, or 
the extent to which outside views contribute 
to a company’s profitability, but I would argue 
that independence matters. In good times, it 
may be difficult to quantify exactly how an 
independent director impacts shareholder 
returns. But in bad times—or, in Volkswagen’s 
case, the worst of times—having someone 
familiar with the organization that is not “of” 
the organization is critical.

As the investigation plays out over the 
years—and yes, it’s likely to take years and 
billions of dollars—Volkswagen will join 
a long list of corporate scandals studied 
around the globe for an answer to the 
question: “Why?” To which I would respond 
“Independence, again.” ✵
 
 
1.  James B. Stewart: “Problems at Volkswagon start in the Boardroom” 

September 24, 2015. Available at http://bit.ly/ny-times-vw
  
Erica Salmon Byrne (esalmonbyrne@gmail.com) is a contributing editor at 
The Compliance and Ethics blog and a regular columnist for Compliance & 
Ethics Professional.    @esalmonbyrne

BYRNE ON GOVERNANCE

The CEO lost his job. The 
board established a special 

committee and hired outside 
counsel to conduct an 
internal investigation.

complianceandethics.org
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by Joe Murphy, CCEP, CCEP-I

Will the right to be forgotten 
become a tool to dodge 
background checks?

THE LAST WORD

The EU, under the banner of privacy, has 
invented a concept called “the right to 
be forgotten.”  The idea seems to be that 

people should be able to prevent past stories about 
their activities from showing up in web searches.

But we have already seen privacy laws 
intended for good purposes used in ways 
that raise questions. Privacy has been 
used to make it difficult for working 
people to report violations on company 
helplines (e.g., limiting or prohibiting 
anonymous reports), thus making it 
easier for bosses to retaliate. 

Of course, there are concerns when 
governments assert untested new 

powers. If government controls people’s conduct 
based on broad concepts like privacy, what are 
the limits? Of course, this right is not absolute. 
But after the “right to be forgotten” emerged, 
Google tried to comply by limiting searches in 
EU-based servers.  But privacy regulators in 
Europe pressed on, demanding they limit searches 
on any servers on Earth. This certainly raises some 
difficult, perhaps frightening, questions. If they 
can limit computers, why not all other sources of 
information that is supposed to be “forgotten”? 
Can they also suppress individuals posting things 
on their Facebook pages?  Will this new right stop 
with servers?  Will similar controls eventually 
apply to newspapers and libraries?  If Europe can 
do this, why not oppressive countries even more 
determined to control what their citizens can read 
and learn?

Why should this matter for compliance 
professionals?  One of our tasks is to prevent the 
hiring of those likely to commit violations.  We 
also conduct due diligence on third parties our 
companies do business with.  For example, is 
that agent management wants to hire someone 
with a record of paying bribes?  This is difficult 
work, but with the Internet we at least have a 
practical tool.

But now comes the right to be forgotten. 
What happens to the record of a miscreant who 
has lied, cheated, and stolen in the past?  This 
person has asserted her right to be forgotten, and 
sued everyone who has a record of her crimes.  
What about the record of someone who has 
made a practice of paying bribes?  The ministers 
in his home country, recognizing his “right to 
be forgotten,” have proceeded against every 
entity that keeps any record of this criminal’s 
past conduct. Internet companies, wary of 
hyper-vigilant privacy police, take the path of 
least resistance (and expense) and cave in to the 
pressure to enforce this “right.”

Thanks to the privacy bureaucrats, perhaps 
your future employee or agent can lie, cheat, and 
steal, and then pursue the “right to be forgotten,” 
to enable him or her to try it all again while 
working for you.  Maybe it is time the bureaucrats 
talk with us in Compliance and Ethics first, before 
they blaze these new paths. ✵
 
Joe Murphy (jemurphy5730@gmail.com) is a Senior Advisor at Compliance 
Strategists, SCCE’s Director of Public Policy, and Editor-in-Chief of 
Compliance & Ethics Professional magazine.
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Building an effective compliance 
champion program

 Bruno Falcone (page 27)
 » A solid compliance champion program may be an 

efficient and cost effective way to further improve your 
compliance program.

 » Compliance champions are not only compliance 
ambassadors, but should be educated and empowered to 
provide compliance training, help identify the major risk 
areas, and much more.

 » The compliance champion should be someone who really 
wants to be in that position, truly believes in compliance, is 
perceived as model of ethics and integrity, is able to influence 
others, thinks strategically, and exercises leadership.

 » Compliance champions should be nominated by the head 
of function, in agreement with the compliance officer, with 
buy-in and oversight by the senior management.

 » A robust compliance champion program allows the 
compliance officer to get different views of the business and 
provides the organization the opportunity of having not only 
compliance officers speaking about compliance, but business 
people themselves.

A definition of ethics in business

Anthony Smith-Meyer (page 31)
 » Ethics is conceptual, yet in need of a clear definition that goes 

beyond the mere rules of law.
 » Leaders, employees, and others must breathe life into 

what would otherwise translate to platitudes and public 
image exercises.

 » Values that are robust enough to withstand challenge need 
enforcement, and hence strong leadership. 

 » Analysing and evaluating the impact of decisions and views 
on one’s stakeholders is an important part of this process. 

 » A company distanced from the consequences of its actions 
has all the greater need for an ethical decision process, if it is 
to experience enduring success.

Striking a balance: Integrity due 
diligence and data privacy

Guido van Drunen and Tabitha Gaustad 
(page 35)
 » Integrity due diligence has become an expected part of the 

overall due-diligence process, due to the increased regulatory 
requirements for robust and comprehensive compliance 
programs.

 » Companies should construct third-party due-diligence 
programs in consultation with in-country legal and privacy 
counsel to understand what data is allowed to be collected 
and under what circumstances.

 » Companies leveraging service providers to conduct third-party 
due diligence should ensure that such checks are conducted 
appropriately.

 » Companies should give careful consideration to their data 
collection, review, and retention protocols, particularly of 
foreign parties, because data privacy laws and sanctions can 
differ widely from those in the U.S.

 » Formal guidance for the use of third-party due diligence 
and monitoring for policy compliance can help companies 
navigate compliance with relevant data privacy, anti-bribery, 
and corruption laws.

Contracting and Compliance: Every 
business needs a contracting policy

MaryEllen O’Neill (page 43)
 » Every business must at some point procure goods or services 

from another business.
 » Contracting is fraught with legal and financial risks.
 » A business must be able to clearly and accurately detail what 

it wants/needs before going to market.
 » A good contracting policy should cover the entire lifecycle 

of a contract.
 » A successful contracting process is directly related to the 

amount of effort put into the process.

Engaging leadership in Ethics 
and Compliance, Part 3: Fostering 
leadership actions 

Jason L. Lunday (page 49)
 » Having a clear understanding of why leaders may 

not actively reinforce a compliant culture, ethics and 
compliance (E&C) staff can help leaders take actions that 
set the right tone for their subordinates.

 » E&C staff can provide leadership with assistance and 
resources to demonstrate their commitment, actively 
communicate about it, and support the overall ethics and 
compliance management system.

 » E&C staff also can guide leaders with their efforts to 
reinforce their own subordinate leaders’ responsibilities 
down to front-line managers.

 » E&C staff needs to regularly gather data on leadership’s 
efforts at reinforcing ethics and compliance to identify 
what does and does not work and the challenges leaders 
continue to face.

 » Using outcomes from this data collection, E&C staff can 
continue to provide leadership with updated tools and 
resources to help them more effectively reinforce ethics 
and compliance.

Collecting and evaluating effective 
compliance program metrics

Timothy Hedley and Ori Ben-Chorin 
(page 57)
 » Organizations should seek to develop, collect, and 

measure creative multi-dimensional metrics.
 » Organizations should consider evaluating qualitative/

subjective indicators, which can be helpful in evaluating 
so-called “soft” or “entity-wide” controls that do not lend 
themselves easily to quantitative analysis.

 » Forward-looking metrics can alert the organization as 
to future risks and are also important to collect and 
evaluate.

 » Organizations should seek to capture near-miss metrics 
and report on them to management and the board, and 
if called for, to regulators as well, because doing so will 
demonstrate that compliance controls are working.

 » Organizations can obtain deeper insights by comparing 
one standard metric against another.

How I built a Compliance 
department with no previous 
experience

Marcia Boaventura (page 61)
 » We have chosen to have a very small department, where 

only myself and an assistant work. To complete the team, 
we can count on other partners with expertise in this field.

 » We have implemented controls to only effect business 
partnerships with companies that value ethical and 
transparent conduct in business as much as we do.

 » We celebrated Corporate Compliance & Ethics Week for 
the second year, with the theme “We are listening to you” 
and distribution of headphones to all employees.

 » During the trajectory for Compliance department 
implementation, the Brazilian Anticorruption Law went 
into effect. 

 » Not everything in Brazil is about scandal and corruption. 
We do have honest companies that perform their actions 
with ethics and transparency.

SEC enforcement actions against 
CCOs: Outlier or new trend?

Thomas R. Fox (page 65)
 » The SEC is now prosecuting chief compliance officers (CCOs) 

personally.
 » The SEC itself cannot agree on the appropriate standard for 

prosecuting CCOs.
 » The prior standard for prosecution of CCOs was intentional 

or willful conduct. 
 » The effect of prosecuting CCOs for anything less than 

egregious behavior will have a chilling effect. 
 » The SEC may have inadvertently made the CCO’s job much 

more difficult.

Certification pressure: Assess, 
release, and advance calmly

Walter E. Johnson (page 69)
 » Conducting a self-assessment helps with identifying subject-

matter strengths and weaknesses.
 » Numerous resources are available to help certification 

candidates achieve successful results. 
 » Studying for a certification exam may overlap with research 

and work-related responsibilities.
 » Establishing a schedule is essential to 

accomplishing objectives.
 » Evaluate progress before scheduling the certification exam.

The difference between Ethics and 
Compliance—and why understanding 
the difference is critical to successful 
leaders

Charles A. Neff and Julie J. Gresham 
(page 73)
 » Understanding the difference between ethics and compliance 

allows leaders to more effectively employ both functions to 
prevent employee misconduct.

 » With the three elements of the fraud “triangle”—opportunity, 
rationalization, and pressure—employees are more likely to 
commit misconduct.

 » The “anti-biotic” for each of the three elements are found 
in companies with strong and complementary compliance 
and ethics programs and ethical leaders whose leadership 
style naturally incorporates motivating or pressuring 
employees ethically.

 » A strong compliance program addresses the opportunity to 
commit misconduct; a strong ethics program addresses the 
rationalization employees engage in to commit misconduct; 
and ethical leaders apply the right kind of motivation to put 
healthy pressure on employees to perform.

 » A compliance program that is too risk adverse or not driven by 
risk can damage a strong ethical culture.

Coughing up the Individuals: 
Implications of the Yates Memo

Eric R. Feldman (page 77)
 » The Yates Memo serves to address criticism that the 

Department of Justice has been reluctant or unwilling to 
prosecute individuals involved in corporate misconduct.

 » Key steps are outlined that help strengthen the DoJ’s pursuit of 
individual wrongdoing and provides prosecutors with specific 
guidance and perspective.

 » The memo places a spotlight on the quality, sufficiency  and 
professionalism of a company’s internal investigations.

 » The thoroughness of a company’s handling, investigation, and 
management of alleged wrongdoing and misconduct is likely 
to come under greater scrutiny as part of the government’s 
assessment of corporate ethics and compliance programs.

 » Moving forward, organizations will need to more aggressively 
investigate and pursue individual accountability to be 
considered for Deferred Prosecution Agreements (DPA’s) and  
other opportunities to mitigate liability.
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December 2015

International
Basic Compliance &  
Ethics Academy®  Dubai, UAE CCEP-I® Exam

 WEB 
 CONFERENCE:

What you need to know 
about Supply-Chain 
Compliance with UK Modern 
Anti-Slavery Legislation

Regional Compliance 
& Ethics Conference  
Dallas, TX

 WEB 
 CONFERENCE:

Athletics vs. Academics: 
UNC’S sanctions at your 
University?

 WEB 
 CONFERENCE:

Learning from CEO’s: 
How Modeling Trumps 
Every Other Part of a 
Compliance Program

 WEB 
 CONFERENCE:

What you need to know 
about Safe Harbor

 WEB 
 CONFERENCE:

The Real Deal on 
Form I-9

SCCE Office Closed 

Christmas Day

Upcoming Events

2015
Regional Compliance & 
Ethics Conferences

December 4 | Dallas, TX

International 
Basic Compliance & Ethics 
Academies

December 13–16  |  Dubai, UAE

2016
Utilities & Energy 
Compliance & Ethics 
Conference

February 21–24  |  Houston, TX

European Compliance & 
Ethics Institute

March 20–23  |   Prague, Czech 
Republic

Higher Education 
Compliance Conference

June 5–8  |  Baltimore, MD

Basic Compliance & 
Ethics Academies

February 8–11  |  Scottsdale, AZ

March 7–10  |  New Orleans, LA

April 25–28  |  Boston, MA

June 13–16  |  San Francisco, CA

August 8–11  |  New York, NY

International 
Basic Compliance & Ethics 
Academies

May 23–26  |  Brussels, Belgium

July 11–14  |  Singapore

August 22–25  |  São Paulo, Brazil

Regional Compliance & 
Ethics Conferences

February 26  |  Boston, MA

March 11  |  Minneapolis, MN

April 8  |  Chicago, IL

April 15  |  Scottsdale, AZ

May 6  |  Miami, FL

May 20  |  San Francisco, CA
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What’s new for 2016?
 • Preparing for and responding to 

subpoenas and search warrants

 • Environmental liabilities and compliance

 • Data mapping as a data security tool

 • Bring your own device policies and 
practices

 • Cyber insurance guidelines

 • Security incident and data breach 
response

 • Human tra� icking prevention

 • 18 topics areas with new/updated content

� e Complete 
Compliance and 
Ethics Manual (2016)
Published by the Society of Corporate Compliance and Ethics

Learn more at corporatecompliance.org/CompleteManual

Get the essential 
guide to managing 
an e� ective program

EXPANDED 
& UPDATED

for 
2016

scce-2016-manual-2pg.indd   1 11/9/15   3:09 PM



Utilities & Energy Compliance & Ethics Conference
February 21–24 • Houston, TX

European Compliance & Ethics Institute
March 20–23 • Prague, Czech Republic

Higher Education Compliance Conference
June 5–8 • Baltimore, MD

Compliance & Ethics Institute
September 25–28 • Chicago, IL

Board Audit & Compliance Committee Conference
November 7–8 • Scottsdale, AZ

SCCE WEB CONFERENCES 
Explore hot topics for compliance & ethics professionals with instant 
and up‑to‑date education from the convenience of your office. SCCE 
announces new conferences regularly, and prior sessions are available for 
purchase. Visit corporatecompliance.org/webconferences to learn more.

The Society of Corporate Compliance and Ethics 
(SCCE)® is a premier provider of compliance and 
ethics education. Presenters include industry 
experts from around the world and professionals 
from the corporate environment, academia, 
government, and the law. Attracting 3,000+ 
compliance and ethics professionals a year, 
SCCE’s events provide unparalleled networking 
opportunities, with special discounts for members.

Conference dates and locations are subject to change. 

SCCE Events
2016

BASIC COMPLIANCE  
& ETHICS ACADEMIES
February 8–11 • Scottsdale, AZ 
March 7–10 • New Orleans, LA 
April 25–28 • Boston, MA 
June 13–16 • San Francisco, CA 
August 8–11 • New York City, NY 
September 12–15 • Chicago, IL 
October 3–6 • Las Vegas, NV 
November 14–17 • Orlando, FL 
December 5–8 • San Diego, CA 

INTERNATIONAL BASIC COMPLIANCE 
& ETHICS ACADEMIES
May 23–26 • Brussels, Belgium 
July 11–14 • Singapore 
August 22–25 • São Paulo, Brazil 
December 11–14 • Dubai, UAE

REGIONAL COMPLIANCE  
& ETHICS CONFERENCES 
February 26 • Boston, MA
March 11 • Minneapolis, MN
April 8 • Chicago, IL
April 15 • Scottsdale, AZ
May 6 • Miami, FL
May 20 • San Francisco, CA
June 10 • Atlanta, GA
June 23–24 • Anchorage, AK
September 16 • Washington, DC 
October 7 • New York, NY 
November 4 • Dallas, TX
November 18 • Seattle, WA - NEW
December 9 • Philadelphia, PA - NEW

Learn more about SCCE events at
corporatecompliance.org/events

scce-2016-conferences-1pg-ad.indd   1 10/12/15   11:44 AM


