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A compliance risk assessment is a 
basic tool of compliance profession-
als. It is used to determine where 
risks and vulnerabilities exist in a 
company’s compliance with laws. 
The Federal Sentencing Guidelines1 

and the OECD Good Practice 
Guidance,2 as well as numerous 
other guidance documents and best 
practices, mandate that a risk assess-
ment is a baseline requirement to 
have effective compliance. Typi-
cally a compliance risk assessment  
(1) catalogues the legal and compliance 
requirements facing the company;  
(2) uses information gathering tools 
such as interviews, surveys, bench-
marking and document review to 
determine the company’s risks of fail-
ing to comply with legal and regulatory 
requirements; and (3) analyzes those 
risks to prioritize them according to 
likelihood, impact, and velocity. But 
how the risk assessment is conducted 
can determine whether it stays safely 
within the company’s confidential 
information or must be given to pros-
ecutors and plaintiffs’ attorneys. 

A risk assessment is a potentially 
risky undertaking in itself. Sup-
pose, despite all expectations to the 
contrary, that something bad were 

to come up in the assessment. The 
company could be deemed to be on 
notice of the bad condition. Suppose 
that the assessment showed control 
weaknesses that the company had not 
previously been aware existed. While 
the results of the assessment are criti-
cal, at the end of the process, no one 
wants to be forced unwillingly to give 
that report to prosecutors or plain-
tiffs’ attorneys. Because of the “dirt” 
that a risk assessment might uncover, 
it could end up being Prosecutor’s 
Exhibit Number 1 or Plaintiff’s 
Exhibit A in court as they prosecute 
or sue your company. But unless 
the document is protected by some 
form of privilege, it may be disclosed 
outside the company in the event of 
criminal investigations or private liti-
gation. Critical steps should be taken 
during the risk assessment to protect 
it from disclosure.

What is privilege and why 
does it matter?
Privilege simply protects certain kinds 
of information from forced disclosure. 
Suppose the Securities and Exchange 
Commission (SEC) were to say to 
the company (through a subpoena), 
“Give us all your documents and other 

records that assessed your risks of viola-
tion of the Foreign Corrupt Practices 
Act in the last 10 years.” When you 
look through your documents, you find 
one called “FCPA Risk Assessment” at 
your company. After reviewing the risk 
assessment, you think, “Some of this 
may be misunderstood, and it does not 
look like we acted very quickly when we 
learned about our risks,” even though 
you know that compared to most ini-
tiatives in your company, the remedial 
FCPA measures happened quite rap-
idly. In other words, it is a potentially 
damaging document. So unless a privi-
lege applies, the SEC probably gets to 
see the risk assessment report. But, if it 
is privileged and you do not do unwise 
things with the document, your com-
pany should be able to protect it from 
disclosure.

Options
Here are the choices on how to con-
duct a risk assessment: 
•	 Do not do one at all. If there were 

no risk assessment, there would be no 
report to disclose. But, the resulting 
compliance program would not be 
risk-based, so it would be significantly 

How to protect 
compliance risk 
assessments from 
unwanted disclosure
by Russ berland

RuSS bERland
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continued on page 6

less likely to be designed effectively. 
And, it would be difficult to argue 
that a compliance program meets the 
requirements of the Federal Sentenc-
ing Guidelines or the OECD Good 
Practice Guidance if this crucial first 
step is skipped. This does not seem to 
be an acceptable outcome.

•	 Have a non-legal internal group 
or an outside consultant conduct 
the risk assessment. At the end 
of the process, the company would 
have its risk assessment, which 
could be used to design an effective 
compliance program. But, the risk 
assessment report would not be 
protected from disclosure through 
legal or administrative discovery 
processes later on. In other words, 
the company could be forced to 
hand it over to people who would 
want to hurt the company with it.

•	 Have in-house counsel direct the 
preparation of the risk assessment. 
The company might have an argu-
ment for attorney-client privilege 
or attorney-work product. If these 
succeeded, they would protect the 
report. But, there are circumstances 
where these privileges would not 
apply and the company could be 
forced to hand over the document. 

•	 Have outside counsel direct the 
preparation of the risk assessment. 
If done right, the company should 
have protection under attorney-
client privilege and might even have 
protection as attorney-work product.

Legal forms of protection
There are two primary types of privi-
lege that might protect a company’s 
compliance risk assessment from 
disclosure. The first is the attorney-
client privilege and the second is the 

attorney-work product privilege. Each 
requires specific actions when the risk 
assessment is being created. After the 
fact, the company can only protect 
existing privilege, but it cannot go 
back and create privilege retroactively. 

Attorney-client privilege
The attorney-client privilege is an 
old and established privilege based 
in common law. It can apply to both 
individuals and corporations. To 
establish the attorney-client privi-
lege, the corporation needs to show 
the following3:
1. The corporation is a client of the 

attorney.
2. The attorney is a member of a bar 

of a court (or is the subordinate 
of such a person).

3. The attorney is acting as an 
attorney in connection with the 
communication.

4. The communication relates to 
facts that the client told the 
attorney about and there were 
no strangers present to overhear.

5. The primary purpose of the commu-
nication is for the attorney to give:
a. an opinion of law 
b. legal services, or 
c. assistance in a legal proceeding.

6. The communication is not being 
used to commit a crime or tort.

7. The corporation claims that the 
communication is privileged and 
does not waive it.

One of the elements for a risk 
assessment report to be an attorney-
client privileged communication is 
to be directed and authored by an 
attorney. That attorney can be in-
house or outside counsel. But if the 
author is in-house counsel, there is an 

additional obstacle to overcome. The 
risk assessment will only be privileged 
if the attorney is acting as an attor-
ney and not in a business role. Many 
courts are skeptical of in-house coun-
sel asserting privilege, because of the 
mixed responsibilities of those attor-
neys. In fact, some courts presume 
that in-house counsel engage in a 
substantial amount of non-legal work 
and require that the company over-
come this presumption to claim the 
privilege.4 Some courts have warned 
against companies obstructing the 
truth-finding process by improperly 
having in-house counsel claim privi-
lege.5 If the risk assessment might be 
subject to discovery by a European 
agency or court, it would be unwise 
to use in-house counsel to claim priv-
ilege. The European Court of Justice 
and the Court of First Instance have 
rejected extending the “legal profes-
sional privilege” to in-house counsel.6

To preserve the attorney-client 
privilege, the risk assessment report 
must be confidential, which means 
that the corporation intended and 
expected it to be and remain confi-
dential. And the risk assessment must 
either contain legal advice or convey 
legal services. The risk assessment 
should contain legal advice about the 
risks and vulnerabilities of the com-
pany, often in the form of assigning 
values to the potential impact of vari-
ous risks. Also, attorneys “hired to 
investigate through the trained eyes 
of an attorney” are performing legal 
services consistent with the attorney-
client privilege.7

Here are some further consid-
erations about the attorney-client 
privilege. The attorney-client privilege 
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Effective ethics and 
compliance training
by thomas Fox

How to protect compliance risk assessments from unwanted disclosure continued from page 5

is an absolute privilege, meaning it 
cannot be avoided by showing a sub-
stantial need. This comes up when 
someone is seeking to obtain the 
company’s confidential information 
saying, “I don’t have any other way 
to get this information – I need that 
risk assessment.” Unlike the work 
product doctrine, discussed later, that 
just does not work here. Also, the 
attorney-client privilege only protects 
the communication, not the under-
lying facts. So, the risk assessment 
report is privileged, but in litigation, 
the opposing side may still subpoena 
employees who happened to give input 
for the risk assessment and ask them 
questions about the risks and vulner-
abilities of the company. But they 
cannot ask, “Did you tell the attorney 
about this?” That conversation would 
be covered by the privilege.

Once the risk assessment report is 
covered by this privilege, the company 
can still lose it by waiver. Most of the 
time, this happens when the privileged 
and confidential communication is 
shared with someone who is not with 
the company. In general, to prevent 
waiver, keep the risk assessment report 
confidential, locked up, and only make 
it available to senior personnel on a need-
to-know basis. Some prefer to issue only 
paper copies of risk assessments and 
make a footer notation on each page that 
says, “Do Not Copy” and to designate 
the name of the individual recipient. 
People are less likely to copy a confi-
dential hard copy of a document when 
expressly advised not to do so and their 
name appears on every page.

Finally, the privilege is not self-
executing. When, in litigation or in 
the investigation of a crime, the com-
pany is asked for documents that are 

covered by privilege, the company must 
say the documents exist but cannot be 
produced due to privilege. One cannot 
hide the documents or act like they do 
not exist because they are privileged. 
There are specific procedures for assert-
ing privilege that are not covered here, 
but should be an immediate topic of 
conversation with counsel when sub-
poenas or discovery requests may 
involve your risk assessment report.

Work product doctrine
The work product doctrine generally 
protects an attorney’s work product, 
created in preparation for litigation, 
from involuntary disclosure. It is a 
broad privilege and applies to mate-
rials that the attorney prepared or 
were prepared at the direction of the 
attorney. These materials may include 
witness interview notes, investigative 
reports, questionnaires, memoranda, 
notes, and compliance reviews. But, 
unlike the attorney-client privilege, 
it is a qualified privilege. This means 
that even if the work product doc-
trine applies, the party trying to get 
the risk assessment report can still get 
it, if they meet certain requirements, 
such as proving they cannot get the 
information any other way.

The requirements for the work 
product doctrine that apply are (1) the 
materials or communications are of a 
nature that qualifies for protection, 
(2) they are prepared or obtained in 
anticipation of litigation, and (3) they 
were prepared by or for an attorney.8 

The true difficulty usually comes 
in showing that the risk assessment was 
prepared in anticipation of litigation. 
The anticipation of litigation must be 
more than a remote possibility.9 Most 
courts break the “anticipation of 

litigation” into two aspects: causation 
and reasonableness. Generally courts 
look first at whether the report was 
created because of potential or actual 
litigation or for some other purpose. 
Compliance risk assessments are gen-
erally prepared in order to create an 
effective compliance program, not 
because there is litigation on the hori-
zon. Risk assessments may find issues 
that may become subject to criminal 
investigation or litigation, but that is 
a remote possibility, not a likelihood. 
And the order of causation is wrong. 
The need for an effective compliance 
program is what caused the company 
to order a compliance risk assessment 
in the first place. If litigation or a crim-
inal investigation results from being 
discovered during the risk assessment, 
it is a result, not a cause. Many courts 
withhold from protection “documents 
that are prepared in the ordinary 
course of business or that would have 
been created in essentially similar 
form irrespective of the litigation.”10

Recently, the First Circuit 
addressed this issue en banc in U.S. 
v. Textron, Inc.11 In that case, the 
court was addressing whether the IRS 
could force the production of a risk 
assessment of Textron’s tax liabilities 
prepared by the company’s in-house 
tax attorneys. Textron had waived 
its attorney-client privilege when it 
showed the work to its auditors. But, 
when Textron refused to produce the 
risk assessment because they claimed 
that it was attorney-work product, 
the court had to decide whether 
the work product doctrine applied 
in that situation. The court said the 
work product doctrine did not apply 
because the risk assessment was pre-
pared for the financial statements, 
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which is a reason other than poten-
tial litigation. Textron had to give 
up its tax liability risk assessment to 
the IRS. Many commentators have 
opined that the Textron case also 
stands for the proposition that the 
argument for work product doctrine 
protection is weaker if the work is 
done by in-house counsel.12 

Courts then look at how reason-
able it was to expect litigation at the 
time the work was prepared. The 
remote possibility of litigation is not 
sufficient. In general, the company 
must have identified some claim or 
some set of facts that would cause 
them to anticipate litigation. The 
claim need not have already been 
filed, but there must be some basis to 
anticipate that litigation could occur. 
For example, courts have held that an 
investigation by a regulatory agency 
is sufficient to reasonably anticipate 
litigation. But, “It is not enough to 
trigger work product protection that 
the subject matter of a document 
relates to a subject that might con-
ceivably be litigated.”13

What you can do
To protect your compliance risk 
assessment report from future discov-
ery, here are some suggestions:
•	 Do use attorneys to protect attorney-

client privilege of the risk assessment 
report. Be careful of using in-house 
counsel unless you feel comfortable 
that the attorney can demonstrate 
that they are primarily doing legal 
work and their leading the risk 
assessment effort cannot be con-
strued as non-legal work.

•	 Don’t rely on the work product 
doctrine unless litigation is actu-
ally anticipated. A suspicion that 

the risk assessment may uncover 
issues that could be the subject of 
a criminal/regulatory investigation 
or civil litigation is insufficient to 
establish that the risk assessment is 
being conducted “in anticipation 
of litigation.”

•	 Do keep the risk assessment confi-
dential. Don’t let it be shared with 
anyone outside the company and keep 
distribution within the company on 
a need-to-know basis, preferably with 
senior level employees.

•	 Do distribute the report only in 
a hard copy, paper version. Elec-
tronic copies tend to wander too 
much, especially as email attach-
ments. The report may be marked, 
“Privileged and Confidential, 
Attorney-Client Communication, 
Do not provide to or copy for any 
other person without the express 
written permission of the Legal 
Department.” Each hard copy may 
also be marked with the name of 
the recipient to discourage scan-
ning or copying.

•	 Do include legal opinions in the 
risk assessment report.

•	 Do keep to a minimum any sepa-
rate, written materials used in 
writing the report. And keep legal 
opinions out of that separate, writ-
ten material.

•	 Do notify your attorney imme-
diately and determine the 
appropriate process to assert the 
privilege if your company receives 
a subpoena or discovery request 
that might arguably cover the risk 
assessment report. 
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Today’s workforce is classified into 
three main categories: Baby Boom-
ers, Generation X, and Generation 
Y. As the newest members to the 
workforce, Generation Y employees, 
also called Millennials, bring a differ-
ing mindset and workplace attitude 
not found within the previous two 
groups. The factors that motivate  
them and increase their level of 
engagement are unique. Genera-
tion Y employees require fresh and 
interactive training methods to bring 
them into and maintain a corpora-
tion’s ethical culture.

The successful assimilation of 
your workforce into a corporation’s 
ethical culture and compliance 
program is a key element to an organi-
zation’s success. It affects everything 
including company morale, the 
organization’s development into an 
employer of choice and, most impor-
tantly, the bottom line. According to 
a National Business Ethics Survey, a 
strong compliance program reduces 
misconduct by 75% and can lead the 
organization to higher stock growth 
than the average organization in the 
S&P 500.1

The establishment of a compli-
ance program and ethical culture also 
encourages strong communication 
amongst employees. When a work-
force has a positive feeling toward the 
organization and believes in its strong 
commitment to ethics, employees are 

more prepared for handling tricky 
situations and more readily willing 
to seek advice.

When providing ethics training  
to a Generation Y workforce, the 
most important thing to remember 
is that your focus needs to be on what 
motivates them. What will get them 
to engage, retain key information, 
and respond to you in the way that 
you need them to respond? 

To initiate the process of engag-
ing the youngest members of your 
team, it is critical to review the char-
acteristics that are unique to the 
Generation Y workforce, as compared 
to Generation X or Baby Boomers. 
These characteristics include: 
1. Team and achievement-ori-

ented—describe the “big picture” 
as it relates to their duties and 
work output;

2. Tech-savvy and proficient in 
a Web 2.0 world, where user-
generated content and two-way 
dialogues are expected; 

3. Multi-taskers with limited atten-
tion spans; and

4. Desire more attention and 
feedback.

Interactive communication 
is key
The Generation Y workforce wants to 
have a conversation with their employ-
ers. Unlike previous generations, they 
do not respond to declarations or 

proclamations. All communications 
must provide a response mechanism to 
engage in a two-way conversation. These 
mechanisms can be as simple as follow-
ing up with an e-mail campaign or small 
group meetings upon the conclusion of 
video training sessions, or perhaps an 
interactive training session that encour-
ages discussions and provides real-world 
scenarios in a virtual setting. 

Utilizing electronic and inter-
active communication methods in 
any ethics and compliance program 
delivers a high-impact messaging 
component that engages and keeps 
the attention of the Generation Y 
employee. These methods also offer 
an important tool for training, track-
ing, and managing critical ethical 
issues.

The most difficult aspect of devel-
oping new training methods to reach 
a Generation Y audience is that those 
methods must still reach all generations 

The latest training techniques to 
engage a Generation Y workforce
by luis Ramos

luiS RamoS
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of your workforce. Teams are built 
with members from each generational 
group, and therefore, multiple commu-
nication methods must be established 
to engage all employees, based on their 
training preferences.

When dealing with Generation Y 
employees, your communication 
methods must be lively and hip. A 
white paper may work with Baby 
Boomers, because they simply want 
to be aware of the rules and move 
on. To reach the Generation Y team 
members, emails, videos, and docu-
ments need to cut through the clutter, 
spark a conversation, and encourage 
their voices to be heard. 

To captivate a younger, tech-
savvy workforce, companies like 
Yahoo! are turning to training 
modules and simulations to teach 
ethical issues and management 
skills. Recently, Yahoo! launched an 
interactive ethics training program 
called “On the Road with the Code,” 
and this interactive training course 
engaged their high-tech workforce 
by asking them a series of questions 
on ethical scenarios in different game 
show formats.

The “On the Road with the Code” 
campaign leveraged Yahoo!’s creative 
and fast-paced culture while deliver-
ing a serious–but not stuffy–message 
about ethical decision-making. In the 
quest for an “ethical culture,” com-
panies like Yahoo! are increasingly 
finding that one-size-fits-all ethics 
training doesn’t turn a workplace 
into an ethical one, and by deploy-
ing an interactive training program, 
99 percent of Yahoo!’s employees 
worldwide were ethics certified in a 
culture where mandatory training is 
a new concept. 

Use of social media
A pressing question for compa-
nies in engaging the Generation Y 
workforce is about the use of social 
media: Facebook, Twitter, etc. While 
compelling, because they quickly 
distribute important information 
online, social networks are filled 
with pitfalls. A comprehensive plan 
for the use of social media with strict 
guidelines must be developed and 
communicated to employees. Some 
companies have found it effective to 
use Facebook-like tools and appli-
cations to reach their employees, 
because Generation Y team mem-
bers are comfortable with the format, 
but it stays separate from their social 
engagements. 

Additional social media methods 
that may be incorporated into ethics 
programs are blogs to drive interac-
tive discussions and texts to send 
ethics alerts.

While the Generation Y work-
force brings a new set of training 
challenges to establish an ethical 
culture and build a compliance pro-
gram, they also bring fresh ideas 
and opportunities. The expansion 
of training programs to incorporate 
multi-layered communication strate-
gies and methods, such as interactive 
games and simulations, will lead to a 
stronger compliance program for all 
employees, spanning age, position 
and discipline. 

Notes:

1 Ethisphere Magazine, 2008 World’s Most 
Ethical Companies, August 14, 2008
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Never before has there been more 
focus on the relationship between 
Compliance and the Board. The 
recent changes to the Federal Sen-
tencing Guidelines for Organizations, 
promulgated by the US Sentencing 
Commission, provide a strong incen-
tive for Compliance to have a reporting 
relationship to the board.

But how attuned to compliance 
and ethics are boards of directors? 
And what is the state of board gover-
nance today? 

To answer those questions 
we spoke with Nell Minow. She 
is the Editor and Co-Founder of 
The Corporate Library, the leading 
independent source for U.S. and 
Canadian corporate governance 
and executive and director com-
pensation information and analysis 
(www.thecorporatelibrary.com). 

Ms. Minow was named one of 
the 20 most influential people in 
corporate governance by Directorship 
magazine in 2007 and was dubbed 
“the queen of good corporate gov-
ernance” by BusinessWeek Online 
in 2003.  She is known throughout 
the business world for her candor in 
addressing the strengths and weak-
nesses of board governance.

AT: With all the corporate scan-
dals over the last few years, many have 
been asking: “Where was the board? 
Did it understand the financial risks? 
Why wasn’t it paying closer attention 

to the decisions being made?” Do you 
think this is a fair critique?

NM: I’m one of the people asking 
those questions! 

There is plenty of blame to allo-
cate, but I believe it is the board 
members who must bear the ultimate 
responsibility for corporate failure. 
The board is there to manage risk, 
including the risk of agency costs. 
No one expects them to foresee the 
future, but we do expect them to have 
back-up plans in place to mitigate  
damage and respond nimbly to  
unexpected developments. 

I do not expect a board to under-
stand the intricacies of derivative 
instruments, but I do expect them to 
notice a red flag being waved when 
someone tells them they have taken 
risk out of the system, or that pro-
jections are based on housing prices 
not just continuing to rise forever, 
but continuing to rise at an unprec-
edented rate. I expect them to ask, 
“What if not?”

AT: Do you think most boards 
are actively overseeing companies, or 
are they acting as something as a soft 
check on the CEO until things go 
really wrong?

NM: Most boards defer far too 
much to management until there is a 
crisis. This is in part because manage-
ment selects and compensates them, 
and management controls the board 
agenda and the quantity, quality, and 

timing of the information provided 
to directors.

AT: Isn’t this the reverse of how 
things are supposed to be? Isn’t it 
management that’s supposed to be 
accountable to the board? Why are 
boards so complacent about this? Is 
it that there are far more rewards for 
being a “good board member” than 
by being one that actually challenges 
management? 

NM: It’s human nature to “dance 
with the one who brung you to the 
party.” When directors are scouted 
by management’s consultants, inter-
viewed by the CEO, and understand 
that they owe him their jobs, it is nat-
ural that they would act like another 
operating division of the company 
instead of a group accountable to 
shareholders for exercising oversight. 

You have it exactly right—there 
are no rewards for being a good 
board member, if that means being 

Good governance examined:  
An interview with Nell Minow
by adam turteltaub

nEll minoW

in the Spotlight
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continued on page 12

responsible for setting expectations 
and direction and insisting that man-
agement meet those standards. And 
there are no penalties for getting it 
wrong. Without personal, hand-in-
the-cookie-jar corruption, it is almost 
unheard of for directors to have to 
pay a penny out of their own pocket 
when things go wrong. 

Many of the directors of failed 
companies continue to serve on 
boards, even without shareholder 
approval. Our firm found six direc-
tors who received no more than 
one-third of the vote in a director 
“election” and yet many continue to 
serve on the boards.

AT: The Corporate Library rates 
companies on a variety of measures, 
but notably, not on compliance and 
ethics programs, even though you do 
include ethics policies in your data-
base. How do you assess how well 
companies are handling the risk of 
compliance failures, or is that seen as 
outside the purview of governance?

NM: Our ratings are based on 
publicly available data, largely feder-
ally mandated disclosures. This not 
only enables us to rely on apples-to-
apples information, but it puts the 
burden of proof on the company and 
evaluates it on the basis of its own 
representations. 

We do not rate ethics policies for 
the same reason we do not evaluate 
governance policies—what matters 
is implementation and execution. 
We rate the results of those poli-
cies. Anyone can distribute an ethics 
manual. Enron had a good one. 
There were many copies available on 
eBay, shortly after Enron declared 
bankruptcy.

AT: What are some of the things 
you look for in making that rating?

NM: We look at the kind of 
trouble they get into and, most 
importantly, how they respond to 
that trouble. If a company is charged 
with a violation, we expect to see a 
prompt announcement from the 
board that it has established an inde-
pendent committee with independent 
counsel to look into it. If their Section 
404 filing shows that their internal 
controls are not adequate, we expect 
a clear explanation of what they are 
doing to fix it.

AT: What do you think we can 
reasonably expect from boards in 
terms of understanding the legal and 
ethical risks companies are taking 
and then judging how well manage-
ment is trying to mitigate them?

NM: There will always be sur-
prises, both good and bad. That’s 
what risk means. The board is there to 
ask good questions and insist on good 
answers. When management makes a 
prediction, the board should ask what 
will happen if things go 10% better 
than expected, and what will happen 
if things go 10% worse.

AT: I noticed that of the more 
than 3,000 companies that the Cor-
porate Library has assessed, very few 
get an A rating on their governance 
structure. It doesn’t give me much 
confidence in the state of governance 
in America. Why so few?

NM: I think we are better at 
discerning “absence of terrible” than 
“presence of greatness.” And you can’t 
get an A without a tight pay-perfor-
mance link, and there are very, very 
few boards who get pay right.

AT: What boards do you see truly 
being the most effective at governing 

a company, both in terms of setting 
direction and exercising truly dili-
gent oversight of management? And, 
what are the practices that they have 
embraced that make them effective?

NM: Generally speaking, most 
boards are weak in good times and 
good in bad times. I can’t think of any  
off the top of my head who are tough 
in good times. Warren Buffett speaks 
of the constant obligation to widen 
the moat between you and your 
competitors. But instead, boards get 
complacent just when they need to be 
most vigilant.

AT: The Federal Sentencing 
Guidelines have proposed amend-
ments which provide additional 
incentives for boards to exercise 
oversight of compliance programs. 
Now more than ever, there’s a 
reason for compliance and ethics 
officers to have a reporting rela-
tionship to the board. In your 
experience, how much interaction  
is there already between boards and 
compliance professionals? Interest-
ingly, our data found that public 
company boards were less likely 
than private company or non-profit 
boards to interact with the compli-
ance officers.

NM: That is interesting! Ideally, 
the compliance/risk officer should 
report directly to the Risk Commit-
tee the way the CFO reports to the 
Audit Committee, but I don’t think 
that happens very often.

AT: Why do you think Com-
pliance should report to the Risk 
Committee instead of the Audit 
Committee?

NM: I would leave that up to the 
judgment of each board to determine 
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Effective ethics and 
compliance training
by thomas Fox

Good governance examined:  An interview with Nell Minow continued from page 11

what works best for them. But in my 
opinion, compliance can be construc-
tively viewed as risk management, 
rather than as just another cost of 
doing business.

AT: What do you think it would 
take to get boards more interested in 
the company’s compliance and ethics 
program?

NM: They have to under-
stand it as a critical element of risk 
management and not just a lot of box-
checking and lawyer sign-off.

AT: Over the last few years, the 
acronym GRC–Governance Risk and 
Compliance–has been used a great 
deal, predominantly by consultants, 
to define a profession or practice. Are 
you finding boards thinking in GRC 
terms? Are you finding GRC practi-
tioners in companies, or is it largely 
the purview of the consulting world?

NM: I have never heard that acro-
nym before. On the shareholder side, 
you hear about ESG–environmental/
social/governance risk assessment.

AT: Increasingly, there has been a 
focus on incentives and what they can 
mean. For example, are you encour-
aging people to make the numbers 
at any costs? Are you putting in 
place incentives that could lead to  
unintended behaviors? One of the 
things The Corporate Library exam-
ines is compensation policies. How 
do you get a feel for when the com-
pensation is designed to encourage 
the right behavior and discourage the 
wrong behavior?

NM: Two indispensible elements 
of a pay package are meaningful 
clawbacks (no wiggle room requir-
ing intentionality or materiality) and 
indexing of stock or option grants so 

that they do not pay out unless you 
beat your peer group.

AT: How are boards getting pay 
wrong? I ask out of curiosity about 
compensation for the top manage-
ment, but also broader lessons about 
how compensation systems are struc-
tured throughout the company.

NM: We can only look at the 
compensation of the top executives, 
but the same rules should apply—
meaningful clawbacks and indexing.

AT: So how else do we make gov-
ernance more effective so we can help 
avoid the problems that both bring 
down companies and almost brought 
down our entire economy?

NM: Executives and direc-
tors need to understand that what 
they currently see as vulnerability 
–accountability to shareholders–is 
their greatest strength. If they want 
committed, patient capital, they 
must earn that trust. They should 
recognize that through their pen-
sion funds, they themselves are the 
largest shareholders in the world and 
as shareholders, they should engage 
with their portfolio holdings to make 
sure that they are managing risk and 
focusing on shareholder value. 

Adam Turteltaub is the Vice President 

for Membership Relations for SCCE. He 

can be contacted by e‑mail at adam.

turteltaub@corporatecompliance.

org. Nell Minow may be contacted at 

nminow@thecorporatelibrary.com.
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Meet Anna Armendariz 
compliance and corporate Secretary 
Specialist and Scce’s 2,000th member
by adam turteltaub

AT: First, was it a bit surprising 
finding out you were the 2,000th  
person to join? I’m guessing you 
didn’t expect this much attention? 

AA: Yes, very surprised! How-
ever, it makes sense, because when 
I attended my first SCCE regional 
conference in April of this year, I 
recalled hearing about the organiza-
tion’s membership goals. 

AT: I understand you had partici-
pated in at least one SCCE event prior 
to enrolling. Which one, and is that 
what led you to join? If not, what did? 

AA: I attended the Midwest 
Regional conference in Chicago on 
April 30th. My leader suggested that 
I attend the conference. The insight I 
gained at the conference did lead me to 
join the SCCE. For years I had been per-
forming various compliance activities, 
and the information at the conference 
helped provide more clarity as to why 
those compliance activities were so 
important. At the conference I learned 
about the U.S. Sentencing Guidelines, 
and how they relate to the activities in 
Integrys’ compliance program. 

AT: You’re far from the only 
member of the SCCE from Integrys. 
Tell us a bit about the team there and 
its involvement with SCCE. 

AA: Compliance Services consists 
of the Chief Compliance and Ethics 
Officer, Director–Compliance, Cor-
porate Records Administrator, and 

myself.  I am the Compliance and 
Corporate Secretary Specialist. The 
corporate compliance team is small, 
but that is because Integrys has a decen-
tralized compliance program. There are 
subject matter experts in various com-
pliance roles located throughout the 
company. With respect to the SCCE, 
our involvement began within the last 
two to three years. The Compliance 
Services team was established after 
the completion of the merger between 
Peoples Energy Corporation and WPS 
Resources Corporation in early 2007. 
Since then, our team has worked hard 
to establish a first-rate compliance pro-
gram that integrated the programs of 
the two legacy companies. As our com-
pliance program became more formally 
established, so did our need for addi-
tional expertise in the area of ethics and 
compliance. We have even take steps to 
rewrite job profiles to include a prefer-
ence for the Certified Compliance and 
Ethics Professional certification. 

AT: How did having so many col-
leagues already involved with the SCCE 
have an impact on your decision? 

AA: The number did not impact 
my decision. Actually, my decision was 
based upon guidance from my leader, 
the Director–Compliance. At Inte-
grys, leaders promote and encourage 
the development of all employees, and 
my leader thought membership would 
be the next logical step in my position. 

AT: What role do you play on the 
compliance team?  

AA: I am responsible for mul-
tiple activities within the corporate 
compliance function, but most of my 
time is spent on the development and 
maintenance of corporate policies  
and coordination of ethics and com-
pliance training. Other activities 
include the compilation of compliance 
data and related metrics and special 
projects. I also work closely with the 
Director-Compliance in the overall 
compliance function. The most enjoy-
able part of my job is working on the 
special projects that arise. 

AT: How did you come into  
that role? 

AA: Well, prior to the merger, I 
worked in the Corporate Secretary 
Services area for Peoples Energy. A 
year or two prior to the merger, Peo-
ples Energy undertook an initiative 

feAture interview

anna aRmEndaRiz
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to establish a corporate compliance 
program. My leader in the Corporate 
Secretary area was a key sponsor for 
the new program, and he gave me the 
opportunity to be on that team. As 
a result, I spent part of my time on 
corporate secretary matters and the 
rest on compliance work. 

AT: Tell us a bit about Integrys 
Energy Group’s business? 

AA: Integrys Energy Group 
is a holding company focused on 
regulated and non-regulated energy 
delivery. Our regulated subsidiar-
ies include Michigan Gas Utilities, 
Minnesota Energy Resources, North 
Shore Gas, Peoples Gas, Upper 
Peninsula Power Company, and  
Wisconsin Public Service. The regu-
lated subsidiaries provide customers 
with natural gas and/or electric utility  
services. Our non-regulated sub-
sidiary, Integrys Energy Services, is 
a natural gas, electric, and alterna-
tive fuel supplier, and also provides 
energy management and consulting 
services. 

AT: What are some of the 
challenges Integrys faces from a com-
pliance and ethics perspective? 

AA: Compliance with the 
Dodd-Frank Wall Street Reform and 
Consumer Protection Act, signed in 
July, will be a major effort over the 
next year or more. 

AT: What’s the overall approach 
of your compliance and ethics 
program? 

AA: Integrys’ compliance and 
ethics program aligns with the com-
pany’s core values, vision, mission, 
and commitments.  We have an 
effective Code of Conduct and asso-
ciated ethics and compliance training 
program, which are supported by 

consistent and effective underlying 
policies and procedures. With Integrys’  
compliance functions embedded 
throughout the organization, we 
believe in compliance oversight and 
monitoring through Corporate Com-
pliance with the detailed compliance 
activities performed by the appropriate 
subject matter experts in the impacted 
business area. Continually enhancing 
our compliance program is an on-going 
effort and it is only possible with all 
employees partnering in this endeavor. 

AT: How has that evolved over 
the last few years, with increased 
regulatory scrutiny and higher public 
skepticism of corporations? 

AA: Integrys has always taken 
compliance very seriously, and with 
the heightened regulatory scrutiny, 
our compliance programs have needed 
to become more formal. The shift has 
given us the opportunity to document 
the processes and training already in 
place and develop on-online tools to 
track compliance activities. 

AT: One challenge that many com-
panies are facing these days is what to 
do about the world of social networks. 
What approach have you taken? 

AA: Integrys recently established 
a Social Media Guideline & Proce-
dure in order to provide employees 
guidance on social media, whether 
it’s a blog, web board, chat room, 
Twitter, Facebook, etc. 

AT: You also work in the corpo-
rate secretary area. For all the talk 
about Governance, Risk and Compli-
ance as a practice, there are relatively 
few compliance people with corpo-
rate secretary duties. What are some 
of the responsibilities you have? 

AA: Since 2007, 95% of my duties 
revolve around corporate compliance. 

However, I do occasionally assist 
our Legal and Governance Services 
area with tasks such as the review 
and approval of Section 16 Insider 
Form 4 filings for company officers 
and directors, minor assistance with 
board of director meetings held in 
Chicago, assistance with monitoring 
governance ratings, and I am the site 
publisher for our team Intranet site. 

AT: How does the corporate sec-
retary work affect your compliance 
perspective? And how does the compli-
ance work affect your perceptions about 
what makes for good governance? 

AA: It has been my experience 
that the two areas go hand in hand. 
A lot of my past corporate secretary 
work and/or assistance (i.e., Form 4 
filings, board meetings, submitting 
8Ks, preparing proxies and holding 
shareholder meetings) are all require-
ments because Integrys is a public 
company. In corporate compliance, 
you are ensuring that certain tasks 
get completed so that the company 
is compliance with all laws and reg-
ulations. Ensuring that there is an 
effective compliance program is a 
critical part of the board’s governance 
oversight of the company. 

AT: Any regrets about getting all 
this attention, or are you still glad you 
joined? 

AA: No regrets. In fact, I believe 
that this opportunity will help 
strengthen our internal compliance 
program. It is not every day that you 
get the opportunity to legitimize your 
compliance program publicly. My pre-
sumption is that my coworkers will be 
proud that our program is being recog-
nized in connection with the Society of 
Corporate Compliance and Ethics. 
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More acronyms
by Roy Snell

OK, I have officially had it. Compli-
ance works because compliance is 
simple. Compliance is here because 
the people before us failed. In part, 
they failed because they did not keep 
it simple. They got distracted. Com-
pliance looks for, finds, and fixes 
regulatory/policy/ethical problems. 
That’s it. Find and fix. We audit, 
investigate, discipline, and report 
to the Board. We write a code of 
conduct, educate, and operate a hot-
line. Simple. Nothing to it. It works 
because it’s simple. It’s a hard job, but 
a simple process.

The problem is that people just 
couldn’t leave well enough alone. They 
had to build a better mouse trap. So, we 
had some guys who were working on 
governance and risk decide they could 
jazz up their old slide deck by adding 
the new and exciting field of compli-
ance. We now have GRC. Governance 
involves many things that have noth-
ing to do with Compliance, such as 
budgeting, innovation, resource allo-
cation hiring, etc. Yes, there is some 
overlap, but Compliance overlaps with 
many areas. Risk management is pri-
marily done on risks to the company, 
not risks the company causes others. 
The Risk department is often a total 
distraction to finding and fixing prob-
lems that our company causes others. 
Yes, there is some overlap, but Compli-
ance overlaps with many areas. Why 
not have CHRERMALF, or Com-
pliance Human Resources Education 
Risk Monitoring Audit Legal Finance? 
Why not? Because it’s ridiculous. 

There have been offshoots of GRC 
because GRC couldn’t even leave well 
enough alone with their own creation. 
They invented GERC or Governance 
Enterprise Risk and Compliance. 
One over-think tank added “Global” 
to the whole mess. You can never go 
wrong by adding Global to anything. 
Someone now has invented ESG or 
Environmental Social Governance. At 
least they left off Compliance, but it’s 
like a black hole. They will suck us in. 
They will complicate our simple pro-
cess of finding and fixing problems. 
They will distract us from finding and 
fixing problems. The U.S. Sentencing 
Guidelines don’t mention GRC or 
ESG or CHRERMALF. They men-
tion compliance programs. We just 
can’t leave well enough alone. Some 
people have to over-engineer every-
thing. Some do it for profit. Some do 
it because they really aren’t interested 
in solving the problem that the press, 
the public, and the politicians want 
us to fix. They want to show everyone 
how smart they are. Sometimes less is 
more. This is one of those moments. 

We are here to find and fix prob-
lems our organization is causing for 
others. That’s it. We use a few tools to 
find and fix the problems. We don’t 
care about the Governance budget-
ing process or their need to innovate 
and manage resources. We are not 
responsible for the risk of the company 
losing their investments or the risk of 
starting another office or introducing 
another product. We want to find and 
fix compliance problems. Compliance 

professionals 
need to stop 
others from 
hijacking the 
definition of 
our profes-
sion and the 
de f i n i t ion 
of compliance programs. Compli-
ance professionals need to stop others 
from distracting us from our mission 
of finding and fixing problems. If we 
don’t, we will fail as surely as those 
who came before us failed. And unlike 
Legal, Audit, and Risk, if we fail to 
find and fix problems, we will have 
nothing to fall back on. There will be 
no need for our services. Legal can 
always practice law. Risk can always 
do risk assessments. Audit will always 
be able to do audits. But if we fail to 
find and fix problems, there is no other 
job we can perform. No one is going 
to pay for Compliance if it doesn’t find 
and fix problems. And if we don’t stop 
these people, we will not find and fix 
problems.

Here is one more acronym for 
you: STC. Stop The Complicaters. 
The last time the U.S. Sentencing 
Commission updated their chap-
ter on compliance programs, they 
asked SCCE for input. In fact, we 
testified in front of the Commis-
sion. We provided some good ideas 
on accountability of compliance 
professionals. The next time they 
update Chapter 8, I am going to sug-
gest that they add another element 
to compliance programs. That ele-
ment would be to stop others from 
hijacking our profession. It should 
be a part of our job. Every other pro-
fession defines their own profession. 
Why shouldn’t we? 

letter from the ceo
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Declining budgets, increased regulation, and 
a crisis in business confidence are all making 
compliance and ethics more challenging, and 
more important, than ever.

The Society of Corporate Compliance and 
Ethics can help you manage your compliance 
and ethics program—and your career— 
through these times. We’ll help you connect 
with and learn from compliance and ethics 
professionals from across industry, giving you 
new ideas for how to manage your program.

Our magazine and electronic newsletter will 
keep you informed of the latest issues, and 
give you perspective on how to effectively 
manage the long‑term challenges. Our 
conferences will enable you to build out 
your network and hear directly from other 
professionals, at a discounted, members‑only 
rate. Can’t travel? Our online social network is 
the next best thing, providing online interaction 
with thousands of compliance and ethics 
professionals. Or try a web conference.

In sum, SCCE can help you tap into a vast 
network of information and resources to help 
move your ethics and compliance program 
forward, no matter how difficult the times.

To learn more about the SCCE and 
how we can help, visit us online at 
www.corporatecompliance.org, 
and join more than 2,000 other 
professionals who already call 
themselves members of the Society of 
Corporate Compliance and Ethics.

Don’t Face Compliance  
and Ethics Issues Alone
Join the Society of Corporate Compliance and Ethics 
and Enjoy the Support of Over 2,000 Compliance and 
Ethics Professionals Worldwide

6500 Barrie Road, Suite 250, Minneapolis, MN 55435, United States
+1 952 933 4977 (p) | +1 952 988 0146 (f)
membership@corporatecompliance.org
www.corporatecompliance.org
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Organizations devote time, effort, 
and resources to mitigate risk and 
maintain compliance across their 
enterprises. However, they often 
remain exposed to significant risk 
without even realizing it. The con-
duct of suppliers, subcontractors, 
service providers, and other business 
partners—left unchecked—can have 
devastating consequences for organi-
zations. The unlawful actions of these 
third parties can also subject the 
organizations who do business with 
them to criminal, civil, and finan-
cial penalties. And in the worst-case 
scenario, an organization could be 
forced to close its doors through no 
direct actions of its own. This makes 
managing third-party risk extremely 
important for organizations, espe-
cially in highly-regulated industries 
where government agencies are inten-
sifying their oversight efforts.

Healthcare companies, for 
example, are facing stepped-up 
enforcement of the Stark Law. The 
law stipulates that if a physician or 
a member of a physician’s immedi-
ate family has a financial relationship 
with a healthcare entity, the physi-
cian may not make referrals to that 
entity for designated health services 
(DHS) under the Medicare pro-
gram.1 A surgical specialty center in 
Louisiana, hospitals in Wisconsin, 

and a healthcare system in Colorado  
are among those providers who have 
recently dealt with enforcement 
actions and monetary penalties relat-
ing to the Civil Monetary Penalties 
Law provisions applicable to the  
Stark Law.2 

Meanwhile, increased scrutiny  
of Foreign Corrupt Practices Act 
(FCPA) compliance continues to 
be a major issue for many global 
organizations. Because the FCPA  
prohibits payment to foreign officials 
for obtaining or retaining business, 
multinational pharmaceutical cor-
porations in particular are open to 
bribery and corruption risks. Foreign 
governments own or operate hospitals 
in many countries. Physicians and 
other hospital employees therefore 
work for the government, and the 
marketing of pharmaceutical products 
may require commercial transactions 
with these “foreign officials.” 

The Department of Justice (DOJ) 
and the Securities and Exchange 
Commission (SEC) have significantly 
ramped up enforcement of the FCPA, 
assessing more than $2 billion in fines 
over the past few years.3  In January 
2010, the SEC established an FCPA 
specialized unit, and enforcement 
efforts will likely increase further. In 
fact, a whistleblower provision of the 
recently enacted Dodd-Frank Wall 

Street Reform and Consumer Protec-
tion Act would allow individuals who 
report FCPA violations to the SEC to 
receive between 10% and 30% of the 
fines collected as a result.4  

In addition to dealing with 
increased FCPA enforcement, multi 
national companies operating in 
the U.K. will soon be subject to 
that nation’s even stricter Bribery 
Act, which will take effect in April 
2011. The Bribery Act subjects any 
company that conducts business in 
the U.K. to be held accountable for 
preventing bribery, even if the acts of 
bribery occurred outside of the U.K.5

To help more effectively confront 
the challenge of managing third-
party compliance and ethics risks, 
companies can use a comprehensive 
governance, risk and compliance 
(GRC) technology platform. GRC 

Combining technology and best 
practices to improve third‑party risk 
management
by leila daiuto

lEila daiuto
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technologies that support all seven 
elements of an effective compliance 
program (as mandated by the U.S. 
Sentencing Commission Guide-
lines) ensure that a consistent and 
comprehensive compliance program 
is implemented, defensible, and 
repeatable.  

A recent KPMG study, “The 
convergence challenge: Global survey 
into the integration of governance, 
risk and compliance,” supports the 
assertion that technology enables 
efficient risk management organiza-
tion-wide. In the study, the authors 
concluded that “Technology serves 
as the backbone of an effective risk/
compliance architecture, providing 
timely access to consistent, accurate, 
and comprehensive information as 
well as intelligent reporting.”6

In addition, hosted technology 
solutions, also known as Software-
as-a-Service (SaaS), provide benefits 
to third-party risk management pro-
grams. In a recent white paper, titled 
“Managing Risk & Compliance 
Across Extended Business Rela-
tionships,” Michael Rasmussen of 
Corporate Integrity said systems that 
are accessed online as SaaS are partic-
ularly well suited to third-party risk 
management, because they eliminate 
the difficulty of extending access to 
internal systems for business partners. 
With an Internet-hosted software 
platform, he adds, a company can 
avoid opening up its internal net-
works to hundreds or thousands of 
business partners.7

To best understand the current 
state of your third-party interactions, 
a risk assessment should be con-
ducted.  An online risk assessment 
enables the automated distribution 

of the assessment, instant results, and 
action plans to remediate the risks. 
Policy and procedure development 
is typically an outcome of identified 
risks. Clearly defined compliance 
policies and procedures for interac-
tions with vendors, contractors, and 
suppliers should be published and 
available in a single, well-managed 
document repository. In addition 
to helping mitigate compliance risk, 
this can prevent a situation in which 
different groups within the organi-
zation create different, and possibly 
contradictory, policies for the same 
requirements.

Once policies and procedures are 
established, an automated solution 
can streamline the communication 
of them to targeted employees who 
interact with third parties as part of 
their job functions, such as sales, mar-
keting, procurement, and operations. 
Policies should also be developed 
and communicated to third parties.  
Collecting acknowledgements/
attestations of these policies and pro-
cedures in the GRC system ensures 
that all target resources have agreed 
to abide by the policies and that 
results can be retrieved, if necessary, 
in audits or to settle disputes.  

Education is also essential to 
communicating and understand-
ing policies and procedures around 
third-party risk. E-learning courses, 
available to employees and third par-
ties, are an effective way to accomplish 
this. Courses can be distributed and 
tracked through the GRC system, 
with quizzes and tests to ensure 
employees and third parties under-
stand the organization’s policies.

In addition to the development 
of policies and procedures, controls 

are designed and implemented to 
mitigate risks. These controls 
should be tested to ensure they are 
effectively designed and managed. 
Self-assessments may be distributed 
by Compliance and completed by 
control owners to initially confirm 
the effectiveness of the controls. 
Independent testing is also typi-
cally performed by Internal Audit or 
Compliance Audit to validate these 
controls. The GRC system facilitates 
the documentation, assessment, test-
ing, and remediation of any control 
weaknesses or failures.

A similar assessment approach 
may be taken to validate that third 
parties are complying with the 
organization’s policies, procedures, 
and controls. Assessments may be 
developed for each type of vendor. 
The categorization or “typing” of a 
vendor is based on the risk level that 
vendor places on the organization. 
Factors such as dollars spent, access 
to secure data, type of business, and 
location of business are all factors 
that may impact the risk level of a 
vendor. Results of vendor assessments 
should be shared within the organiza-
tion when an agreement is needed on 
the use of this vendor for future busi-
ness. Highest risk vendors are easily 
identified, and this can help prevent 
major violations.

These assessments may be per-
formed as new vendors come on board, 
on an annual basis, during contract 
re-negotiation, or if changes are made 
in the use of the vendor. Embedding 
compliance policies and procedures 
into contracts and into an onboard-
ing program for new contractors and 
vendors can further help mitigate risk. 

continued on page 20



20 compliAnce & ethicS profeSSionAl  OctOber 2010  www.corporatecompliance.org

Effective ethics and 
compliance training
by thomas Fox

Combining technology and best practices to improve third-party risk management continued from page 19

The GRC system can support the cat-
egorization, assessment, review, and 
risk evaluation of each vendor.

A centralized investigations 
workflow will enable the effective 
tracking and resolution of vendor 
compliance issues as they arise. 
Timeliness of issue resolution and 
consistency in corrective action is 
essential and can be monitored and 
tracked in the GRC system’s incident 
management system.

Lastly, embedding policies, pro-
cedures and controls directly into 
the organization’s business processes 
through automated workflows can 
ensure that high-risk interactions 
are well documented, evaluated, 
and approved prior to taking place. 
Workflows provide consistency in the 
business process, and requests can be 
routed to the appropriate reviewers  
and approvers, based on the risk 
level and due diligence results of the 
third party. Audit trails prove that all 
required actions took place.

Strong third-party risk man-
agement systems provide protection 
from regulation violations and 
enforcement actions by ensuring that 
everyone within your organization, as 
well as third parties you do business 
with, are following the law. Doing so 
is key to avoiding the financial and 
reputational repercussions that usu-
ally follow a government investigation 
of your organization. Additional 
benefits can include improved over-
all business performance, agility in 
forging new business relationships, 
enhancement of brand value based on 
ethical reputation and social respon-
sibility, and the ability to outperform 
competitors. 

A well-defined and achievable 
set of risk management capabilities 
will help guard the interests of all 
company stakeholders as outsourc-
ing increases and relationships with 
vendors, suppliers, and contractors 
are expanded. The sooner third-
party risk management capabilities 
are implemented, the sooner com-
panies can gain the vital advantages 
they provide. Technology can help 
ensure third-party risks are identi-
fied, managed, and mitigated, thus 
helping a company capitalize on new 
global opportunities and optimizing 
its chances for success. 

Notes:

1 Website at http://ftp.ssa.gov/OP_Home/
ssact/title18/1877.htm

2 Website at http://oig.hhs.gov/fraud/
enforcement/cmp/kickback.asp

3 Website at http://www.justice.gov/criminal/
fraud/fcpa/cases/2010.html

4 Available for download at http://
frwebgate.access.gpo.gov/
cgi-bin/getdoc.cgi?dbname=111_cong_
bills&docid=f:h4173enr.txt.pdf

5 Website at http://www.opsi.gov.uk/acts/
acts2010/ukpga_20100023_en_1

6 Available for download at http://www.
kpmg.com/Global/en/IssuesAndInsights/
ArticlesPublications/Documents/The-
convergence-challenge.pdf

7 Available for download at http://
www.corp-integrity.com/documents/
nagingRiskComplianceAcrossExtended-
BusinesRelationships.pdf

Editor’s Note: Leila Daiuto is a Senior 

Director for Cleveland‑based Axentis, 

which is part of ARC Logics, a Wolters 

Kluwer business. She helps organiza‑

tions in highly‑regulated industries, 

such as life science and healthcare, 

minimize exposure to compliance and 

regulatory risks and optimize business 

performance through the use of enter‑

prise governance, risk and compliance 

solutions. She may be reached at: leila.

daiuto@wolterskluwer.com.

Video Training 
That Works 

SCCE has partnered with 
Quality Media Resources (QMR) 
to offer their award-winning 
compliance training videos. All 
are available in DVD, VHS, and 
Web stream formats:

Compliance Is Just  
the Beginning
How do you make better 
ethical decisions at work? 
This two-program video set 
introduces a three-step process 
for handling tough ethical 
choices.

PATTERNS Training Series
Sexual harassment is 
fundamentally a behavioral 
problem. This three-program 
set arms employees with the 
information they need to prevent 
situations and the tools to help 
them respond to incidents.

FULL Online Previews Available! Visit 
the SCCE Web Site:  
www.corporatecompliance.org.
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Utilities & Energy 
Compliance & Ethics Conference
February 27—March 2, 2011 | Houston, Texas

This industry-specific conference focuses 
on bringing more in-depth discussion and 
education to those working in the utilities and 
energy industries. In these highly regulated 
industries, compliance topics can be specific 
and focused on areas that are not always 
addressed at the all–industry level. This 
conference offers attendees the opportunity 
to discuss these specific content areas in more 
detail while sharing and exchanging ideas with 
others facing the same regulations.

REGISTER NOW

www.utilitiesenergycompliance.org

EARLY BIRD 
REGISTRATION

Register by 
January 12 and 

SAVE $300



22 compliAnce & ethicS profeSSionAl  OctOber 2010  www.corporatecompliance.org

There is little doubt in the business 
world today that Asia is becoming 
an increasingly important, if not 
the most important, market for the 
products and services of companies  
from around the world. This is 
particularly true of China, which 
experienced rapid growth during 
the most recent financial crisis–and 
in the process, helped other major 
economies around the world avoid 
a prolonged recession. India as well 
is quickly bouncing back from the 
global recession. The sentiment is 
that if a company is not selling its 
products in rapidly growing Asia, it is 
missing out on the best action.

However, anti-corruption legis-
lation with extraterritorial reach will 
soon be enacted in the U.K., which 
will drastically affect many compa-
nies operating in Asia, regardless of 
whether they were incorporated in 
the U.K. or not. As long as they are 
carrying on any part of their business  
in the U.K., they will be caught by 
UK Bribery Act, which received 
Royal Assent in April 2010, and is 
expected to come into force in April 
2011. Its provisions are in many 
respects stricter than those of the 
US Foreign Corrupt Practices Act 
(FCPA), the de facto compliance 
standard for companies that operate 
internationally. Under this new Act, 
companies face increased compliance 
risk if they are conducting business in 

Asia, where local business practices 
can contravene well-accepted inter-
national anti-bribery rules.

Provisions under the UK  
Bribery Act
The Act introduces new bribery 
offenses into UK law: 
•	 A general offense of bribing 

another person or receiving a 
bribe

This will be based on the “improper 
performance” test. There is an expec-
tation that one performs his/her 
duties according to a relevant expec-
tation, which entails performing a 
function in good faith, impartially, 
while importing a position of trust. 
Performance would be deemed 
improper if an action (or a failure 
to act) breaches that expectation. 
The offense can be committed by a 
company, its employees, agents, or 
subsidiaries.
•	 A discrete offense of bribing a 

foreign official
This occurs where a financial or any 
other advantage is given, directly 
or through third parties, to foreign 
public officials to influence them in 
their official capacity to award or 
retain business contracts. This offense 
does not require improper perfor-
mance to have taken place, nor does 
the payment need to have been made 
“corruptly” as required by the FCPA. 
This offense can also be committed 

by a company, its employees, agents, 
or subsidiaries.
•	 A corporate offense of failing to 

prevent bribery
This has generated the most interest, 
because it is a strict liability offense 
for corporations and partnerships 
that fail to prevent bribery from 
occurring. The Bribery Act states 
that if a person associated with an 
organization commits bribery to 
obtain an advantage for the company, 
then the organization is guilty of the 
offense, regardless of whether it was 
the organization’s intent to do so. The 
company also does not even need to 
be aware that bribery has taken place. 
The only defense is if a company can 
show it has adequate procedures in 
place that were meant to stop bribery 
from occurring.
•	 Private bribery
It has always been an offense under 
UK law to bribe a private person, thus 
causing the said person to perform 
their duties contrary to good faith 
or impartiality. The Act simply con-
tinues to make the bribing of private 
persons illegal.

Relevancy to Asia
Like the FCPA, the UK Bribery Act 
includes extraterritorial provisions 
that apply to Asia, just as it applies 
to any other part of the world. Under 
the Act, the person who commits the 
bribery offense does not have to be 
a UK citizen nor does the activity 
have to fall within UK jurisdiction, 
but only that they maintain a “close 
connection” with the U.K. Com-
mercial organizations include not 
only partnerships or companies 
incorporated in the U.K., but also 
partnerships and companies that are 

The U.K. Bribery Act 
and Asia
by Scott lane
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continued on page 24

incorporated elsewhere and carry on 
any part of their business in the U.K. 
The Act does not clearly define what 
“carrying on business” means. How-
ever, common sense dictates that it 
would denote some series of activities 
designed to advance an enterprise for 
financial gain, particularly acts with 
an element of repetition. 

For example, a company that is 
based in Asia but carries on opera-
tions around the world–including a 
branch in the U.K.–will most likely 
be liable under the Bribery Act. A 
finer question would be whether 
an Asian company that owns a UK 
subsidiary would be similarly liable. 
Because the UK subsidiary would be 
a separate legal entity, the question of 
whether the Asian parent company 
would be deemed to have been car-
rying on business in the U.K. would 
depend on whether the subsidiary’s 
activities form part of the parent’s 
business operations, and the degree 
of ownership and control exerted.

The UK Bribery Act will apply 
to businesses operating in Asia, just 
like any other business in the world. 
However, companies that operate in 
Asia face additional risks of being 
caught under the Act because of 
the region’s unique business culture. 
Asia is an area of incredible diversity, 
with each country having its own 
laws, cultures, and business customs. 
Unlike homogenous markets (such 
as the U.S.), companies that place 
their bets on accelerated growth in 
developing Asian nations typically 
sell their products or services across 
several Asian nations, each with their 
own set of laws. In turn, these laws 
(as expected in developing legal juris-
dictions) are typically prescriptive in 

nature, but lack the precise wording 
desired by corporate Compliance and 
Legal departments. 

At the same time, control issues 
arise because the business customs 
of the Asian market in which the 
international firm is operating are 
likely to be very different from the 
country in which the company is 
headquartered. This is especially 
so for companies originating from 
jurisdictions where there is a lower 
perception of corruption, such as the 
U.S. or New Zealand. Danger zones 
are not limited to countries where 
there are perceived to be greater levels 
of corruption, such as Cambodia, 
Pakistan, or China. Even countries 
like Hong Kong, Japan, and South 
Korea, which are respectively ranked 
12th, 17th, and 39th on Transpar-
ency International’s Corruption 
Perception Index, all have their own 
peculiar business-related customs on 
gift-giving and receiving and hospi-
tality, through which firms need to 
navigate.

This disparity in the way business 
is done between a firm’s home market 
and their Asian operations is an issue 
that companies have found increas-
ingly problematic in recent years, 
with governments around the world 
cracking down on corruption. It 
manifests itself in a number of ways. 
Typically, the Asian branch adopts 
the attitude that senior management 
and Compliance at a company’s head 
office in its home country simply do 
not understand how business has to 
be done on the local level in the for-
eign Asian market. Consequently, 
even where companies have top notch 
compliance programs that govern the 
range of actions in which corporate 

employees are allowed to engage, 
the rules are often ignored, because 
of concerns that compliance would 
drive business towards competitors 
with more relaxed compliance and 
ethical standards. This is easiest 
when there is no top-down commit-
ment to compliance on the local level, 
which means that non-compliance is 
simply covered up until regulators 
are alerted, which leads to expensive 
remediation measures that could 
involve hefty fines.

Again, all of this applies equally 
to other anti-bribery legislation 
already in existence around the 
world, such as the FCPA; but the 
introduction of the stricter UK Brib-
ery Act means that companies will 
now face additional risk for any illicit 
actions of employees in problematic 
Asian markets–in addition to liability 
they now face under the quasi-inter-
national FCPA and the laws of the 
local Asian market. Unlike the 
FCPA, which requires a company to 
know (or least ought to have known) 
of bribery that has taken place in 
order for it to be an offense, there 
is no such requirement under UK 
Bribery Act’s general offenses. If the 
Bribery Act comes into effect without 
any further legislative changes–and 
none are expected–it would mean 
that companies with Asian opera-
tions that disregard their corporate 
code of conduct will face significant 
compliance risk.

Finally, and as previously men-
tioned, the UK Bribery Act prohibits 
bribery of both private individuals 
and companies, in addition to being 
limited to foreign officials as per de 
facto standards set by the FCPA. This 
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means that a company operating in 
problematic Asian countries will now 
have to cast a wider net in reviewing  
how it conducts business with its  
clients, customers, vendors, suppliers, 
and other third parties. Companies 
will also have to review their rela-
tionships with private companies and 
individuals, in addition to govern-
ment officials, to minimize all aspects 
of compliance risk.

Corporate gifts and 
entertainment
This is perhaps the area of biggest 
concern to companies in Asia, where 
there is an entrenched culture of 
wining and dining as part of the daily 
operation of businesses. Standards 
there (which may be considered lavish 
by UK or US standards) may be the 
norm in such countries. In countries 
such as South Korea, Thailand, Indo-
nesia, Malaysia, Philippines, China, 
and Taiwan, gift giving or provid-
ing entertainment forms part of the 
relationship-building process in the 
course of business. 

China deserves special mention  
because, although gift giving is 
important in Chinese business cul-
ture, entertainment is considered 
higher in importance. In China, a 
formal Chinese banquet is some-
thing most business people would 
experience over the normal course 
of business, and it is not unusual 
for a visiting business partner to 
host a dinner or throw an elaborate 
banquet for their Chinese counters. 
Unlike business meals in Western-
ized countries, these are not informal 
“sit where you please” events, but 
elaborately planned affairs where 
the seating arrangement is carefully 

considered beforehand, and the size 
of the meals could range between 10 
and 15 courses.

Under the Bribery Act, hospital-
ity will only amount to bribery if it is 
proved that it was offered to influence 
the recipient to act improperly. In 
addition, the general bribery offense 
will be based on the “improper per-
formance” test. That is, routine and 
inexpensive hospitality, as judged by 
the standards of a reasonable person 
in the U.K., is unlikely to be con-
sidered improper conduct. Note that 
the improper performance test does 
not apply when a foreign official is 
involved. Whether a gift or entertain-
ment is considered excessive however, 
will be based upon the discretion of 
the prosecution. 

The Bribery Act does have a 
carve-out in the form of allowances 
for local laws, which permit certain 
gifts or payments to be made, but not 
for mere adherence to cultural norms 
or customary business practices. Rea-
sonable gifts and entertainment, that 
are commensurate with the recipient’s 
seniority and are within the industry’s  
norm, are unlikely to attract atten-
tion from UK regulators. It helps 
if a company has a specific gift and 
entertainment budget, with clear 
control and approval procedures for 
expenditures.

Facilitation payments 
Unlike the FCPA, the UK Bribery 
Act makes no distinction between 
bribery and facilitation or “grease” 
payments (i.e., small payments to 
public officials designed to ensure 
the prompt performance of a duty 
they are already bound to perform.) 
The FCPA’s facilitation carve-out has 

limited application, but generally 
allows facilitation payments where 
they are permitted under the host 
country’s laws. The carve-out applies 
only to non-discretionary actions by 
a foreign official, such as processing 
paperwork, providing police protec-
tion, or mail pickup. The UK Bribery 
Act makes no exception for such non-
discretionary grease payments. 

Whether a case is brought to trial 
will be up to the discretion of the 
prosecutor, and it is not expected that 
there will be many cases that target 
small facilitating payments made by 
companies. Companies that currently 
allow facilitation payments to be 
made, even if only under strict com-
pliance controls, should examine their 
policies to see whether they conform  
with the new Bribery Act.

Recommendations
When it comes into force next year, 
the UK Bribery Act will become the 
strictest anti-bribery regime in the 
world, and as such, it may become 
easier for companies, especially those 
operating in Asia, to be caught by its 
provisions. Companies should review 
their operations, as well as their poli-
cies and procedures, and find out the 
degree to which they must adapt their 
business practices to safeguard them-
selves from the legislation’s penalties 
–which include both substantial fines 
for companies and prison sentences of 
up to 10 years for individuals.

The UK Ministry of Justice is 
expected to launch a consultation 
exercise shortly on what “adequate 
procedures” organizations would 
have to put in place to defend against 
the strict liability of the Bribery Act. 
Because the Act extends to all persons 
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“associated” with an organization, 
this creates significant risk for organi-
zations if they do not have “adequate 
procedures” in place to prevent brib-
ery from occurring. Results from 
the consultation will be available in 
early September, and the final guide-
lines resulting from any adjustments 
should be published early next year.

In the meantime, companies 
should begin to make sure they have 
the following good corporate gover-
nance measures in place:
•	 A senior officer, such as a chief 

ethics and compliance officer, 
appointed and given authority 
to implement and monitor anti- 
bribery measures.

•	 A structure of top-down respon-
sibility, where directors are 
responsible for establishing a 
culture where corruption is not 
tolerated, through the design and 
implementation of an effective 
anti-bribery compliance program.

•	 Statements issued from the com-
pany’s senior management about 
the expected compliance culture 
and the consequences of compli-
ance breaches.

•	 A code of conduct, clearly com-
municated both internally and 
externally. Companies should also 
have a discrete gift and entertain-
ment policy for approving gifts 
and providing entertainment to 

clients and customers. There must 
also be a valid and effective mecha-
nism for monitoring whether the 
policy is being adhered to. 

Editor’s Note: Scott Lane is the Principal 

of the Red Flag Group of Companies, 

an advisory and technology firm based 

in Hong Kong, providing global Gover‑

nance, Risk and Compliance services. 

Scott worked as a Senior Director and 

General Counsel in various industries’ 

multi‑national corporations in Australia, 

the U.K., and Hong Kong. He is an avid 

speaker and has published articles in 

asian Counsel and the South China 

morning Post. Scott may be contacted 

at scott.lane@redflaggroup.com.
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The 2010 Compliance and Ethics 
Institute: A record‑setting and 
innovative year
by adam turteltaub

What to do about social networking, 
the changing US Federal Sentencing 
Guidelines, and the Foreign Corrupt 
Practices Act were three of the dozens 
of topics comprehensively addressed 
at the 2010 Compliance and Ethics 
Institute (CEI).

Held in Chicago from Septem-
ber 12–15, the event set a record for 
attendance. Over 600 compliance 
and ethics professionals crowded the 
meeting rooms and corridors of the 
Swissotel for four days of learning 
and connecting.

This year’s meeting saw several 
innovations which helped bring 
people to the conference and increase 
their learning from it. A risk track 
ran from the pre-conference straight 
through to post-conference ses-
sions. Led by long-time compliance 

professional Greg Triguba, the track 
illuminated the risk management 
challenges unique to the compliance 
profession. With so much discussion 
about risk, the track was designed to 
both help clear up any confusion and 
help focus on solutions.

The focus on practical approaches 
throughout the CEI was a big draw 
for Home Depot’s Natalie Lewis. The 
session on “Practical Training Chal-
lenges for Improving Compliance 
Execution” was of particular value, 
since it was led by two speakers from 
Wal-Mart. As Lewis noted, “They 
showed best practices that we could 
learn from.”

Becky Pence of Georgia-based 
TSYS, an electronic payment system 
provider, had a similar take, citing 
the real world value of the templates 
and check lists that were provided 
by many of the presenters. Pence 
was one of five people from TSYS to 
attend the meeting. Daniel Priban, 
TSYS’s Director of Risk and Compli-
ance came to the conference to get 
the latest practices. “I like getting 
refreshed on different topics and 
updates on big changes,” he said. 

A similar sentiment was expressed 
by Dev-Suroop K. Khalsa of Akal 
Security, a five-time attendee of the 
CEI. She counts on the CEI to help 
her “stay on top of what’s current.”

This quest for understanding 
current best practices even brought 
in long-time federal monitor Bart M. 
Schwartz, who served as a monitor 
for HP and others. “As a monitor, a 
key part of the role is assessing com-
pliance programs and starting them. 
I’m here because I’m always learn-
ing,” he said.

To provide the most education, 
the CEI looked beyond the latest 
issues and solutions to some of the 
deeper, long-term challenges facing 
both compliance and the business 
community. Keynote speaker Kurt 
Eichenwald addressed the business 
scandals of the last two decades and the 
role stronger compliance could have 
played in preventing them. Eichen-
wald is a Pulitzer Prize finalist and the 
author of Conspiracy of Fools and The 
Informant: A True Story. These books 
tell the story of the Enron collapse 
and the ADM price-fixing scandal. 

inStitute Spotlight
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The Informant was subsequently made 
into a movie starring Matt Damon. 
For Eichenwald, compliance officers 
are the key to the long term survival 
of capitalism. He sees the profession 
as providing the brakes when business 
runs too fast and the temptation to 
make ill-advised decisions is too great.

A second keynote speaker, 
Dr. Michael Shermer, author of 
Why People Believe Weird Things, 
addressed how easy it is for humans 
to make these bad decisions. He 
gave a humorous and surprising 
presentation of cognitive issues such 
as patternicity (i.e., seeing patterns 
whether they exist or not). He also 
addressed confirmation bias, which 

is the tendency to focus on data that 
confirms our beliefs and reject data 
that refutes it. “His talk made me 
think ‘We miss a lot in front of our 
face,’” said Debbie Troklus of the 
University of Louisville.

Not to be missed was the growing 
internationalization of the meeting 
attendees, as well as the sessions. The 
CEI drew members of the Compli-
ance community from countries 
such as Brazil, Argentina, Slovenia, 
Canada, Korea, the Netherlands, the 
United Kingdom, and South Africa.

In recognition of the more global 
nature of compliance, one session 
specifically addressed the differences 
between European and American 
compliance, and how to overcome 
them. Other sessions of interest for 
the global compliance community 
included a session on third-party 
vetting and transnational fraud and 
corruption risks.

This year the Institute extended 
into social media, where attendees 
posted their thoughts and enthusiasm 
for the event. On the SCCE LinkedIn 
group, one attendee commented 
about the meeting in Chicago, 
“It’s been a great place to share 
ideas and learn from each other.” A 
second wrote, “It is an eye-opening 
experience.”

Time out was taken during the 
CEI for the recognition of four cham-
pions of the compliance and ethics 
community. On Monday, the net-
working reception was followed by 
a newly recast awards dinner. Less 
formal than in past years, a brief but 
meaningful program provided an 
opportunity to thank those who have 
done so much to serve the develop-
ment of compliance and ethics.

The OECD Working Group 
on Bribery in International Busi-
ness Transaction received an award 
for its efforts to stem corruption. 
Their “Further Recommendations 
for Combating Bribery of Foreign 
Public Officials in International Busi-
ness Transactions” and the “Good 
Practice Guidance” were cited as 
landmarks in the promotion and rec-
ognition of effective compliance and 
ethics programs around the world.

Marc Dettmann, the retired 
CEO of the University of Wiscon-
sin Faculty Practice Plan, and the 
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University of Louisville Health Sci-
ences Center were both thanked and 
given the International Compliance 
and Ethics Award for their sup-
port of the founding of the Health 
Care Compliance Association, the 
SCCE’s sister association. In addi-
tion, keynoter Kurt Eichenwald was 
recognized for his work in calling 
attention to the importance of com-
pliance and the cost of compliance 
failures.

The 2011 Compliance and 
Ethics Institute will take place in 
Las Vegas from September 11–14. 
The call for speakers will be posted 
shortly on the SCCE website: 
www.corporatecompliance.org. 
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On Saturday, September 11, Com-
pliance Professionals donated several 
hours of their time to assemble emer-
gency food packages for the Greater 
Chicago Food Depository (GCFD). 

The GCFD is Chicago’s food 
bank, a nonprofit food distribution 
and training center that provides food 
for hungry people while striving to 
end hunger in the community. Every 
year, the Food Depository distributes 
donated and purchased food through 
a network of 650 pantries, soup kitch-
ens, and shelters to 678,000 adults and 
children in Cook Country. Last year, 
the Food Depository distributed 66 
million pounds of nonperishable food 
and fresh produce, dairy products, and 
meat.

The volunteers ran the assembly 
line, which mass produces emergency 
food packages and produced 1,060 
packages for those in need. This was 
a very productive and satisfying volun-
teer activity that still left time to explore 
Chicago before the conference.

We look forward to our next vol-
unteer opportunity in Las Vegas. If you 
plan on attending the 10th Annual 
Compliance & Ethics Institute and can 
spare a few hours the Saturday before 
the conference, please make a point of 
volunteering. We would welcome your 
participation. 

Serving the community at the CEI
by Gary deVaan

inStitute Spotlight
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Effective ethics and 
compliance training
by thomas Fox
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Located in the occidental region of 
the Sahara, Nigeria is a culturally 
rich and diverse country that has 
grown into a dynamic global player. 
The uniqueness of the country is 
evidenced in its rich history; a civili-
zation founded by tribes searching for 
trade, transformed into an African 
commercial point for Portugal, Eng-
land, Netherlands, and France and 
ultimately colonized under British rule 
as a protectorate. Nigeria, the most 
populous country in the continent, is 
rich in natural resources and ethnic 
diversity, represented by more than 
250 groups. While Nigeria is today 
a democratic nation that welcomes 
western economic views and policies, 
its development has been constant ly 
challenged by what is known as the 
“curse of oil,” a dependence on a high-
value commodity that distorts healthy 
economic development. A succession 
of civil wars, political instability and 
civil unrest has undermined the 
promising growth potential of this 
rich land and people.  

The ethical climate for 
commerce  
Since independence from the Brit-
ish in 1960, Nigeria has experienced 
numerous po litical disruptions 
including military coups, civil war, 
ethnic violence, and religious division. 
These crises have fostered several 
power shifts between military and 
civil forces. Most recently in 1999, 
the country came back under demo-
cratic civilian rule with election of 

President Olusegun Obasanjo. In his 
reelection in 2003, Obasanjo made 
the issue of corruption a national 
priority. 

Much of Nigeria’s GDP is driven 
by exploitation of the country’s rich 
oil reserves, accounting for over 40 
percent of its GDP. In sad irony, the 
prolific oil extraction that began in 
the late 1950s has been accompanied 
by growing poverty, with Nigeria 
ranking 158 out of the 177 poorest 
countries in the world, according to 
the 2006 UNDP Human Develop-
ment Report. Other issues such as 
illiteracy, HIV/AIDS and elevated 
infant mortality mark Nigeria’s habit-
ual struggle for human and economic 
develop ment and cast shadows over 
many business dealings. 

With regards to commercial poli-
cies and law enforcement, Nigeria has 
a reputation for general corruption 
and deceptive business practices that 
make it a complex place to operate 
for business newcomers as well as vet-
erans. An underdeveloped judiciary 
system, weak political institutions 
and an inherited business culture 
are unavoidable challenges for main-
taining ethical business practices. 
According to the World Bank, Nige-
ria ranks 118 out of 181 countries in 
terms of the ease of doing business, 
placing registering property, paying 
taxes, and trading across borders as 
the most important challenges. 

Despite the challenges, Nigeria 
has unquestioned business potential. 
Nigeria has a strong future as an 
energy provider. In addition, there 

GLOBAL COMPLIANCE: Nigeria
Written by Gregory unruh and Fernanda arreola
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are significant market op portunities 
to provide for its large population. 
An example of this is “Nollywood,” 
Nigeria’s self-named film industry 
that produces more movies than 
India’s Bolly wood or Hollywood. 
Success requires well thought-out 
strategies for coping with instability, 
exchange rate exposure, unequal 
income distribution, and persistent 
ethical issues. 

Five compliance and ethics 
issues to consider 

Corruption  
One of the key development prob-
lems in Nigeria is the issue of 
corruption. Ranked 121 out of 180 
in the Transparency International 
corruption index, examples of cor-
ruption can be found across ethnic 
groups, religious faiths and political  
branches. People doing business 
in Nigeria recognize this endemic 
problem affects the capability of the 
country to generate real economic 
progress even with the newly estab-
lished political stability. 

Deal with it 
Dealing with corruption in Nigeria 
is an unresolved issue that generates 
great frustration when explored by 
the international community. How-
ever, there are several initiatives, 
regulations and even industry-driven 
agreements that have demonstrated 
a noticeable impact. The interna-
tional oil industry, for instance, has 
in some instances turned to collective 
action and is slowly achieving some 
re duction in instances of bribery 
and fraud. President Obasanjo has 
also established a set of government 

initiatives to fight cor ruption, includ-
ing the creation of the Code of 
Conduct Bureau, the Public Com-
plaints Commission, National Open 
Apprentice ship, the War Against 
Indiscipline Council and the Indepen-
dent Corrupt Practices Commission. 
While the effectiveness of these insti-
tutions has yet to be demon strated, 
they provide new support for busi-
nesses operating in Nigeria. 

Oil and gas sector  
The fact that the Nigerian economy 
is heavily dependent on the oil sector 
creates economic volatility that 
affects the entire country. The so 
called “oil curse” has fos tered per-
manent conflict in the Niger Del ta, 
which is the major source of petro-
leum, accounting for a staggering 
95 percent of Nigeria’s export earn-
ings according to the World Bank. 
The oil infrastructure has be come a 
target by disgruntled citizens and is 
continuously attacked by criminal 
gangs that steal the oil for sale in the 
black mar ket. The economic damage 
is accompanied by environmental 
harm as ruptured pipe lines pollute 
soil and waterways. 

Deal with it 
Given the violence, scam, bribery and 
eco logical concerns, doing business 
in Nige ria’s oil sector is not for ama-
teurs, but the government is trying to 
bring greater sta bility. Key agencies, 
such as the National Oil and Gas 
Policy, created by the Federal Executive 
Council in 2007, have set their objec-
tives for transforming the indus try  
and international corporations have 
a stake in the success. Managers in 

General Country Facts

Capital: Abuja 
Population: 149,229,090 
Life Expectancy: 47 years 
Languages: English (official),  
Hausa, Yoruba, Igbo (Ibo), Fulani 
Literacy Rate: 68% 
GDP (PPP): $335.4 billion 
GDP (Real Growth Rate): 5.3% 
Inflation: 11.6% 
Major Industries: 
Crude oil, coal, tin, columbite,  
palm oil, peanuts, cotton, rubber, 
wood

Top Import Partners

Top Export Partners

(Source: CIA World Factbook)
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Effective ethics and 
compliance training
by thomas Fox

Global Compliance: Nigeria continued from page 33

this industry can report any instances 
of mis management to the National 
Petroleum Assets Management Agency 
(NAPAM). The media has also played 
a role in calling the public’s attention 
to the problems of corruption and can 
help strengthen pub lic opinion in sup-
port of anti-corruption policy efforts. 

Organized crime  
Nigerian OC, as organized crime is 
com monly called, involves a number 
of well-organized drug traffickers 
and criminal cartels 
that take advantage of 
the country’s weak law 
enforcement to create 
complex international 
operations. Despite 
an often international 
reach, their partici 
pation in lo cal com-
mercial activities is  
frequent, given their 
need for money 
laundering and trans-
portation of illegal goods. 

Deal with it 
Organized crime affects all people 
living and travelling to Nigeria and 
therefore the most basic advice is to 
prevent exposure to it. This begins 
with simple steps, like pro tecting 
visitors and employees by formally 
meeting them at the airport and 
guiding them to their respective 
final destinations. Likewise, constant 
attention to issues like money laun-
dering is required and precautions 
must be taken. Cash transactions, 
for example, involve a risk of illicit 
uses and issues like these should be 
accounted for in all business dealings. 

Social abuses and discrimination  
It is not uncommon to find that 
private businesses in Nigeria dis-
criminate on the basis of religion, 
ethnicity, or gender. Persistent rival-
ries between Christians and Muslims 
as well as “indigenes” and “settlers” 
can lead to frequent conflicts. These 
confrontations can be violent, like 
a recent dispute over Islamic law 
that led to a street battle and more 
than 100 deaths. While not usually 
violent, there are a ris ing number 

of disputes over the partici pation 
of women in business. Middle and 
upper-management in Nigeria tends 
to be dominated by men. 

Deal with it 
The constitution and law provide for 
free dom of religion and the penal 
code establishes legal sanctions for 
violations. However, exceptions are 
made. In an effort to suppress vio-
lent conflict between rival fac tions, 
for example, the federal government 
has at times placed limits on religious 
ac tivities and public celebrations.  
Given the social diversity, it is prudent 
to be aware of different perceptions 
people in Nigeria can have. It is there-
fore recommendable to understand 

your client’s predispositions prior to 
a meeting. These predispositions can 
include, among other things, accept-
able clothing, words to be used, days 
of the week, and times to do business.  
Regarding the role of women in 
business, there are a number of 
government-led initiatives that sup-
port the inclusion of women at work. 
Despite intentions, you may still find 
that female colleagues are not taken 
seriously when doing business with 
locals. If you run into this situation, 

try to deal with the cir-
cumstances in as tactful a 
manner as possible, recog-
nizing that confrontation 
may antagonize an already 
difficult situation. 

419 Scams 
The 419 scams, originat-
ing in the 1980s, are a well 
established fraud often 
origi nating in Nigeria. 
The fraud begins with let-

ters or e-mails claiming that someone 
in Nigeria, usually a bank or govern-
ment employee, has discovered a huge 
amount of unclaimed funds or gold 
(often belong ing to a deposed dicta-
tor or dead million aire) and will share 
it with the e-mail re cipient if he helps 
recover the funds. The victim is asked 
to forward money to bribe an official 
to release the funds, or some other 
request for advance payment, which 
is kept by the con artist. While very 
few people respond to these scams, it 
is esti mated that British citizens have 
lost £200 million to the con artists. 

while nigeria is today a democratic 
nation that welcomes western 
economic views and policies, its 
development has been constantly 
challenged by what is known as the 
“curse of oil,” a dependence on a 
high-value commodity that distorts 
healthy economic development.
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Deal with it 
The 419 scams are named after the 
Nige rian penal code that criminalizes 
taking funds by the act of deception. 
Enforcing the laws has been difficult 
and the scams continue to proliferate. 
The lesson for businesses operating 
in Nigeria is the need to be vigi-
lant about their business practices, 
ensuring that things like receipts are 
requested at all times and avoiding 
cash transactions unless unavoidable 
and only then with a prior certified 
agreement. 

Five etiquette tips you should 
know before you go 

Greetings 
In Nigeria, business introductions 
are warm, combining gracious hand-
shakes with welcoming smiles. While 
shaking, men may place their left 
hand on the other person’s shoulder as 
an additional sign of courtesy. When 
people are frequent ac quaintances, 
hugs and kisses may be ap propriate, 
but only when a close relation ship 
has been established. It is important 
to remember that Nigeria is a diverse 
country with a community composed 
by observant Muslims and Christians, 
as well as many varied tribal group-
ings. If you are unaware of your 
counterpart́ s beliefs, it is prudent to 
act conservatively. In this case, avoid 
shaking hands with women, unless the 
gesture has been started by them. 

Business meetings  
First time meetings in Nigeria should 
be devoted to developing personal 
relation ships and getting to know 
your counter parts. An attempt to 
rush into business topics will likely 

hamper the possibilities for success. 
Make sure to arrive on time, even 
when your host might show up late 
or even reschedule. Do not use first 
names or nicknames until explicitly 
asked to do so, even if others are using 
them. Be also attentive to non-verbal 
cues and expect alternative commu-
nication styles, especially as people 
express themselves in their native 
languages where singing, gesturing 
and pointing may be used. Meetings 
should be planned for well ahead of 
time, up to three months in advance 
if the topic is important and where 
your company has no local represen-
tation. Sending an agenda prior to 
the meeting is also important, as it 
provides an oppor tunity to moderate 
the discussion. If you plan to close a 
commercial arrangement, you should 
confirm the attendance of top man-
agement to your meeting 

Business cards  
Business cards are exchanged during 
introductions and always presented 
ei ther with two hands or the right 
hand. Degrees and titles are impor-
tant, and therefore, if you have a 
university degree or prominent posi-
tion, you should display it. Do not 
write on any business cards— includ-
ing your own—and take some time 
to study its content before storing it in 
a business card holder. 

Gift giving  
Gift giving is not expected when 
doing business, although small gifts 
such as stationary and office items 
can be appro priate. When invited 
to someone ś house or a birthday 
celebration, it is important to bring 
wrapped presents. Gifts like nuts, 

fruit, and chocolate will be appreci-
ated. Remember that using the left 
hand for gift giving is considered 
inappropriate, as that hand is used for 
eating and passing food and objects.  

Dinners and social events  
During the early stages of busi-
ness, it is unusual for business  
entertaining to take place at a Nige-
rian home. If you are invited to 
someone’s house, you should be 
respectful of the household’s norms, 
provide honest compliments about 
the house, and avoid leaving too 
quickly after dinner. Most initial 
business entertaining will occur in 
the capital and other large cities, such 
as Lagos, which provide a variety of 
options for hosting social gatherings. 
If invited to a public social event, it 
is wise to consult with your hotel’s 
concierge or local peers for advice on 
appropriate evening attire. Nigerians 
tend to be formal and appreciate ele-
gant taste. You should also remember 
that the cultural differences be tween 
the north and south present notable 
differences in terms of appropriate-
ness of conversation topics. The role 
of women and alcohol consump-
tion, for example, are more sensitive 
topics in the north of the country and 
should be avoided. In the south, on 
the other hand, the conversation style 
becomes informal in social events 
and body language plays an impor-
tant role when conversing. 

Reprinted with permission from  

Ethisphere Magazine, 2009, Q3.
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Starting with the right questions  
is essential. Let’s begin with a situa-
tion that may sound familiar. You’ve 
rolled out your annual ethics train-
ing, and with budget meetings and 
the coming year just around the 
corner, you’re wondering “What 
next?” This question may be press-
ing, but I suggest its value lies not 
in getting you to focus on next year’s 
training. Rather, what’s helpful is the 
way it points beyond itself, as it were, 
to more fundamental questions: 
What is ethics training for? How can 
it contribute to achieving your ethics 
program goals? 

Ethics professionals often cite 
“building ethical culture” as an 
overarching goal of their compliance 
programs, and with good reason. 
The Federal Sentencing Guidelines 
for Organizations (2004) call on 
companies to “promote an organiza-
tional culture that encourages ethical 
conduct and a commitment to com-
pliance with the law.” Based on data 
from several National Business Ethics 
Surveys, the Ethics Resource Center 
(ERC) concludes that “ethics risk is 
most effectively reduced by an enter-
prise-wide cultural approach to ethics 
that extends beyond a compliance 
mentality.” Accordingly, the ERC 
recommends that companies “make 
developing a strong ethical culture a 
business priority.”1

A growing number of companies 
are adopting a proactive, strategic 
view of ethics and corporate respon-
sibility (CR) as a way of enhancing 
both reputation and business per-
formance. They are catching on to 
how a strong ethical culture not only 
reduces risk, but also yields com-
petitive advantage. In a wired world, 
where transparency and accountabil-
ity are emerging norms, the business 
value of upholding high ethical stan-
dards is coming into clearer focus.

What does “building ethical 
culture” involve?
While it’s one thing to identify  
a major goal, it’s quite another to 
understand what it’s really about 
and how to achieve it. Gaining a 
purchase on what “building ethical 
culture” involves is an important pre-
liminary to understanding the role of 
ethics training within your company. 
I suggest we think about building 
ethical culture as a long-term process 
of creating a community of shared 
values and developing ethical leaders 
throughout the organization. Let me 
unpack this a bit. 

First, in framing the task of 
building ethical culture this way, 
we’re acknowledging that shared 
values are at the heart of both culture 
and community. This is true no less 
for companies and their stakeholders 
than for families and nations. Indeed, 

shared values are the lifeblood of all 
those stakeholder relationships that 
exist both within the company and 
between it and the wider community. 

Second, the process of creating 
a community of shared values and 
developing ethical leaders within your 
organization takes time and requires 
sustained effort. According to organi-
zational development experts, it takes 
between 5 and 10 years for significant 
culture change to occur. That’s why 
it’s essential to have a long-range plan 
with clear objectives and milestones 
for measuring progress. 

Along the way, your ethics train-
ing program will be one of several 
elements that contribute to building 
a strong ethical culture within your 
company. Others include:
•	 a committed senior leadership and 

active board members;
•	 an active tone-at-the-middle 

program; 
•	 incentives for ethical performance;
•	 a sense of mission and strategic 

approach to CR;
•	 alignment of ethics training with 

HR policies and practices; and
•	 research and measurement of your 

program. 

Third, the process of building 
an ethical culture involves growth 
toward maturity, for both individual 
employees and for the entire com-
pany. This growth process implies a 

The role of ethics training in 
building an ethical culture 
by ted nunez, Phd 
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change in the attitudes and behavior  
of employees over time. What does 
this change entail? Basically, it 
involves a transition—some would 
say transformation—from an exter-
nally-driven, rules-based way of 
thinking and behaving to an inter-
nally-driven, values-based approach 
to how business gets done and how 
employees conduct themselves. 

To say there’s a shift that occurs 
from a rules-based approach to val-
ues-based action doesn’t mean that 
one leaves the rules behind or puts 
them aside. The goals of ensuring 
compliance and reducing legal risk 
remain central for any company 
and its ethics program. Ultimately 
though, a company’s ethical cul-
ture is formed and sustained, not by 
conducting more robust risk assess-
ments or pushing out more policies 
(as important as these tasks are), but 
rather by appealing to each employ-
ee’s personal integrity and inspiring a 
commitment to the company’s mis-
sion and core values.

Meaningful work matters
Some may argue that my focus on 
shared values, ethical leadership, 
and community is too high-minded. 
Workers these days are worried about 
job security, the so-called realists say. 
Employees are not looking for much 
else at work, other than a steady pay-
check and a few friends.  

There’s some truth in this view, 
yet it strikes me as both overly  
pessimistic and too dismissive of 
what we know about human moti-
vation and employee engagement as 
well as best practices in leadership 
development. In fact, a meaning-
ful work experience and being part 

of a community of shared values do 
matter to employees. 

How do we know this? Consider 
the findings of the General Social 
Survey conducted by the National 
Opinion Research Center at the Uni-
versity of Chicago.2  Cross-national 
data indicate that, among various 
job characteristics, meaningful work 
and job security are ranked as most 
important, well ahead of other fac-
tors such as promotions, income, 
independence, and hours.

A recent Gallup study found 
that people’s sense of wellbeing and 
contentment at work has less to do 
with their wages and more to do 
with recognition, praise, and having 
the opportunity and resources to 
excel at what they do each day.3  If 
we look at Fortune’s 2010 list of the 
100 Best Companies to Work For,4 
we find that many of them stand out 
because their employees are highly 
engaged and committed to the com-
pany’s mission and core values. 

Academic research suggests that 
helping employees connect work to 
the company’s CR commitment can 
yield higher performance. Field stud-
ies have found that engagement levels 
increase markedly when employees 
are shown how their daily jobs con-
tribute to a broader social purpose.5  

High-performing companies find 
ways to tap into the desire for mean-
ing, with dramatic results. In a recent 
study, Harvard Business School pro-
fessor Rosabeth Moss Kanter found 
that in companies where core values 
are widely shared, employees perform 
better in the areas such as decision-
making and collaboration. As Kanter 
notes, “Values turn out to be the key 

ingredient in the most vibrant and 
successful of today’s multinationals.”6

The correlation between a strong 
ethical culture and higher levels of 
employee engagement is confirmed 
in a recent report by the ERC titled, 
“Ethics and Employee Engagement,” 
which is based on the 2009 National 
Business Ethics Survey.7  The study 
makes a simple but powerful point: 
“A positive impression of the com-
pany’s ethical culture promotes 
employee engagement; misconduct 
erodes it.” 

The companies that inspire 
commitment to the common good 
do very well. One study by Watson 
Wyatt8 found that companies with 
employees who are committed to 
the firm’s mission and core values 
achieve significantly higher returns 
than other companies.   

We shouldn’t be too surprised 
to find that employees care about 
more than just pay and job secu-
rity. The field of positive psychology 
(pioneered by Abraham Maslow and 
recently revived by Martin Seligman)
reminds us that our hunger for mean-
ing, a sense of accomplishment, and 
connection runs deep.9  Seligman 
and other researchers have found 
that once our material needs are met, 
there are four factors that contribute 
to increasing our happiness: 
•	 Being of service to something 

bigger than ourselves.
•	 Experiencing “f low,” or full 

engagement, on a regular basis 
•	 Expressing our gratitude to the 

people in our lives.
•	 Being emotionally close to at least 

three people and sharing our lives 
with them.
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These insights into human moti-
vation and employee engagement 
help us to understand why corpo-
rate compliance programs that focus 
primarily on adhering to rules and 
mitigating risk typically do not have 
much impact on their company’s 
business performance. Why is that? 
Because the motivation structure in 
place remains external to employees 
and does not tap into what they care 
about most. 

In the short run, you may get 
better compliance with a “follow 
the rules” approach, but this doesn’t 
really build an ethical culture that’s 
grounded in personal integrity, 
shared values, and a sense of com-
munity. If you shift your program’s 
orientation from rule-following 
to values-based action focused on 
achieving common purposes, then 
you can engage employees much 
more powerfully as you partner with 
other leaders within your company 
to build a stronger, more sustainable 
ethical culture over time. 

Developing ethical leaders 
I noted above how workers want to be 
recognized and praised—but for what 
exactly? For their contribution to the 
team’s success, of course. Employees 
want someone to acknowledge in a 
public way that they’ve done things 
the right way, and done them well, 
and they also want to be recognized 
and praised for doing the right thing. 
In other words, employees take pride 
in both quality work and personal 
integrity. 

Good incentive programs recog-
nize both of these desires and reward 
performance accordingly. In addition 
to recognizing ethics champions, 

companies need to create perfor-
mance management systems that 
include ethics/integrity as a key per-
formance indicator (KPI). Incentives 
for ethical conduct are in keeping 
with the Federal Sentencing Guide-
lines (FSG) and build credibility and 
support for the company’s ethics 
program.10

In the FSG, §8B2.1, Subsection 
(b)(6)(A) calls on companies to set up 
“appropriate incentives to perform in 
accordance with the compliance and 
ethics program.” This is arguably the 
most ignored provision in §8B2.1, 
and I believe it’s time to change that. 
Research in behavioral economics 
points up the value of setting up the 
right “choice architecture” within a 
group or organization. Businesses 
understand this well, which is why 
they have performance management 
systems that link KPIs to bonuses. 
What many companies have not 
done, however, is make the “good 
ethics is good business” message clear 
to personnel by including ethics/
integrity as a (serious, not token) 
KPI in evaluations. A new Applica-
tion Note on Subsection (b)(6)(A) 
could clarify the kinds of “appropri-
ate incentives” the Commission has 
in mind, and specific mention of 
ethics/integrity KPIs would send a 
clear and potentially powerful mes-
sage to corporate policymakers.  

In addition to recognition, workers  
want opportunities and resources 
to excel on the job. Smart compa-
nies offer education and professional 
development programs under the 
assumption that productive workers  
are made, not born. Investing in train-
ing is a classic win-win proposition. 

But what about the making 
of ethical leaders? The same holds 
true, I would argue. Aristotle was 
right in observing that the virtues 
are acquired through practice. As in 
other areas, the development of skill-
ful performers is the aim. Thus, you 
want to construct an ethics training 
program that’s designed, among other 
things, to improve the skills needed 
for effective ethical leadership. I’ll say 
more about this below. 

Setting objectives and 
achieving them
I’ve noted how building a strong 
ethical culture within your company 
is a long-term and multi-faceted  
process that requires sustained effort. 
At the heart of every mature ethical 
culture are the knowledge, skills, and 
values that employees possess and put 
into practice, day in and day out. 
Hence, the ethics training program 
you want to construct will have three 
main objectives:
•	 Increase employees’ knowledge of 

ethics policies and rules
•	 Sharpen the skills that make effec-

tive ethical conduct possible
•	 Promote values-based action and 

inspire a deeper commitment to 
the company’s mission 

Given these objectives, what kind 
of ethics training program will help 
you achieve them? Clearly, a single 
training session each year is inad-
equate. As a general guide, you want 
your program to include (1) engag-
ing material, such as case studies 
and ethical dilemmas that challenge 
employees to grapple with workplace 
ethics issues, (2) frequent training 
events using different methods, and 



www.corporatecompliance.org  OctOber 2010 compliAnce & ethicS profeSSionAl 39

continued on page 40

(3) strong messaging around the 
company’s commitment to ethics. 

How is this done? The experience 
of many corporate trainers suggests 
that a blended training approach is 
preferable to exclusive reliance on a 
single learning format (e.g., online). 
In particular, you want to enlist 
managers as “ethics envoys” within 
the organization and provide them 
with ethics “toolkits” to engage their 
teams. There is no better way to 
convey that the company means busi-
ness when it comes to high ethical  
standards than to have managers 
spreading the message. 

You also need to rely more on 
your communications program. This 
element is often sidelined by ethics 
professionals, who tend to lean heav-
ily on the annual training session to 
get the word out. But as advertisers 
know well, frequency of exposure 
is crucial to getting through to an 
audience. The best strategy here is 
to combine push and pull elements, 
and to leverage employee contribu-
tions as much as possible. One good 
story of a worker who stood on prin-
ciple is worth more than a hundred 
newsletter articles, however timely or 
well-crafted.  

A skill-building, values-based 
approach to ethics training
That said, the mainstay of your 
ethics training program will be the 
annual code of conduct training. 
In my view, these programs often 
focus too heavily on two learning 
objectives—increasing ethics policy 
knowledge and risk awareness—
to the neglect of skill building and  
promotion of values-based action. 

What skills contribute to the 
exercise of effective ethical leader-
ship? In addition to coverage of risk 
areas, your ethics training should 
focus on developing four skills:
•	 Raising and resolving ethics issues
•	 Ethical decision-making
•	 Interpersonal communication and 

relationship building
•	 Articulating and acting in accord 

with core values

As noted above, we should think 
of ethical leadership as a matter of 
skillful performance. Through prac-
tice and self-preparation, employees 
can learn to navigate ethics-related 
situations more effectively. For 
instance, they can learn how to 
anticipate and respond effectively to 
those who suggest “crossing the line” 
ethically or object to doing the right 
thing. Importantly, this holds true for 
non-supervisory personnel as much 
as for management. In short, ethical 
leadership is for everyone.

Learning how to articulate and 
act in accord with core values—both 
one’s own and those of the organiza-
tion—is the focus of Giving Voice to 
Values (GVV),11 a collaborative edu-
cational project developed originally 
by the Aspen Institute and the Yale 
School of Management and currently 
directed by Professor Mary Gentile at 
Babson College. The success of the 
GVV program suggests that employ-
ees can become more effective ethical 
leaders by developing their own self-
understanding and acquiring a set of 
attitudes and skills. 

The following guidelines and 
action steps developed by GVV 
ought to be included in your ethical 
leadership training:   

1. Normalize value conflicts.
Recognize that ethics issues are a 
normal part of business life, rather 
than a strange and unexpected inter-
ruption from routine. For example, if 
we are in sales, we can expect to find 
ourselves in situations where a com-
petitor suggests collusion on prices as 
a win-win, or a buyer solicits a bribe 
in exchange for a contract renewal. 
Or, if we’re in production, we can 
expect to face moments where some-
one proposes to “cut corners” on, 
say, safety testing in order to meet a 
deadline. 

Whatever our area, whatever our 
role, we should consider it normal 
that our values and personal integrity 
will be put to the test on occasion—
and prepare accordingly.
2.  Understand your colleagues’ 

motives. 
When it comes to motivation, most 
of us are neither pure idealists nor 
ruthless opportunists. In weighing 
what’s at stake for us and others in a 
workplace situation, we often take a 
pragmatic approach. Being cognizant 
of what’s important to colleagues and 
appealing to their interest in a given 
situation is critical to navigating eth-
ics-related situations effectively.
3.   Appeal to shared values and 

sense of purpose. 
Connect with our fellow employ-
ees—including those on the other 
side of a specific value conflict—by 
tactfully recalling widely shared 
values such as respect, honesty, and 
fairness. (In many cases, these are 
the company’s core values.) Similarly, 
we can establish common ground 
with our co-workers by appealing 
to a shared sense of purpose. Gently 
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reminding others of our common 
commitment to “walking the talk” 
when it comes to values and mission 
can create space for a more construc-
tive dialogue when ethics issues arise.

Before value conflicts arise, it 
helps to define our own personal and 
professional purpose broadly, and to 
ask ourselves: What do I really want 
to accomplish? People with a clear 
and well-articulated sense of pur-
pose are typically more influential in 
groups. 
4.  Align self-image with values. 
Are we risk-averse or comfortable 
being “out there” in moments of 
conflict? Are we idealistic or more 
pragmatic in making trade-offs 
and sacrifices to resolve an ethi-
cal dilemma? Knowing our own 
strengths and preferred style for deal-
ing with others in situations of value 
conflict can help us act on principle 
more effectively.  
5.  Imagine, and then practice, 

finding your voice.
Visioning is a well-known technique 
employed by many successful per-
formers in a variety of fields. If we 
actively envision and pre-script what 
we’ll say—and how we’ll say it—
when value conflicts arise, we are 
more likely to find our voice when the 
time for a live performance arrives. 

Visioning isn’t enough, though. 
We need to practice giving voice to 
values with our peers and learn from 
their coaching and feedback. In 
short, practice makes possible.
6. Re-affirm the power of choice.
One of the most common rationaliza-
tions for unethical behavior is the “we 
have no choice” argument. This argu-
ment can seem irrefutable, especially 

if a reputation, job, or big contract 
is (or at least appears to be) at stake. 
When faced with a value conflict, 
it’s vital that we re-affirm our capac-
ity to speak up for our values rather 
than being silenced by a compelling, 
yet false, claim. 

We can reaffirm the power of 
choice by recalling our own experi-
ence: What has enabled or disabled us 
in the past? An honest self-appraisal 
can help us draw on or work around 
these factors. Finally, make it a habit 
to honor and appeal to the capacity 
for choice in others. 
7. Anticipate reasons and 

rationalizations. 
Arguments for ethically question-
able behavior typically don’t hold 
water, but they can win the day if 
left unchallenged. These reasons 
and rationalizations are predictable: 
“Everyone does it.” “It’s not our prob-
lem.” “No one will find out.” And so 
on. Anticipate common reasons and 
rationalizations and develop clear, 
concise counter-arguments. We don’t 
need to be a star debater to expose a 
bad idea and present a sound alter-
native, but it helps enormously to  
be prepared.

A final word
Let’s conclude by returning to our 
first question: What is ethics train-
ing for? In reply, I’ve argued that it 
should contribute to building ethical 
culture, which may be viewed profit-
ably as a long-term process of creating 
a community of shared values and 
developing ethical leaders. Framed 
this way, your ethics training pro-
gram will focus on increasing your 
employees’ knowledge of the code 

of conduct, improving their skills 
for exercising ethical leadership, 
and inspiring them to articulate and 
act in accord with your company’s 
mission and values. This approach 
not only will mitigate risk effec-
tively, but also move your ethics and  
compliance program from being 
a “cost center” to a performance  
contributor. 
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Periodic assessment of an organiza-
tion’s compliance and ethics (C&E) 
program can be critical to ensuring 
that the program remains robust, 
continues to meet applicable legal 
standards, and incorporates appro-
priate best practices. The Federal 
Sentencing Guidelines (FSG) rec-
ognize the importance of program 
assessment by providing that organi-
zations should periodically evaluate 
the effectiveness of their programs.1 

The importance of program assess-
ment has also been highlighted in 
other legal guidance applicable to 
C&E programs, such as standards 
issued by the Federal Energy Regu-
latory Commission.2

Although periodic assessment 
has always been an important com-
ponent of an effective C&E program, 
program assessment has taken on 
heightened significance in recent 
months. This is, in part, because the 
proposed revisions to the FSG’s defi-
nition of an effective C&E program 
emphasize the importance of orga-
nizations’ assessing their programs 
following the detection of criminal 
conduct.3  In addition, recent com-
ments by Department of Justice4 and 
other government officials5 high-
light the importance of this practice. 
Recent guidance issued by the Organ-
isation for Economic Cooperation 

and Development (OECD)6 suggests 
that organizations engage in periodic 
reviews of their C&E programs, which 
should be designed to evaluate and 
improve effectiveness in preventing 
and detecting foreign bribery, taking 
into account relevant developments 
in the field and evolving international 

and industry standards. Although the 
OECD’s guidance is aimed primarily 
at anti-bribery compliance programs, 
most of the provisions can readily be 
applied to C&E programs more gen-
erally.  In short–from the perspective 
of government guidance–now is per-
haps the most opportune time in the 
history of compliance and ethics to 
undertake a program assessment.

To what extent have organizations 
begun engaging in periodic assess-
ment of their C&E programs? Whom 
do they utilize to perform assessments? 
And, what do assessments consist of? 
In order to gather valuable benchmark-
ing data for its members, the SCCE 
recently disseminated a short survey 
regarding program assessments, which 

was answered by a total of 264 respon-
dents. The majority of respondents 
were from public (28%) or privately-
held (33%) organizations. The survey 
also drew responses from non-profit 
institutions (27%), educational insti-
tutions (7%), and government entities 
(5%) (figure 1).

Assessments are being 
performed
The survey results indicate that 
organizations have indeed begun to 
recognize the importance of C&E 
program assessment, because assess-
ments are being conducted in fairly 
large numbers. In answer to the 
question of whether the respondent’s 
organization has conducted an assess-
ment of its C&E program, 66% of 
respondents replied in the affirma-
tive, and another 15% indicated that 
they have not yet performed a pro-
gram assessment, but they intend to 
do so in the coming year. Only 20% 
of respondents indicated that they 
have not conducted an assessment 

The importance of program 
assessment: An SCCE 
benchmarking survey
by Rebecca Walker, Esq.

33%

28%
7%

27%

5%
Private company
Public company

Educational institution

Non-profit organization

Governmental entity

Figure 1



www.corporatecompliance.org  OctOber 2010 ComplianCe & ethiCs professional 43

continued on page 44

and do not have immediate plans  
to do so (figure 2).

The 2010 revisions to the 
Guidelines
The recent revisions to the FSG 
include a new application note that 
provides commentary on the seventh  
element of an effective C&E pro-
gram. After criminal conduct has 
been detected, the seventh element 
requires the organization to take 
reasonable steps to respond appropri-
ately to the criminal conduct and to 
prevent further similar criminal con-
duct, including making any necessary 
modifications to the organization’s 
C&E program.7  The proposed appli-
cation note provides that responding 
appropriately to criminal conduct 
requires, in part, that the organi-
zation act appropriately to prevent 
further similar conduct, including 
assessing the C&E program and 
making modifications to ensure that 
the program is effective. The revisions 
further provide that such assessments 
may include the use of an outside pro-
fessional advisor to ensure adequate 
assessment and implementation of 
any modifications.8

Who performs assessments?
Of course, many organizations 
perform assessments without first dis-
covering criminal conduct, and many 

do so utilizing internal resources (as 
opposed to outside professional advi-
sors). According to the survey data, 
32% of respondents have conducted 
assessments using only internal 
resources, and 34% of respondents 
indicated that their organizations 
have conducted assessments using 
external resources only or internal 
and external resources. (The remain-
ing third have not yet conducted an 
assessment.)

Utilizing internal resources can 
be a less expensive option; however, 
organizations can sometimes also 
benefit from the independent eye 
and the expertise (including best 
practices knowledge) of an out-
side professional. When deciding 
between utilizing internal or exter-
nal resources to perform a program 
assessment, organizations may want 
to consider the following factors:
•	 The availability of resources 

(budget) to hire external advisors;
•	 Whether internal personnel have 

the time to dedicate to what can be 
a fairly time-consuming process;

•	 Assuming that the assessment will 
be performed by employees outside 
the C&E function (such as Legal 
or Internal Audit), whether inter-
nal personnel possess the expertise 
necessary to perform a program 
assessment;

•	 Whether the C&E program is 
adequately supported by high-level 
management (to the extent that 
management is not as supportive 
as it could or should be, a review 
by independent personnel can 
sometimes be helpful in convinc-
ing management of the value of 
the program and the importance 
of their support);

•	 The extent to which implementa-
tion of modifications suggested by 
the assessment seems likely to meet 
resistance within a company;

•	 The magnitude and complexity of 
the contemplated C&E program 
recommendations, because the 
more significant, specialized, or 
complex those recommendations 
are expected to be, the greater the 
likely need for an outside advisor’s 
expertise;

•	 To the extent that the assessment is 
being done in response to miscon-
duct, the seriousness of the violation, 
because the more significant the 
offense, the greater a prosecutor’s 
expectations are likely to be vis a vis 
the company’s response;

•	 Whether the board has expressed an 
interest in a program review, because 
the board may respond more favor-
ably to an outside advisor’s findings 
and recommendations; and

•	 Whether an independent assess-
ment has taken place in the recent 
past. 

Many organizations choose to 
conduct assessments by outside profes-
sionals every few years, and to conduct 
internal assessments in the interven-
ing years. Another option that some 
organizations pursue—which permits 
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Figure 2. Has an assessment been performed?
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independence but is not as costly as uti-
lizing a C&E professional—is to ask 
other organizations in one’s industry 
to “trade” assessments, so that organi-
zations’ C&E staff are assessing each 
other’s programs. When utilizing this 
option, organizations must be careful 
to comply with antitrust and competi-
tion laws. In addition, this option may 
necessarily limit the scope of the assess-
ment, because organizations may not 
wish to share certain information (e.g., 
potentially damaging information) 
with third parties. Yet another option is 
to utilize a mix of internal and external 
resources, which will permit a higher 
level of independence and may also be 
a less expensive option.

Who performs internal 
assessments?
When organizations conduct assess-
ments using internal resources, there 
is often a trade-off between indepen-
dence of the assessment and expertise. 
If the C&E department performs the 
assessment, the assessors will have 
expertise and likely have significant 
knowledge of best practices and legal 
standards. Where other departments 
perform the assessment (such as 
Internal Audit or Human Resources), 
the assessment gains a much greater 
level of independence, but may lose 
some of the expertise and knowledge 
that C&E brings to bear. 

When asked who performs the 
assessment when organizations use 
internal resources (figure 3), over 
half of respondents (56%) stated that 
members of the C&E department 
perform the assessment. The Internal 
Audit department was used by 21% of 
responding organizations. Other orga-
nizations utilize members of the Law 

department (4%), the HR  department 
(2%) or others (17%), including the 
Finance department, members of the 

Compliance Committee, the chief pri-
vacy officer, or a combination of the 
functions, such as Law, Audit, Com-
pliance, and HR working together.

What is involved in performing 
a program assessment?
Whether performed by outside 
experts or company personnel, pro-
gram assessments generally involve 
review of numerous program-related 
documents, as well as interviews of 
company employees, members of the 
board of directors, and possibly third 
parties. The assessor typically seeks to 
identify how the program is designed, 
implemented, and documented with 
respect to each element of the program 
that is under review. Assessments may 
also include focus groups, surveys, or 
other means to gauge the way in which 
employees perceive the program. 

When asked what is involved in 
performing program assessments, 
respondents indicated:
•	 35% review documents as part of 

the assessment
•	 27% interview employees 
•	 8% interview third parties
•	 7% conduct focus groups, and
•	 19% use employee surveys.

Other possible components of 
a program assessment, according to 
respondents, include benchmarking, 

board interviews, compliance com-
mittee input, gap analysis, and review 
of statistics. The small percentage of 
respondents indicating that document 
review is part of the assessment process 
is somewhat surprising, because it is a 
bit hard to imagine an assessment that 
does not involve some document review.

Who initiated the assessment?
When asked who initiated the 
program assessment at their orga-
nizations (figure 4), respondents 
indicated: 
•	 the chief ethics and compliance 

officer (54%)
•	 the board of directors or a commit-

tee of the board (12%)
•	 the director of Internal Audit 

(10%)
•	 the chief executive officer (7%), 

and
•	 the general counsel (5%).

“Other” responses to this question 
include the Compliance Committee, a 
shareholder, the chief privacy officer, 
the board of the parent company, and 
that assessments are performed per 
written policy of the organization.
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Figure 3. Who performed the assessment?
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Reporting the results of the 
assessment
Once an assessment is complete, the 
results are typically reported to the 
C&E function, high-level manage-
ment, and the board or a committee of 
the board. When asked to whom the 
results of their assessments are reported 
(figure 5), 35% of respondents indi-
cated high-level management; 31% 
reported to the board or a commit-
tee of the board; and 29% report the 
results to the C&E department. Only 
5% of respondents report the results of 
assessments to all employees.

Attorney-client privilege?
An important question to be addressed 
at the outset of an assessment is 
whether it should be performed under 
the attorney-client privilege. One 
reason to consider this is that docu-
mentation relating to the assessment 
could contain information that, taken 
out of the assessment context, could be 
harmful to the organization, such as in 

the context of civil litigation or in the 
press. (Of course, there is always a risk 
that a court would refuse to recognize 
the privilege.) This type of harm can, 
in turn, be problematic for a C&E pro-
gram and the C&E field more broadly, 
because it can cause management and 
others to question the relative value of 
the compliance program or of certain 
elements, like assessments. Assessors 
can help mitigate this potential risk by 
careful drafting of assessment docu-
mentation, however.

A second reason to consider con-
ducting an assessment under privilege 

is that doing so may make interviewees  
more comfortable answering ques-
tions (because of the potential 
protection of the information), which 
could help the assessor obtain more 
complete information about the com-
pliance program. Employees may be 
more likely to discuss, for example, 
prior misconduct and program gaps, 
when they believe the information will 

likely be protected from disclosure in 
the context of civil litigation or some 
other potentially harmful context. 
On the other hand, invocation of the 
privilege—and the attendant legal 
warnings that that requires—could 
also have a detrimental impact on the 
collection of information during the 
interview process.

In response to the question of 
whether the assessment was con-
ducted under the attorney-client 
privilege (figure 6), 72% of respon-
dents indicated that the assessment 
was not conducted under the 
privilege, and 28% of respondents 
indicated that the assessment was 
conducted under the privilege.

Program assessments are 
effective
One thing that the survey respondents 
agreed on is the helpfulness of program 
assessments. A full 85% of respondents 
stated that if their organizations were 
required to demonstrate the efficacy of 
their C&E program to others (e.g., the 
government), they believe that a pro-
gram assessment would be helpful to 
that process. Only 3% said that they 
do not believe a program assessment 
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would be helpful, and 12% stated that 
they do not know (figure 7).

Conclusion
Assessments are helpful not only for 
proving up one’s C&E program, if 
it is necessary to do so, but primar-
ily and most importantly, assessments 
can be key to ensuring that a program 
remains effective and robust. Indeed, 
in light of the high level at which many 
government standards are written and 
the fact that the C&E profession is 
still fairly “young,” compliance pro-
gram assessments can be particularly 
helpful in ensuring that best practices 
are utilized where appropriate. 

The opinions expressed herein are 
Ms. Walker’s own and do not neces-
sarily represent the views of Kaplan 
Walker LLP or SCCE.

Notes:

1 United States Sentencing Commission: 
Federal Sentencing Guidelines Manual § 
8B2.1(b)(5)(B); 2009.

2 Federal Energy Regulatory Commission: 
Revised Policy Statement on Enforcement, 
Docket No. PL08-3-000, par. 57-60; May 15, 
2008, provides that, in determining program 
effectiveness, regulators should consider the 
frequency with which an organization reviews 
and modifies its compliance program. See 
also Securities and Exchange Commission 
Compliance Programs of Investment 
Companies and Investment Advisors, 17 
C.F.R. § 270.38a-1(a)(1); 2003, which provides 
that compliance programs for registered 
investment companies and investment advisers 
should include an annual review to determine 
the adequacy of the program and effectiveness 
of program implementation.

3 Proposed Amendments to Federal Sentencing 
Guidelines Manual. The revisions, which 
will almost certainly become effective on 
November 1, 2010, will add an Application 
Note to the Guidelines regarding the 
appropriate response to misconduct, including 
program assessment. Available at http://www.
ussc.gov/2010guid/finalamend10.pdf.

4 See, e.g., Prepared Remarks of Assistant 
Attorney General Lanny A. Breuer to 
Compliance Week Annual Conference (May 27, 
2010). Available at http://ethisphere.com/lanny-
breuer-assistant-attorney-general-doj/, discussing 
the importance of periodic reviews and 
re-evaluations to ensure program effectiveness.

5 For example, during a speech he gave at the 
Society of Corporate Compliance and Ethics’ 
Compliance and Ethics Institute in September 
2009, Ruben Castillo, Vice Chair of the U.S. 
Sentencing Commission, urged organizations 
to perform program assessments.

6  Organisation for Economic Cooperation 
and Development, Good Practice 
Guidance on Internal Controls, Ethics 
and Compliance; February 2010. 
Available at http://www.oecd.org/
dataoecd/5/51/44884389.pdf.

7 Federal Sentencing Guidelines § 8B2.1(b)(7).
8 Proposed Amendments to Federal Sentencing 

Guidelines Manual. Available at http://www.
ussc.gov/2010guid/finalamend10.pdf.
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Ethics and compliance professionals 
do not need to dig deep into their 
investigation files (or into the news-
paper for that matter) to realize that 
oftentimes, when poor choices are 
being made and a problem is esca-
lating into something that could 
cause legal, financial, reputational, 
or cultural harm to an organization, 
someone in the organization knew 
about it. The question is why those 
individuals did not raise their concerns  
early on, when the organization 
might have been able to prevent, or at 
least mitigate, some of the harm that 
resulted. The answer is complex to be 
sure, but research has shown there are 
two main reasons why individuals 
fail to report. The first is the belief 
that the organization won’t take the 
matter seriously, and the second is a 
fear of retaliation.

Addressing fears of retaliation is 
one of the biggest challenges ethics 
and compliance (E&C) professionals 
face in their roles as stewards of ethical  
culture. Most organizations have 
implemented non-retaliation policies 
to try to protect those who report in 
good faith from suffering retribution 
for raising issues of wrongdoing. But 
often, E&C officers must rely on the 
reporter to come forward a second 
time to tell them about possible 
retaliation—an option which could 

feel risky after already experiencing 
negative consequences from raising 
the initial concern.

So how can E&C officers address 
this challenge? The most effec-
tive approach is to build a culture  
less tolerant of retaliation, and one 
more likely to detect and even prevent  
retaliation in the first place. A second 
approach is one that few organizations 
have tried: proactively monitoring for 
retaliation. In this article, we will first 
discuss building a culture free from 
retaliation. Then, we will describe 
how one organization, KPMG 
LLP, uses existing company data to 
proactively identify potential retali-
ation, a leading practice for an E&C 
program.

Building a culture without 
retaliation 
Most organizations formally com-
municate that they want employees  
to raise any concerns that could 
cause harm to the organization or 
its employees. Yet, employees often 
receive mixed messages from man-
agement or peers. Although most 
organizations require employees to 
certify they will report under their 
code of conduct or company policy, 
the culture may be sending a different 
message. “Shooting the messenger” 

is a frequent occurrence, whether 
intended or not. And often-used 
phrases, such as “Be a team player” 
or “This is how we do things,” may 
be code for “Don’t ask any questions 
or challenge a decision,” whether it be 
about a financial entry, a conflict of 
interest, or bad behavior.

The culture of an organization 
defines whether wrongdoing is toler-
ated and whether it is reported. The 
importance of culture has been recog-
nized by practitioners for many years 
and was formally addressed in the 
2004 revisions to the US Federal Sen-
tencing Guidelines. Although offering 
a hotline or helpline is a fairly straight-
forward operational decision, creating 
a culture where people feel comfort-
able raising a concern is a much more 
difficult undertaking. There are a 
number of reasons for this:

Monitoring for retaliation: Essentials 
for your ethics and compliance 
program
by Vicki Sweeney and Carrie Penman
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•	 “Don’t be a tattletale.”
Most parents and teachers have said 
this to children and have done so with 
good intentions of helping children  
learn to resolve small differences by 
themselves. But even here, adults run 
the risk of confusing children. What 
should they handle themselves versus 
what should be brought to an adult 
immediately? The childhood lesson 
that “nobody likes a tattletale” carries 
into adulthood and the workplace, so 
often an employee experiences doubt 
about reporting potential wrongdoing, 
right from the start. 
•	 Folklore has the memory of an 

elephant. 
E&C officers and Human Resources 
(HR) personnel know well that the 
rumor mill can be an organiza-
tion’s most effective communication 
vehicle. Most also know that the 
rumor mill is often taking issues out 
of context or embellishing the story 
with each telling. Often the stories 
are many years old and involve indi-
viduals who have long since left the 
organization. These stories are dif-
ficult to combat. When the Ethical 
Leadership Group™ conducts focus 

groups, employees will often share 
the folklore as though it happened 
yesterday to their best friend. When 
asked probing questions like “When 
did this happen?” and “Did you actu-
ally witness the event?”, employees 
will often admit that they just “heard 
about it” and “it was a while ago.” 
None-the-less, folklore is a powerful 
deterrent to reporting and a major 
contributor to fear of retaliation. 
•	 Despite widespread employee 

concerns, actual reports of  
retaliation are low.

Ethical Leadership Group recently 
reviewed the data of approximately 
225,000 reports in the Global Com-
pliance data base. As shown in figure 
1 below, over the last three years, the 
average number of reports of retaliation 
remained below 1% of the total reports 
received. Of those reports, only 16%-
20% were substantiated. The overall 
report substantiation rate in the data-
base is 33%–a significant difference. It 
was also interesting to note that reports 
of retaliation decreased in 2009, a year 
of difficult economic times, when some 
would have expected the rate of this 
type of concern to increase.

•	 Even E&C officers fear retaliation
The authors of this article presented 
this topic at two major ethics and 
compliance conferences over the 
last two years. During the sessions, 
we used anonymous electronic voting 
to ask the approximately 90 partici-
pants about their initiatives in this 

area. As part of the voting, we also 
asked whether the attendees them-
selves believed they could raise an 
issue in their organization without  
fear of retaliation. Although this was 
not a scientific survey, the session 
results were concerning–33% of the 
E&C officers or other compliance 
professionals in these sessions said 
they could not raise an issue without 
fear of retaliation, and another 11% 
said they didn’t know. So, if 44% of 
the individuals responsible for over-
seeing the E&C program (including 
the non-retaliation policy) also share 
concerns about retaliation, we know 
this is still a major cultural challenge 
in the workplace today.

Addressing fear of retaliation
Multiple initiatives and processes are 
needed to address this complex issue. 
Most organizations use some steps to 
set the minimum standard, such as:
•	 Specific policy on non-retaliation
At a minimum, every organiza-
tion should have a clear written 
policy against retaliation for raising  
honest issues in good faith. This 
policy should not just be a footnote or 

afterthought in the code of conduct. 
It is best located in the discussion 
of reporting violations. Further, the 
policy should address sanctions for 
those who violate the policy. Voting 
in the conference sessions discussed 
earlier indicated that 88% of the 

Figure 1 2007 2008 2009

Rate of retaliation reports 0.90% 0.89% 0.67%

Substantiation rate of retaliation reports 20% 16% 19%

CaRRiE PEnman
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participants said their organiza-
tion had a specific policy against 
retaliation.
•	 Training on non-retaliation
Most E&C training includes a discus-
sion of the various reporting options 
available. Only 57% of participants 
who voted in the conference sessions 
indicated that they conduct train-
ing on the non-retaliation policy. 
Typically, in program assessments 
conducted by Ethical Leadership 
Group, there is at least a statement 
about the non-retaliation policy in a 
live or online training program. Less 
typical is a more detailed discussion 
of retaliation in training sessions, for 
example, case study examples of how 
retaliation can occur. 

Best practice training explains 
the various forms retaliation can take, 
describes how to recognize when it is 
happening, and offers guidance on 
what employees should do if they 
experience or witness it. Examples typ-
ically address retaliation by a manager 
or supervisor to a person reporting to 
them. This type of retaliation can have 
the greater impact on job assignments, 
pay raises, or promotions. 

The more insidious and more 
feared form of retaliation happens 
peer to peer. It is also the most dif-
ficult to monitor and detect. Whether 
the result is a trashed locker or lost 
lunch partners, peer-to-peer retali-
ation is a major concern of many 
employees. Further, in a union envi-
ronment, reporting on a co-worker 
can cause significant potential for 
retaliation. We are aware of one 
situation where a represented worker 
was fined by his union for violating 
the honor code and reporting on a 
fellow union member. We encourage 

organizations to address both types 
of retaliation directly in training and 
other communications. If appropri-
ate, initiate a conversation with union 
leadership about the issue as well.
•	 Leadership tone and 

communications
As with many elements of an E&C 
program, effectiveness of a non-
retaliation policy depends on the 
organizational culture and the tone 
set by leadership. In our conference  
polling, 30% of the participants said 
their leaders “always” set a proper 
tone; another 55% said their lead-
ers “sometimes” set a proper tone. 
Leadership should communicate 
periodically about the seriousness 
of the non-retaliation policy and, 
more importantly, act quickly and 
decisively when it occurs. Commu-
nications should include publication 
of case summaries (with identifying 
information removed) that deal with 
issues of retaliation and describe 
actions taken as a result of the 
findings.
•	 Listen closely for instances of 

retaliation
Sometimes retaliation may be dif-
ficult for reporters to articulate or 
recognize, and these allegations may 
be buried in a report about other 
matters. Investigators should watch 
carefully for potential retaliation, even 
in circumstances where the reporter is 
not making that claim. Additionally, 
some employees may choose to leave 
the organization rather than trying 
to resolve situations involving retali-
ation. Because they may feel more 
comfortable making these claims 
on their way out (when they are no 
longer worried about further retali-
ation), it is important to give them 

the opportunity by using an exit 
survey or exit interview. HR person-
nel should be thoroughly trained to 
review resignation letters to identify 
potential issues. While it is better for 
the company to have this information 
before an individual leaves, at least 
this option captures the concern and 
allows for an investigation to identify  
and address retaliation in your 
organization.
•	 Tracking reports and investiga-

tions of retaliation claims 
Most E&C officers report to manage-
ment and the Board on case statistics 
and trends. Consider including a sep-
arate line item that specifically reports 
on allegations and outcomes of retali-
ation cases. Although there are likely 
to be fewer of these cases, keeping the 
issue at the forefront of the reviews 
will serve as a reminder that the orga-
nization is serious about enforcing 
this policy.

Despite best efforts, employees 
still don’t always come forward. And 
when reporters, witnesses, or other 
participants in an investigation are 
identified, more can and should 
be done to protect them. Further, 
employees who have raised an issue 
and then experience retaliation may 
be less likely to raise the retaliation 
issue for fear of further consequences. 
So what more can be done?

Establishing a monitoring 
program
Very few organizations proactively 
monitor their cases for retaliation. 
Indeed, only 7% of the participants 
voting in the conference sessions said 
they actively monitor for retaliation 
on all cases. Another 8% said they 
conduct monitoring for some case 
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participants, leaving 85% who do no 
monitoring at all. 

KPMG decided to directly 
address fears of retaliation by build-
ing a proactive retaliation monitoring 
program. This approach reinforces 
the firm’s view that partners and 
employees not only need to feel com-
fortable raising issues, but they also 
need to feel protected from retalia-
tion for all issues raised in good faith. 
The approach used by KPMG was to:
•	 Start with education
For KPMG, protecting individuals 
from retaliation begins with educa-
tion on the firm’s non- retaliation 
policy. Partners and employees learn 
about retaliation in training, includ-
ing what it looks like and when 
and how it may occur. In 2010, the 
firm-wide mandatory E&C training 
devotes an entire module to subtle 
retaliation, such as exclusion from 
a team lunch. The module reminds 
individuals that subtle retaliation is 
just as impactful and wrong as more 
obvious retaliatory acts, such as ter-
mination. The firm also integrates 
learning points into technical and 
leadership training programs to help 
those who manage others identify 
and respond to concerns of retalia-
tion. This approach empowers firm 
managers and leaders to identify and 
prevent retaliation—particularly 
peer-to-peer retaliation.
•	 Acknowledge concerns about 

retaliation 
In addition to regular training and 
communications, creating as much 
transparency around how an orga-
nization deals with potentially 
retaliatory conduct can provide indi-
viduals confidence that such issues 
are taken seriously. KPMG provides 

transparency around its response 
to reports of potential misconduct, 
including claims of retaliation, in 
“Ethics Cases,” published in the 
Ethics and Compliance Annual 
Report, which is available to all per-
sonnel and external stakeholders at 
www.us.kpmg.com/about/. KPMG 
also communicates widely about the 
retaliation monitoring program so 
that personnel understand that the 
firm will protect them when they 
raise an issue in good faith. Still, indi-
viduals are often surprised to find real 
people at the other end of the moni-
toring process, and have expressed 
increased confidence after receiving 
personal contact.
•	 Build a proactive monitoring 

program 
Education is only part of the solution. 
At KPMG, the other part is a robust 
retaliation monitoring program for 
identified reporters and participants 
in an investigation, which allows the 
firm to watch carefully for signs of 
retaliation over a period of time. 

Case study
There are several steps in KPMG’s 
monitoring process:
•	 Assess likelihood of retaliation 
The first step in monitoring is assess-
ing the likelihood of retaliation 
against each individual. Working 
from input given by the case manager 
and other members of the investiga-
tion team, the monitoring program 
manager assesses the likelihood of 
retaliation for each participant in an 
investigation. For example, someone 
who raises an issue about her imme-
diate supervisor would generally be 
considered to be at more at risk for 

retaliation than someone who raises 
an issue about a peer or subordinate.
•	 Monitor key indicators 
Next, key performance data points 
should be monitored for individuals 
who are considered to be at risk of 
retaliation. At KPMG, individuals 
who are deemed at risk for retaliation 
are entered into the firm’s monitor-
ing program, which tracks a variety 
of information available through 
HR, Ethics and Compliance, and the 
individual’s department or business 
function. The data points monitored 
vary depending on what is appropri-
ate for each job function, but may 
include performance management 
documentation and compensation 
adjustments (with a comparison of 
year-to-year to monitor for a decline 
in job assessment/compensation); 
disciplinary actions; performance 
improvement plans; demotions; 
transfers; and terminations (which 
are monitored on a prospective basis 
to ensure that potentially adverse 
employment actions are reviewed 
prior to implementation); resigna-
tions (to ensure that an individual 
is not leaving his job due to real or 
perceived retaliation); and job assign-
ments and utilization (to ensure that 
reporters and other participants are 
not being marginalized or denied 
opportunities for career growth).

Additionally, for high likelihood 
cases or where data raises concerns, 
the firm reaches out to individuals 
to remind them of its policy against 
retaliation and inquire as to whether 
the individuals have any concerns 
about retaliation. 

The time period that the data 
points are monitored should reflect 
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Monitoring for retaliation: Essentials for your ethics and compliance program continued from page 51

the information obtained through 
the monitoring program. For exam-
ple, at KPMG, data points for all 
individuals in the monitoring pro-
gram are reviewed on a daily, weekly, 
monthly, quarterly, or annual basis, 
depending on the type of data, for 
at least 12 months. The monitoring 
procedures may be extended beyond 
the one-year period for individuals 
who express a fear of retaliation or 
if the information obtained through 
the monitoring program so warrants.
•	 Take action when retaliation  

is found 
An organization must respond 
quickly and fairly when a monitor-
ing program uncovers evidence of 
potential retaliation. KPMG conducts  
a complete investigation when the 
monitoring program indicates that 
an individual may have been retaliated 
against–just as if the individual had 
reported this concern directly. This is 
the most important part of the pro-
cess. Investigations need to be timely, 
thorough, and fair, because otherwise, 
no amount of training, communica-
tion, or monitoring will be effective. 
And, if the investigation substanti-
ates retaliation, swift, consistent, and 
effective discipline must be imposed. 
A saying at KPMG is that “Retalia-
tion is at war with our culture.” They 
have terminated individuals for acts of 
retaliation, making the message that 
the firm will not tolerate retaliatory 
behavior clearly and unequivocally.

Beware pitfalls
No system is perfect. If you set out 
to build a retaliation monitoring pro-
gram, you should also beware of some 
potential pitfalls: 

•	 Information requests may put a 
target on the reporter 

Requesting performance measurement 
documentation through HR could 
alert individuals who do not have a 
need to know that an employee is being 
monitored. The request through HR is 
a red flag that could indicate that the 
person raised an issue or participated 
in an investigation of some kind. To 
mitigate this concern, the individuals 
overseeing KPMG’s monitoring pro-
gram have worked with HR to develop 
systems allowing direct access to the 
necessary information. 
•	 Protecting anonymous reporters 

is more challenging 
It is difficult for a monitoring  
program to protect anonymous 
reporters, who may be invisible to 
an organization’s E&C department, 
but could be more easily identified 
by those accused of wrongdoing or 
others involved in the matter. In these 
cases, you rely on individuals coming 
back to report retaliation, if it occurs. 
KPMG’s hotline system allows for 
communication with anonymous 
reporters through postings and con-
fidential web chats, and the firm 
uses this technology to encourage 
self-reporting by posting the non-
retaliation policy at the opening and 
closing of every matter. 
•	 It is difficult to prove that  

retaliation occurred 
It can be difficult to conclusively 
establish retaliation, especially subtle 
retaliation. Additionally, in tough 
economic times, the data being moni-
tored is not always as clear. It can be 
difficult to determine whether an 
individual’s failure to receive a raise 
or bonus is indicative of retaliation 
or simply the result of the current 

economic climate. These challenges 
underscore the need to have channels 
of communication available so that 
individuals may come forward and 
share what they know, and to build 
the capacity of managers, investiga-
tors, and others to recognize and 
address retaliation when it occurs. 
•	 Monitoring takes a commitment 

of time and resources 
There are no shortcuts to implement-
ing an effective monitoring process. 
It takes a significant commitment 
of time and resources to build and 
maintain. The program cannot “kick 
in” annually; there could be daily, 
weekly, monthly, quarterly, and 
annual tasks depending on how you 
structure your monitoring protocol. 
And skill sets from HR, Legal, and 
Accounting, in addition to Ethics 
and Compliance, are often needed 
to monitor effectively.

Conclusion
Building a culture intolerant to 
retaliation is an important goal for 
E&C professionals. This begins 
with a clear, effective policy, which 
should be followed by training and 
communications. 

Just as importantly, organizations 
need to actively monitor the employ-
ment information of individuals who 
raise issues and participate in inves-
tigations. Mining your existing HR, 
E&C, and other company data to 
identify issues that could indicate retal-
iation, and taking immediate action 
when evidence of potential retaliation 
is found, will align your organization’s 
words and actions and build trust in 
your program. Together with effective 
channels for raising issues and robust 
investigations, monitoring will help 
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to battle fears of retaliation, making 
it more likely that your employees will 
raise their hands when they see some-
thing that’s not right. 

Editor’s note: As the principal in charge 

of KPMG LLP’s Ethics and Compli‑

ance Group in Montvale, NJ, Victoria 

Sweeney leads the day‑to‑day opera‑

tions of a team that works to ensure 

compliance with firm policies and pro‑

cedures, professional standards, and 

regulations. She may be contacted at 

vsweeney@kpmg.com.

Carrie Penman is President, Ethical 

Leadership Group™ at Global Com‑

pliance in and does custom ethics 

consulting work for ELG clients in the 

areas of program and culture assess‑

ment, communications, executive and 

all‑employee training, and program 

strategy and integration. She is located 

in Bedford, MA and may be contacted 

at carrie@ethicalleadershipgroup.com.
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active-voice, easy-to-read format, this manual comes 
with a companion CD containing work papers, 
checklists, and document templates that can be put 
to immediate use.

Accounting Irregularities 
and Financial Fraud 
� is practical manual provides a step-by-step guide 
to the crises that envelope a company in the wake of 
fraudulent � nancial reporting—and more important, 
explains how to prevent it in the � rst place.

Build Your 
Compliance 
Library
with Practical Reference Guides 
for Compliance Professionals

To order, visit www.corporatecompliance.org/books 
or call +1 952 933 4977 or 888 277 4977.



54 ComplianCe & ethiCs professional  OctOber 2010  www.corporatecompliance.org

Effective ethics and 
compliance training
by thomas Fox

SINGAPORE

•	 Yoshiaki Tamura, Hitachi Asia Ltd

SLOvINIA 

•	 Sergej Simoniti, Sava Reinsurance 
Co D.d., Ljubljana 

SWITzERLAND

•	 Philippe Cloarec, Eli Lilly Export

TRINIDAD

•	 Dave Williams, Dawill Law Academy 
and Consultancy Services Ltd

UNITED ARAB EMIRATES

•	 Marwan Kiswani, Al Ghurair Group

UNITED KINGDOM

•	 James Ellis-Rees, Anixter 
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•	 David Harris, BAE Systems
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•	 David L. Mitchels, LLB
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Company Ltd

•	 Kristen A. Wong, Dolby Laboratories 

ARIzONA

•	 Sarah Asta, US Airways, Inc.

•	 Catherine Hardwick, Freeport 
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•	 Linda Rawles, Rawles Law Office, PC

CALIFORNIA

•	 Melanie Brown, Silicon Image Inc

•	 James Davis, Franklin Resources, Inc.

•	 Letitia Davis, Edison Mission Energy

•	 Sarah Flanagan, Intel Corporation

•	 John Hodge, Sierra View District 
Hospital

•	 Thomas M. Melendrez, Exar 
Corporation

•	 Elizabeth O'Callahan, XILINX Inc

•	 Diana Park, Rambus Inc.

•	 Mabel Wilson, Visa Inc

COLORADO

•	 Michelle Cooper, Catholic Health 
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•	 Tara La Bree, Quantum Corporation
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•	 Sandra Stevenson, Univ of Denver
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Welcome to SCCE
the Society of corporate compliance and ethics welcomes the following new members 
and organizations. All member contact information is available on the Scce website, 
www.corporatecompliance.org, in the members-only section.

Scce’S new memberS SCCE’s 2011 
Educational 
Opportunities

DatES anD loCationS arE SubjECt  
to ChangE. for upDatES, viSit
www.corporatEcompliancE.org

SCCE is a premier provider of compliance and ethics 
education. faculty includes industry experts from 
around the world and professionals from the corporate 
environment, academia, government, and the law. 
attracting over 1,000 compliance and ethics professionals 
a year, SCCE events provide unparalleled networking 
opportunities, all with special discounts for members. 
programs are offered in the following formats to meet 
the diverse needs of this evolving profession.

compliancE & Ethics acadEmiEs
These four-day intensive training programs help those new 
to the profession quickly get up to speed and learn directly 
from experienced ethics and compliance professionals. 
The Certified Compliance and Ethics Professional (CCEP) 
examination is offered on the fifth day. 

february 14–17 • Scottsdale, arizona

March 28–31 • orlando, florida

april 27–30 • São paulo, brazil

May 16–19 • brussels, belgium

june 6–9 • Scottsdale, arizona

august 15–18 • las vegas, nevada

november 7–10 • San francisco, California

rEgional confErEncEs
SCCE’s regional compliance conferences provide a forum 
to interact with local compliance professionals, share 
information about compliance successes and challenges, 
and gain the latest insights. 

april 29 • Midwest • Chicago, illinois

May 13 • upper northeast • new York, new York

june 24 • West Coast • San francisco, California

october 14 • Southeast • atlanta, georgia

november 4 • Southwest • houston, texas

sccE wEb confErEncEs 
SCCE Web Conferences explore current hot topics for 
compliance professionals, providing instant and up-to-date 
education from the convenience of your own office. 
New conferences are announced regularly, and prior 
sessions are available for purchase on CD-ROM. Visit 
www.corporatecompliance.org for the latest updates.

Utilities & Energy  
compliance & Ethics conference 
february 27—March 2 • houston, texas
Take advantage of the opportunity for in-depth discussion 
and education with your colleagues in the utilities and energy 
industries.

10th annual  
compliance & Ethics institute 
September 11–14 • las vegas, nevada
SCCE’s annual Institute is the primary education and networking 
event for professionals around the world in compliance and 
ethics. Get insights you can use from expert presenters who share 
their latest methods and strategies for developing and improving 
compliance programs in this rapidly evolving profession.

higher Education  
compliance conference 
june 12–15 • austin, texas
Compliance professionals in higher education gather with 
peers to discuss emerging issues, share best practices, and build 
valuable relationships.

how to conduct Effective 
internal investigations
november 10–11 • San francisco, California
A well-conducted internal investigation can help compliance and 
ethics officers quickly find and fix problems. A poorly conducted 
one can lead to morale issues, lost faith in the company’s integrity, 
and even litigation. This intensive educational program will cover 
the critical components that compliance and ethics officers need 
to know to conduct effective internal investigations.
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To learn more and register, visit
www.internalinvestigations.org

F I R S T 
T I M E 
OF F E R E D

How to Conduct Effective 
Internal Investigations
A TWO-DAY 
WORKSHOP

NOVEMBER 11–12, 2010 
ORLANDO, FLORIDA

A well-conducted internal investigation can help 
compliance and ethics offi cers quickly fi nd and fi x 
problems. A poorly conducted one can lead to morale 
issues, lost faith in the company’s integrity, and even 
litigation. This intensive educational program will cover 
the critical components that compliance and ethics 
offi cers need to know to conduct effective internal 
investigations. Topics planned are:

• How Investigations Fit Into the Context of 
Compliance Programs 

• Setting Policies and Guidelines for Conducting 
Internal Investigations 

• How to Plan an Investigation 

• Conducting Effective Interviews 

• Gathering Documentary Evidence 

• Forensics and Electronic Documents 

• Investigation Pitfalls and How to Avoid Them 

• Preparing the Report 

• Discipline, Follow-Up, and Closing the Loop 

The faculty will be made up of experienced internal 
investigators and outside experts. 




